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Erich Andersen
General Counsel
TikTok Inc.

5800 Bristol Pkwy
Culver City, CA 90230

Dear Mr. Andersen:

We write in regards to Oracle Corporation’s proposed partnership with, and shareholder
interest in, TikTok Inc. We represent the Electronic Privacy Information Center (“EPIC”), a public
interest research center located in Washington, D.C., focused on emerging privacy and civil liberties
issues. EPIC is one of the leading consumer protection organizations in the country specializing in
privacy and data protection. Our members include experts in law, technology, and public policy.'

This letter serves as notice that Oracle’s proposal to “independently process TikTok’s US
data™ as a “U.S. technology partner’™ poses serious privacy risks to TikTok users. Absent strict
privacy safeguards, which to our knowledge Oracle has not established, this collection, processing,
use, and dissemination of TikTok user data would constitute an unlawful trade practice. This letter
also serves as notice of EPIC’s intent to bring an action against both Oracle and TikTok for
violations of the D.C. Consumer Protection Procedures Act (“DCCPPA”) if the companies move
forward with the partnership and fail to adequately protect the privacy of TikTok users.* The
DCCPPA protects residents of the District of Columbia—including tens of thousands of TikTok
users—from unfair and deceptive trade practices® and empowers organizations like EPIC to bring
suit on behalf of the public.® Any misuse of personal data resulting from an Oracle-TikTok
partnership may separately subject both companies to enforcement actions by the Federal Trade
Commission and state attorneys general. We are also forwarding this letter to the FTC and the D.C.
Office of the Attorney General.

On August 6, 2020, President Donald Trump issued an executive order purporting to ban
U.S. persons from engaging in transactions with ByteDance Ltd., TikTok’s parent company, after a
45-day period.” On August 14, the President issued a second executive order requiring ByteDance
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within 90 days to divest from its U.S. TikTok holdings and delete its copies of data acquired from
U.S. users.® On September 13, media outlets reported that ByteDance had chosen Oracle to serve as
TikTok’s U.S. “technology partner,” rejecting competing bids.” The deal has yet to receive the
necessary approval from the Committee on Foreign Investment in the United States; however, some
details are publicly known. Under the proposed arrangement, “ByteDance will place TikTok’s global
business in a new US-headquartered company with Oracle investing as a minority shareholder.”"°
Oracle, in turn, would “independently process TikTok’s US data and possibly data from across the
globe[.]”"

The “oddball alliance” of Oracle and TikTok, if approved, is cause for alarm.'> Though
Oracle “has no consumer business,”"* the company “owns and works with more than 80 data brokers
who funnel in an ocean of data from their own range of sources, including consumer shopping
behaviour at brick-and-mortar stores, financial transactions, social media behaviours and
demographic information.”* Oracle “claims to sell data on more than 300 [million] people globally,
with 30,000 data attributes per individual, covering ‘over 80 percent of the entire US internet
population[.]”” In 2018, Privacy International filed a complaint detailing how Oracle’s “extensive
aggregation and tracking” of personal data—particularly through Oracle Data Cloud—violates the
European Union’s General Data Protection Regulation."” Just last month, Oracle was named in a

€10 billion class action lawsuit alleging that the company’s “mass surveillance of Internet users to
carry out real-time bidding ad auctions cannot possibly be compatible with” the GDPR.'®

TikTok’s privacy record is also checkered. In 2019, TikTok entered into a consent decree
with the FTC and “agreed to pay $5.7 million to settle . . . allegations that the company illegally
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collected personal information from children.” Barely a year later, the Campaign for a Commercial-
Free Childhood, the Center for Digital Democracy, EPIC, and a coalition of consumer groups filed
an FTC complaint highlighting TikTok’s continued collection and retention personal data from users
under 13 in violation of the FTC consent decree and the Children’s Online Privacy Protection Act
(“COPPA™)."” The FTC has reportedly launched a new investigation.'® In January of this year,
researchers discovered that TikTok was “vulnerable to hacking attacks that could expose personal
details such as private and email addresses and personal information like sensitive videos.”" And in
March, TikTok was forced to make changes to the app after researchers discovered that TikTok “was
checking content from the clipboard every few keystrokes, even when the app was running in the
background.”*

Given that Oracle’s business model rests on the exploitation of personal data, and
considering the long history of privacy violations by both firms, the proposed partnership would
likely involve unlawful business practices. In particular, the partnership would likely involve the
unfair and deceptive collection, processing, use, and dissemination of TikTok users’ personal data.
This could include, but would not be limited to, the integration by Oracle of personal data from
TikTok users into its existing databases—despite the fact that users provided their information to
TikTok for the sole purpose of using a social networking app. It could also include the marketing or
distribution by Oracle of TikTok user data for commercial gain despite TikTok’s representation that
it “does not sell personal information to third parties.”' In addition, unless TikTok immediately
cures its unlawful collection and retention of data from users under 13, Oracle would become
engaged in the unlawful collection and use of children’s personal data in violation of the COPPA.

These business practices, if undertaken by Oracle or TikTok, would constitute violations of
the DCCPPA, including but not limited sections 28—-3904 (unfair or deceptive trade practices
generally), 28-3904(e) (misrepresentation as to a material fact), 28-3904(f) (failure to state a material
fact), and 28-3904(f-1) (use of innuendo or ambiguity as to a material fact). Accordingly, EPIC and
affected consumers would be entitled to injunctive and monetary relief, in addition to any
enforcement action taken by the Attorney General for the District of Columbia.” These practices
would also constitute violations of Section 5 of the FTC Act* and the COPPA, exposing Oracle and
TikTok to potential FTC enforcement proceedings.

In order to avoid litigation between EPIC, Oracle, and TikTok and to protect the privacy of
TikTok users, EPIC hereby demands that TikTok commit in writing to:
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Maintain strict separation between TikTok user data and all other Oracle databases;
Refrain from using any TikTok user data for Oracle’s other data services and products;
Refrain from selling any TikTok user data to third parties;

Refrain from transferring or providing access to any TikTok user data to third parties

outside the context of the TikTok platform;

5. Refrain from collecting, using, retaining, or disclosing personal data of TikTok users
under 13 absent verifiable parental consent, including but not limited to any user
information currently held by TikTok;

6. Abide by all promises and representations made to TikTok users in TikTok’s Privacy
Policy** and Privacy Policy for Younger Users;* and

7. Submit to an annual audit by an independent third party of Oracle-TikTok operations, the

results of which shall be publicly reported.
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If TikTok does not comply with the requests set forth in this letter, EPIC reserves all of its
rights and remedies, including legal action. Accordingly, EPIC requests that TikTok take steps to
preserve all records, communications, and other evidence potentially relevant to such litigation,
including but not limited to evidence concerning the collection, use, retention, and disclosure of
TikTok user data.

EPIC would prefer to resolve this matter amicably, and we look forward to your response by
September 25, 2020. This letter is not a recitation of all of the facts pertaining to this matter or all of
EPIC’s possible claims. Accordingly, EPIC is not waiving any of its rights and remedies, all of
which EPIC expressly reserves.

Sincerely,

/s/ Alan Butler /s/ Caitriona Fitzgerald

Alan Butler Caitriona Fitzgerald

EPIC Interim Executive Director EPIC Interim Associate Director
and General Counsel and Policy Director
butler@epic.org fitzgerald@epic.org

/s/ John Davisson
John Davisson

EPIC Senior Counsel
davisson@epic.org

CC: Karl Racine, Attorney General for the District of Columbia
Joseph J. Simons, Chair, Federal Trade Commission
Rohit Chopra, Commissioner, Federal Trade Commission
Noah Joshua Phillips, Commissioner, Federal Trade Commission
Rebecca Kelly Slaughter, Commissioner, Federal Trade Commission
Christine Wilson, Commissioner, Federal Trade Commission
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