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IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLORADO 

 
Miscellaneous Action No.  
 
UNITED STATES DEPARTMENT OF JUSTICE, DRUG ENFORCEMENT 
ADMINISTRATION, 
 
 Petitioner, 
 
v.  
 
STATE OF COLORADO BOARD OF PHARMACY, 
PATTY SALAZAR, EXECUTIVE DIRECTOR OF THE COLORADO DEPARTMENT OF 
REGULATORY AGENCIES, and 
APPRISS, INC.,  
 
 Respondents. 
 
 

PETITION FOR EXPEDITED ORDER  
ENFORCING ADMINISTRATIVE SUBPOENAS 

 
 

The United States Department of Justice, Drug Enforcement Administration (“DEA”), 

through the United States Attorney for the District of Colorado, petitions this Court to issue, on 

an expedited basis, an order directing Respondents—the Colorado Board of Pharmacy; Patty 

Salazar, Executive Director of the Colorado Department of Regulatory Agencies; and Appriss, 

Inc.—to comply with two DEA administrative subpoenas seeking data regarding the controlled 

substances dispensed by two pharmacies under investigation.   

The DEA, in coordination with the United States Attorney’s Office, is investigating the 

two pharmacies at issue to determine whether each complied (and is complying) with the law 

when dispensing controlled substances to patients.  To advance those investigations, the DEA 

issued two subpoenas under the Comprehensive Drug Abuse Prevention and Control Act of 1970 
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(“Controlled Substance Act” or “CSA”), 21 U.S.C. §§ 801–904.  The DEA seeks data collected 

by the Colorado Prescription Drug Monitoring Program (“PDMP”) because that data is highly 

relevant to the investigations.  The DEA has been informed that Respondents will not produce all 

of the dispensing information, as further explained below.  The Court has jurisdiction to enforce 

the subpoenas under 28 U.S.C. §§ 1331 and 1345 and under 21 U.S.C. § 876, which provides 

that the Attorney General may “invoke the aid of any court of the United States” to compel 

compliance with the subpoena. 21 U.S.C. § 876(c).   

The DEA requests that the Court promptly issue an order, in an expedited manner as 

authorized by Fed. R. Civ. P. 81(a)(5),1 that (1) directs Respondents to file a prompt response to 

this petition, (2) permits a prompt reply by the DEA, and (3) sets a hearing (if the Court deems it 

necessary) on the petition.  The DEA seeks an expedited ruling because the dispensing conduct 

in which the pharmacies may be engaging has the potential to cause serious public harm. 

Three Respondents are named in this petition.  First, the Colorado Board of Pharmacy 

(“Pharmacy Board”) is the entity that, by statute, was charged with developing or procuring the 

Colorado PDMP.  See Colo. Rev. Stat. § 12-280-403(1).  In a prior enforcement action involving 

PDMP data, the Colorado Attorney General’s Office did not object to the Pharmacy Board being 

                                                      
1  The Court has authority to issue an order setting an expedited briefing schedule to 
facilitate the issuance of a summary determination on the petition.  In a proceeding where a 
federal agency seeks a summary determination to compel production of documents in response 
to an administrative subpoena, district courts may issue orders that deviate from the ordinary 
procedures set forth in the Federal Rules of Civil Procedure.  See Fed. R. Civ. P. 81(a)(5) 
(“These rules apply to proceedings to compel testimony or the production of documents through 
a subpoena issued by a United States officer or agency under a federal statute, except as 
otherwise provided by statute, by local rule, or by court order in the proceedings.”) (emphasis 
added); 1946 Adv. Comm. Notes to Fed. R. Civ. P. 81 (observing that this provision “allows full 
recognition of the fact that the rigid application of the rules in the proceedings may conflict with 
the summary determination desired”). 
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named as the respondent.  See U.S. Dep’t of Justice v. Colorado Bd. of Pharmacy, No. 10-cv-

01116-WYD-MEH, 2010 WL 3547896 (D. Colo. Sept. 3, 2010) (directing the Pharmacy Board 

to comply with a DEA administrative subpoena).  Second, Executive Director Salazar is an 

individual with authority to release the subpoenaed information.  Third, Appriss, Inc., a private 

corporation, is the entity that collects, maintains, and processes the Colorado PDMP data in 

response to requests, as it has been designated by Colorado as the “private agency or 

organization” tasked with “carrying out the data collection and processing duties” under the 

PDMP statute.  See Colo. Rev. Stat. § 12-280-403(5).  The petition names all three Respondents 

to avoid any unnecessary complications as to who a proper Respondent should be; Petitioner is 

willing to stipulate to dismiss any unnecessary respondents.   

BACKGROUND 

As explained in detail below, the administrative subpoenas were issued as part of the 

DEA’s investigations of two pharmacies that dispense controlled substances.  The DEA issued 

the subpoenas seeking data that was reported to the PDMP by those two pharmacies showing 

their dispensing of controlled substances.  The Colorado Department of Regulatory Agencies, 

through its counsel at the Colorado Attorney General’s office, has indicated that the Pharmacy 

Board will not disclose any data identifying the patients to whom the pharmacy dispensed the 

controlled substances.  The DEA seeks a full production, including the patient-identifying data, 

because that data is highly relevant to the DEA’s ongoing investigations of the pharmacies.  That 

data, once produced to the DEA, would be subject to a variety of federal protections against 

public disclosure.  
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I. The DEA is investigating the dispensing practices of the two pharmacies to 
determine whether they have complied with the Controlled Substances Act. 

 
The two Colorado pharmacies under investigation are registered by the DEA to dispense 

controlled substances.2  The investigations are assessing whether those pharmacies, in their 

dispensing of controlled substances to patients, complied with the CSA.  The DEA has concerns 

about the dispensing practices at each pharmacy.  See Ex. A. (Declaration of Diversion Program 

Manager Kerry R. Hamilton) at ¶¶ 7-14.   

The DEA’s authority to conduct these investigations is provided by the CSA.  In the 

CSA, Congress identified a category of potentially dangerous drugs, designated as “controlled 

substances,” that have the potential for abuse and that are subject to strict federal monitoring and 

regulation.  See Gonzales v. Raich, 545 U.S. 1, 13-14 (2005).  The CSA creates a “closed” 

system for regulating and monitoring controlled substances, under which it is unlawful to 

distribute, dispense, or possess any controlled substance except in a manner authorized by the 

CSA.  Id. at 13.   

Congress tasked the Attorney General with regulating this closed system and gave the 

Attorney General tools to regulate and track controlled substances all the way from the 

manufacturer to the patient.3  One tool the DEA uses is registration:  anyone who seeks to 

                                                      
2  The two pharmacies under investigation have not been informed by the DEA that they are 
under investigation.  To protect the integrity of the investigations and avoid any unfair publicity 
that may be associated with publicly revealing the subjects of an ongoing government 
investigation, the identities of the two pharmacies are not identified by name here and have been 
redacted from the subpoenas attached to this petition.  See Ex. A at ¶ 9.  Petitioner believes that 
resolution of the dispute presented here does not require disclosure of the identities of the two 
pharmacies at issue, but should the Court request, Petitioner can provide such information in 
camera.  
3  The Attorney General has in turn delegated his functions under the CSA to the DEA 
Administrator.  28 C.F.R. § 0.100(b); see also 21 U.S.C. § 871(a).  
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manufacture, distribute, prescribe, dispense, or administer a controlled substance must maintain a 

federal registration.  See 21 U.S.C. §§ 822-823, 841.  Congress also gave the Attorney General 

broad authority to enforce the law and to “promulgate and enforce any rules, regulations, and 

procedures which he may deem necessary and appropriate for the efficient execution of his 

functions” under the CSA.  Id. § 871(b); see also id. § 821 (providing authority to “promulgate 

rules and regulations … relating to the regulation and control of manufacture, distribution and 

dispensing of controlled substances”).  

Here, the DEA is seeking to enforce the law in its investigations of two pharmacies.  

These investigation focus, in part, on whether those pharmacies have complied (and are 

complying) with the rules that govern how pharmacies may dispense controlled substances to 

patients.  See Ex. A at ¶¶ 3-7; see also 21 C.F.R. Part 1306 (establishing rules for dispensing by 

pharmacies).  For example, just as medical practitioners who prescribe controlled substances 

have obligations to do so for legitimate medical purposes, pharmacists, too, have a 

“corresponding responsibility” to ensure each prescription for a controlled substance has been 

“issued for a legitimate medical purpose by an individual practitioner acting in the usual course 

of his professional practice.”  21 C.F.R. § 1306.04(a).  A pharmacist also may violate the law by 

filling a prescription for a controlled substance in a manner outside “the usual course of his 

professional practice.”  21 C.F.R. § 1306.06.  Violations of such regulations may lead to 

penalties or loss of a registration.  See, e.g., United States v. Lovern, 590 F.3d 1095, 1099-1103 

(10th Cir. 2009) (upholding the conviction of a pharmacist who violated his corresponding 

responsibility under 21 C.F.R. § 1306.04(a)).   
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II. The DEA seeks the information these two pharmacies reported to the PDMP. 
 

When the DEA investigates pharmacies, a key source of information is the state PDMP, 

which electronically collects and maintains information that pharmacies report about the 

controlled substances they dispense.  Colo. Rev. Stat. §§ 12-280-401 to -406.  Here, in 

furtherance of its investigations of the two pharmacies, the DEA issued administrative subpoenas 

seeking data that those pharmacies reported to the Colorado PDMP.  One subpoena was issued 

on August 2, 2019, and the second on August 20, 2019.  Each subpoena sought information that 

the pharmacy had reported to the PDMP about the controlled substances dispensed from the 

pharmacy at issue.  See Ex. A at ¶¶ 32-33 & Attach. 1, 2.  In submitting the subpoenas to the 

PDMP, the DEA followed the procedures for law enforcement requests for pharmacy data found 

on the Colorado Department of Regulatory Agencies’ website and using the forms provided.  See 

id. ¶ 34.  As explained below, the DEA has a critical need for this PDMP information.  

A. Colorado law requires pharmacies to report their dispensing of controlled 
substances and allows the disclosure of that data to law enforcement. 
 

Every day, pharmacies in Colorado are required by state law to report to the PDMP data 

showing each time they dispensed a controlled substance to a patient.  Colo. Rev. Stat. § 12-280-

403.  This reporting requirement does not cover all prescription drugs they dispense, just 

controlled substances.  Id. § 12-280-402(1) (defining the controlled substances covered by the 

PDMP statute).   Most states have enacted similar statutes.4  

                                                      
4  Ex. A at ¶ 17.  States vary in how they operate their PDMPs.  In California, for example, 
pharmacies report the prescription information directly to the California Department of Justice.  
See Cal. Health & Safety Code § 11165(a).   
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In Colorado’s statute, the Colorado General Assembly directed the Pharmacy Board to 

“develop or procure a prescription controlled substance electronic program to track information 

regarding prescriptions for controlled substances dispensed in Colorado.”  Colo. Rev. Stat. § 12-

280-403(1).  The statute permits Colorado to task a “private agency or organization” with 

“carrying out the data collection and processing duties” under the PDMP statute.  See id. § 12-

280-403(5).  Colorado has designated Appriss, Inc., a private corporation headquartered in 

Kentucky, to carry out those duties.  Ex. A at ¶ 35. 

Every Colorado pharmacy must report data to the PDMP including certain important 

details for each instance in which it dispensed a controlled substance to a patient.  The statute 

requires each pharmacy to report, for prescriptions for controlled substances, the “name of the 

patient and the practitioner,” along with “other data elements necessary to determine whether a 

patient is visiting multiple practitioners or pharmacies, or both, to receive the same or similar 

medication.”  Colo. Rev. Stat. § 12-280-403(1).  The reported data includes details such as the 

date the controlled substance was dispensed, the name and amount of the controlled substance, 

the dispensing pharmacy, and the method of payment.  Id.; see also Colorado State Board of 

Pharmacy Rules, 3 Colo. Code Reg. 719-1, § 23.00.40 (explaining the data that must be provided 

in the required data submission format).   

In enacting the PDMP, the Colorado General Assembly observed that a central purpose 

of the PDMP was to identify instances of diversion, such as where a patient may seek to obtain a 

controlled substance and then divert it to an improper use.  The General Assembly found that 

“[p]rescription drug misuse occurs at times due to the deception of the authorized practitioners 

where patients seek controlled substances for treatment and the practitioner is unaware of the 
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patient’s other medical providers and treatments[.]”  Colo. Rev. Stat. § 12-280-401(1)(b).  The 

General Assembly directed the Pharmacy Board to analyze the PDMP data to identify indicators 

of potential abuse or diversion of controlled substances.  Id. § 12-280-404(8) (“The board shall 

develop criteria for indicators of misuse, abuse, and diversion of controlled substances and, 

based on those criteria, provide unsolicited reports of dispensed controlled substances to 

prescribing practitioners and dispensing pharmacies for purposes of education and intervention 

to prevent and reduce occurrences of controlled substance misuse, abuse, and diversion.”). 

The state statute expressly permits the PDMP data to be disclosed to a variety of 

recipients.  The recipients may include medical practitioners and pharmacists, state regulatory 

boards, and the state department of public health and environment.  See id. § 12-280-404(3). 

In particular, the statute allows PDMP data to be disclosed in response to subpoenas from 

law enforcement.  The General Assembly found that “[e]lectronic monitoring of prescriptions for 

controlled substances provides a mechanism for law enforcement officials and regulatory boards 

to efficiently investigate practitioner behavior that is potentially harmful to the public.”  Id. § 12-

280-401(d).  As relevant here, the statute provides that PDMP data relating to a specific 

pharmacy may be disclosed when law enforcement provides an official subpoena as part of an 

investigation of that pharmacy.  See id. § 12-280-404(3)(g) (providing that PDMP data may be 

provided to law enforcement so long as “the request for information is accompanied by an 

official court order or subpoena” and “the information released is specific to an individual 

patient, pharmacy, or practitioner”).   

The General Assembly enacted requirements to ensure that patients in Colorado are 

advised that data on the controlled substances they obtain from a pharmacy will be reported to 
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the PDMP and may be further disclosed to others.  In fact, the statute mandates that each patient 

be informed twice—by their prescriber, and then by their pharmacy—that their prescription 

information for controlled substances will be provided to the PDMP and then may be further 

disclosed to others as permitted by the state statute.  The statute provides, “Each practitioner and 

each dispensing pharmacy shall disclose to a patient receiving a controlled substance that his or 

her identifying prescription information will be entered into the program database and may be 

accessed for limited purposes by specified individuals.”  Id. § 12-280-403(3).5   

B. The PDMP data would advance the ongoing DEA pharmacy investigations. 
 

The DEA determined that its investigations of the two pharmacies would be substantially 

aided by obtaining the data those pharmacies reported to the Colorado PDMP.  That data would 

aid the investigations for several reasons.   

The PDMP data is useful evidence about a pharmacy’s dispensing of controlled 

substances.  That data is limited to the drugs the DEA regulates—controlled substances—and 

thus does not include all the other prescription and non-prescription medications the pharmacies 

may sell.  The PDMP data also usefully reflects representations by the pharmacies:  it shows 

what the pharmacies themselves reported that they had dispensed to patients, and thus shows 

their own knowledge about those patients and their prescriptions.  Also, because pharmacies are 

required by regulation to retain such data only for two years, PDMP data can be the only source 

                                                      
5  In addition, on its website, the Pharmacy Board advises the public that it works with the 
DEA, among others.  See https://www.colorado.gov/pacific/dora/Pharmacy_Program_Info  
(explaining that the Board “works in conjunction with the Federal Food and Drug Administration 
(FDA), Drug Enforcement Administration (DEA), Colorado Pharmacists Society, RxPlus 
Pharmacies, and the Colorado Retail Council”). 
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of information showing what controlled substances the pharmacy dispensed.  See Ex. A at ¶¶ 18-

19.   

The PDMP data is particularly useful because it helps to shed light on whether a 

pharmacy complied with the rules for dispensing controlled substances.  In particular, the data 

can show “red flags”—factors that could have been identified by the pharmacy when it dispensed 

the controlled substance to a patient.  The data can point to red flags in many different ways.  See 

generally Ex. A at ¶¶ 22-23.  For example, the data includes the quantity, volume, strength, and 

nature of controlled substances dispensed to a patient; this data enables the DEA to identify high-

volume and high-strength prescribing to a patient.6  Id. at ¶ 22.  The data also shows whether a 

pharmacy has refilled a prescription for a patient with unusual frequency.  It shows whether the 

pharmacy dispensed suspect combinations of controlled substances to the patient around the 

same time, which is significant because there are multiple combinations of different types of 

controlled substances—opioids and other medications—that, if used by the same patient, may 

point to potential abuse, and could cause substantial harm, including death.  Id. at ¶ 23.  The data 

shows what a pharmacist likely would have seen, upon checking the PDMP, about that 

pharmacy’s prior dispensing history to a patient.  It also shows how many prescriptions the 

pharmacies filled for particular practitioners.  It also shows payment information, such as 

whether the prescription was paid for by the federal government, by private insurance, or in cash.  

Id. at ¶ 22. 

                                                      
6  For example, all opioids have a conversion factor, which allows a comparison of, in 
essence, the drug’s total strength or opioid effect.  Ex. A at ¶ 22 n.1.     
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C. The PDMP’s patient-identifying information is of critical importance to the 
two pharmacy investigations. 

 
The PDMP data includes the name of the patient to whom a pharmacy dispensed a 

controlled substances, along with other patient-identifying information (such as addresses and 

birthdates).  Ex. A at ¶ 25.  In the DEA’s investigations of pharmacies, this patient-identifying 

information is of critical importance, for several reasons.   

First, the DEA uses patient-specific information to “connect the dots” with other 

information or investigative leads already in the DEA’s possession.  For example, the DEA can 

examine patient names to determine whether patients who obtained their controlled substances at 

a pharmacy are known to have suffered from or died from an overdose.  It can examine whether 

the pharmacy’s patients are known to have engaged in criminal activity by unlawfully reselling 

the medications, or are under investigation.  The DEA can use patient names to determine 

whether patients who filled their prescriptions at that pharmacy are patients of a prescriber who 

the DEA is investigating.  Ex. A at ¶¶ 26-27.  

Second, the patient-identifying information sheds light on the pharmacy’s controls on 

improper dispensing.  For example, the DEA can use the patient-identifying information to 

determine whether the pharmacy dispensed to multiple patients who report living at the same 

address.  The patient-identifying information can show whether a patient lived an unusual 

distance from a pharmacy or prescriber.  It may reveal patients who obtained similar 

prescriptions close in time, or patients who used variations on the same name, or other 

indications that may have suggested the patient was using a false identity or sharing controlled 

substances with other patients.  The patient-identifying information also may reveal patients who 

are employees of the pharmacy or of other organizations of concern.  Id. at ¶ 28. 
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Third, the patient-identifying information enables the DEA to investigate a pharmacy 

efficiently and follow up on leads quickly.  For example, obtaining the names of both the patients 

and their prescribers enables the DEA to determine which individuals it may wish to interview.  

The DEA can use a patient interview to determine whether the patient actually received a 

prescription from a prescriber, or whether the patient did in fact visit the pharmacy and receive 

the medication shown in the PDMP data.  Id. at ¶ 29. 

Fourth, the patient-specific information enables the DEA to obtain a full picture of a 

pharmacy’s overall dispensing practices.  For example, the DEA conducts automated analyses of 

data to detect unusual patterns, and the patient-identifying information is necessary to make these 

analyses comprehensive and effective.  These automated analyses are aided by the fact that the 

PDMP data is electronic, whereas a pharmacy may maintain its own records in hard copy format.  

Id. at ¶ 30. 

The DEA has historically found Colorado PDMP data, including the patient-identifying 

data, to be highly useful in advancing its investigations of pharmacies.  The DEA has repeatedly 

subpoenaed Colorado PDMP data in support of its investigations of pharmacies and has obtained 

that data and relied on it to advance those investigations.  See Ex. A at ¶¶ 17-18, 26. Until 

recently, the Pharmacy Board had not raised an objection about producing, in response to DEA 

subpoenas relating to a pharmacy, the PDMP data that includes patient-identifying information.   

Id. at ¶ 31.  In fact, earlier this year, as part of the investigation of one of the subject pharmacies, 

the Pharmacy Board complied without objection to a prior subpoena for two years of pharmacy 

data, including all patient-identifying information.  Id.  The DEA has been able to use that data to 

advance its investigation.  Id.  
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The DEA recognizes that information about prescriptions for controlled substances is 

sensitive.  Such sensitive information, when obtained by the DEA, is subject to various 

protections against public disclosure.  Id. at ¶¶ 39-42. The DEA is limited by law in when it can 

release information that it has obtained through an administrative subpoena.  28 C.F.R. 

§ 0.103(a)(1), (2) (permitting disclosure of such information only to state licensing boards and to 

certain officials engaged in the enforcement of laws relating to controlled substances).  Various 

federal statutes also prohibit federal employees from wrongfully disclosing information.  See, 

e.g., 18 U.S.C. § 1905.  If there were public requests for such information, the Freedom of 

Information Act provides barriers to the release of personal information about individuals.  See 5 

U.S.C. § 552(b)(6), (7)(D).  And the DEA and other Department of Justice officials are also 

subject to Department of Justice policies against the unauthorized disclosure of sensitive 

personal information.  Ex. A at ¶ 42.   

III. The Pharmacy Board refused to comply with the two subpoenas. 

The Colorado Department of Regulatory Agencies, through its counsel at the Colorado 

Attorney General’s Office, has informed counsel for the DEA that the subpoenas will not be 

complied with to the extent that the subpoenas require the production of patient-identifying data 

that those pharmacies had reported to the PDMP.  The Pharmacy Board appears to take the 

position that all patient-identifying information must be omitted from any production because: 

(a) the patient-identifying information is not sufficiently relevant to the DEA’s investigations of 

those pharmacies, and (b) Fourth Amendment privacy concerns prohibit the disclosure of that 

information to the DEA.  Counsel at the Colorado Attorney General’s Office indicated the same 
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position would be taken as to any future DEA subpoenas seeking the PDMP data for a pharmacy.  

After discussions, the issue could not be resolved. 

ARGUMENT 

The Court should issue an order directing Respondents to comply with the subpoenas.  

First, the subpoenas meet the well-established controlling legal standards that apply to such 

subpoenas.  Second, it would not violate the Fourth Amendment for Respondents to disclose the 

data.  Third, the state statute provides for disclosure of the data in response to the subpoenas. 

I. The subpoenas at issue meet the controlling legal standards. 

The Supreme Court has held that an administrative subpoena “is sufficient if the inquiry 

is within the authority of the agency, the demand is not too indefinite and the information sought 

is reasonably relevant.”  United States v. Morton Salt Co., 338 U.S. 632, 652 (1950); accord 

McLane v. EEOC, 137 S. Ct. 1159, 1165 (2017) (holding that if the information sought by an 

administrative subpoena is relevant, “the district court should enforce the subpoena” unless the 

subpoena “is ‘too indefinite,’ has been issued for an ‘illegitimate purpose,’ or is unduly 

burdensome”).  Under those standards: (a) the DEA’s issuance of the subpoenas, which seek 

information on controlled substances dispensing, was “within the authority of the agency”; (b) 

the demand for the PMDP data reported by the two pharmacies was specific and thus “not too 

indefinite”; and (c) the information sought is “reasonably relevant” to the investigations of 

dispensing by the two pharmacies under investigation.  Morton Salt, 338 U.S. at 652. 

A. The DEA had authority to issue the administrative subpoenas.  

The first element of the Morton Salt test is met because issuing the subpoenas was 

“within the authority of the agency.”  Morton Salt, 338 U.S. at 652.  In the CSA, Congress 
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granted the Attorney General broad authority to regulate and monitor controlled substances in a 

closed system.  One tool Congress provided to the Attorney General was the authority to issue 

administrative subpoenas to obtain records that the “Attorney General finds relevant or material” 

to an investigation under the CSA.  21 U.S.C. § 876(a) (“In any investigation relating to his 

functions under this subchapter with respect to controlled substances … the Attorney General 

may … require the production of any records (including books, papers, documents and other 

tangible things which constitute or contain evidence) which the Attorney General finds relevant 

or material to the investigation….”).7     

An agency like the DEA, armed with administrative subpoena authority, is authorized to 

undertake an investigation and gather information to shed light on the threshold question of 

whether—or not—certain actors are violating the CSA.  Cf. Okla. Press Pub. Co. v. Walling, 327 

U.S. 186, 198-99, 208-09 (1946) (where the statute permitted the Department of Labor to 

“investigate such … matters as he may deem appropriate to determine whether any person has 

violated any provision of the Act,” it was “not necessary … that a specific charge or complaint of 

violation of law be pending or that the order be made pursuant to one.  It is enough that the 

investigation be for a lawfully authorized purpose, within the power of Congress to command.”). 

Here, the DEA is using its subpoena power under § 876(a) in furtherance of its 

investigations of the two pharmacies.  The Pharmacy Board has not objected that these 

investigations fall outside the scope of what the DEA’s statute authorizes it to seek by 

administrative subpoena under 21 U.S.C. § 876.   

                                                      
7  The Attorney General’s authority to issue such subpoenas has been redelegated to certain 
field officials, including DEA Diversion Program Managers.  See 28 C.F.R. Part O, Subpart R, 
Appendix § 4.  Here, the two subpoenas were issued by a DEA Diversion Program Manager.   
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B. The DEA’s demand is not too indefinite. 

The second element of the Morton Salt test is met because the DEA’s subpoenas are 

specific and thus not “too indefinite.”  Morton Salt, 338 U.S. at 652.   

Each subpoena here requests a specific set of data, for a specific timeframe, reflecting 

what each pharmacy reported to the PDMP.  Because the request is clear and specific, it does not 

burden the Pharmacy Board by requiring it review the materials to evaluate their responsiveness.  

The Board has not argued that the subpoenas are too indefinite.  It appears that Respondent 

Appriss can manage the request and that the data could be produced quickly.  Ex. A. at ¶¶ 35-36. 

C. The information sought is reasonably relevant to the investigation. 

Finally, the third element of the Morton Salt test is met because, as explained above, the 

data sought is “reasonably relevant” to the ongoing investigation.  Morton Salt, 338 U.S. at 652.   

The Supreme Court has recognized that the administrative subpoena authority of a federal 

agency is broad because the purpose of an administrative subpoena is not adjudicative, but is 

instead a power “to inquire.”  United States v. Clarke, 573 U.S. 248, 254 (2014) (explaining that 

the purpose of an IRS summons “is ‘not to accuse,’ much less to adjudicate, but only ‘to 

inquire’”); United States v. Powell, 379 U.S. 48, 57 (1964) (discussing other agencies’ 

administrative subpoena powers as a “power of inquisition”) (quoting Morton Salt, 338 U.S. at 

642-43). 

Given this regulatory function, the scope of information that may be sought by an 

administrative subpoena is much broader than the subpoena authority available during a judicial 

process.  The Supreme Court made this point in Morton Salt, where a corporation challenged the 

authority of the Federal Trade Commission to issue administrative subpoenas.  The corporation 
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argued that the FTC’s subpoena was too broad because it was “engaged in a mere ‘fishing 

expedition’ to see if it can turn up evidence of guilt.”  338 U.S. at 641.  In rejecting this 

argument, the Court criticized prior courts that had rejected administrative subpoenas by 

“engraft[ing] judicial limitations upon the administrative process.”  Id. at 642; see also id. (“This 

case illustrates the difference between the judicial function and the function the [FTC] is 

attempting to perform.”).  The Morton Salt Court explained that an agency exercising its 

administrative subpoena authority “has a power of inquisition … which is not derived from the 

judicial function.  It is more analogous to the Grand Jury, which … can investigate merely on 

suspicion that the law is being violated, or even just because it wants assurance that it is not.”  Id. 

at 642-43.  The Court explained that administrative subpoenas can properly be based on “official 

curiosity” about whether a party has complied with the law.  See id. at 652 (“Even if one were to 

regard the request for information in this case as caused by nothing other than official curiosity, 

nevertheless law-enforcing agencies have a legitimate right to satisfy themselves that corporate 

behavior is consistent with the law and the public interest.”); see also Phillips Petroleum v. 

Lujan, 951 F.2d 257, 260 (10th Cir. 1991) (citing Morton Salt for the proposition that an agency 

“could compel the production of information even if action was a ‘fishing expedition’”) 

(emphasis added). 

Accordingly, where an agency has the authority to issue an administrative subpoena to 

investigate a matter, “relevance” must be given a broad meaning.  The Supreme Court 

recognized this principle in United States v. Arthur Young & Co., 465 U.S. 805 (1984), where it 

explained that where a statute permitted the IRS to “‘examine any books, papers, records or other 

data which may be relevant or material’ to a particular tax inquiry,” the inquiry was “not to be 
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judged by the relevance standards used in deciding whether to admit evidence in federal court,” 

and that the IRS “should not be required to establish that the documents it seeks are actually 

relevant in any technical, evidentiary sense.”  Id. at 813-14; see also id. at 815 (“Records that 

illuminate any aspect of the return … are therefore highly relevant to legitimate IRS inquiry.”).  

The Tenth Circuit has similarly held that the reasonable relevance test establishes only 

“minimal” requirements.  In Becker v. Kroll, 494 F.3d 904 (10th Cir. 2007), the State of Utah, in 

an investigation of a doctor, issued administrative subpoenas for the billing records of forty-

seven randomly-selected patients over a three-year period.  The Tenth Circuit held that the 

subpoena met the “minimal requirements” for the reasonableness of the subpoena because the 

records sought were relevant to the state’s investigation of potential fraud.  Id. at 916-17. 

Here, the DEA’s subpoenas meet these “minimal requirements” for reasonable relevance 

because the data sought would shed light on the pharmacies’ dispensing practices.  Id.  As 

explained in detail above, the data will aid the DEA, among other things, to assess whether those 

pharmacies complied with the law when they dispensed controlled substances to patients, to 

compare the PDMP data with other information gathered in the investigations, and to assess the 

scope and extent of any violation of law.  

In sum, the subpoenas are proper, as they meet all elements of the Morton Salt test.  

II. Producing the data would not violate the Fourth Amendment. 
 

The Pharmacy Board has suggested, through counsel, that Fourth Amendment privacy 

concerns may bar the disclosure of the patient-identifying PDMP data in response to the DEA’s 

subpoenas.  This argument lacks merit.  First, the Supreme Court has set forth the general 

constitutional standards that apply to such subpoenas, and these subpoenas meet those standards.  
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Second, the subpoenas are also proper under the standards the Supreme Court and Tenth Circuit 

have set in cases involving records of prescriptions for controlled substances.  

A. The subpoenas comply with the general constitutional standards that the 
Supreme Court has held apply to administrative subpoenas.    

 
The Supreme Court has held that the “constitutional requirements for administrative 

subpoenas” are that “‘that the subpoena be sufficiently limited in scope, relevant in purpose, and 

specific in directive so that compliance will not be unreasonably burdensome.’”  Donovan v. 

Lone Steer, Inc., 464 U.S. 408, 415 (1984) (quoting See v. City of Seattle, 387 U.S. 541, 544 

(1967)); see also Becker, 494 F.3d at 916 (explaining that “[t]he Fourth Amendment requires 

only that an [administrative] subpoena” meet these standards).   

These longstanding governing standards8 are met here because compliance with the 

subpoenas would not be unreasonably burdensome.  The Board has not objected that producing 

the data relating to these pharmacies is insufficiently specific or that gathering the data would 

impose an unreasonable burden.  The subpoenas are specific and defined.  They are limited to the 

                                                      
8  These constitutional standards for administrative subpoenas were not altered by the 
Supreme Court’s decision in Carpenter v. United States, 138 S. Ct. 2206 (2018), where the Court 
held that an individual maintains a reasonable expectation of privacy in the precise and constant 
cell-site location information (“CSLI”) maintained by a wireless carrier.  In that case, the Court 
repeatedly made clear that its holding was focused on the special surveillance characteristics of 
CSLI, id. at 2218, because CSLI is different from most other business records.  Id. at 2222 
(observing that “CSLI is an entirely different species of business record”); id. at 2220 
(explaining that “[o]ur decision today is a narrow one”).  The Court observed that because CSLI 
amounted to “tireless and absolute surveillance,” the government was required to obtain a 
warrant before seeking such CSLI records from a wireless carrier.  Id. at 2218.  The Court did 
not suggest that it was abandoning its extensive prior precedent setting the constitutional 
standards for administrative subpoenas for other types of information; on the contrary, the Court 
went out of its way to observe that its holding was limited to CSLI and that “[t]he Government 
will be able to use subpoenas to acquire records in the overwhelming majority of investigations.”  
Id. at 2222. 
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PDMP data from the two pharmacies.  The Board can readily produce this PDMP data; indeed, it 

previously produced to the DEA some of the PDMP data—including patient-identifying data—

for one of the pharmacies.   

B. Courts have recognized that while controlled substance prescription records 
are sensitive, disclosure of such records remains constitutionally permissible. 

 
The Board has objected that privacy concerns prevent it from disclosing the patient-

identifying information that the pharmacies reported about the controlled substances they 

dispensed.  Even accepting that controlled substance prescription records are sensitive, the 

subpoenas remain constitutionally permissible under the applicable standards. 

1. The Supreme Court has recognized that while prescription drug 
records are sensitive, the government may obtain them.   

 
The Supreme Court has long recognized that while prescription records for controlled 

substances may contain sensitive information, the government still may obtain such records.  In 

Whalen v. Roe, 429 U.S. 589 (1977), the Supreme Court rejected a privacy-based constitutional 

challenge to a New York statute requiring doctors to provide the state with a copy of every 

prescription for certain controlled substances.  In rejecting the privacy-based challenge,9 the 

Court in Whalen appeared to rely on three separate principles.   

First, the Court observed that even if controlled substance prescription records are 

sensitive, the government has a “vital interest in controlling the distribution of dangerous drugs.”  

Id. at 598.  The Court observed that collecting these prescription records would aid investigations 

relating to controlled substances, explaining that the reporting requirement “could reasonably be 

                                                      
9  The challengers in Whalen rested primarily on an asserted privacy interest based on the 
Fourteenth Amendment, but the Court noted that the privacy challenge also appeared to be based 
in part on the Fourth Amendment. 429 U.S. at 603-04 & n.32. 
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expected to have a deterrent effect on potential violators as well as to aid in the detection or 

investigation of specific instances of apparent abuse.”  Id. at 598.   

Second, the Court observed that patients recognize and expect that many health care 

records—though admittedly sensitive—are routinely and necessarily provided to the government 

for valid purposes.10  The Court observed that the required disclosures of controlled substance 

prescriptions to the State of New York were not “meaningfully distinguishable from a host of 

other unpleasant invasions of privacy that are associated with many facts of health care,” and that 

“disclosures of private medical information to doctors, to hospital personnel, to insurance 

companies, and to public health agencies are often an essential part of modern medical practice 

even when the disclosure may reflect unfavorably on the character of the patient.”  Id. at 601. 

Third, the Court recognized that privacy concerns associated with the government’s 

collection of personal prescription information were diminished because there remained legal 

protections against the government’s public disclosure of that sensitive information.  The Court 

took note that the New York statute created protections against public disclosure of the 

prescription records.  The Court recognized that notwithstanding those protections, public 

disclosure of those records still might occur because “[a] patient or a doctor may be accused of a 

violation and the stored data may be offered in evidence in a judicial proceeding.”  Id. at 600.  

But the Court observed that in any such judicial proceeding, a court could order protections 

against the disclosure of sensitive information.  Id. at 601-02 (refusing to invalidate the 

                                                      
10  Shortly before Whalen, the Supreme Court had affirmed (without opinion) a lower 
court’s decision rejecting a privacy-based challenge to the federal government’s collection of 
patient information to assess the propriety of medical services paid for by the Medicare and 
Medicaid programs.  See Ass’n of Am. Physicians & Surgeons v. Weinberger, 395 F. Supp. 125, 
135-38 (N.D. Ill. 1975) (decision of three-judge panel), aff’d, 423 U.S. 975 (1975). 
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prescription-reporting requirement based on “the remote possibility that judicial supervision of 

the evidentiary use of particular items of stored information will provide inadequate protections 

against unwarranted disclosures”). 

 2. The three principles identified in Whalen have been reaffirmed.   

All three reasons that the Court in Whalen relied on in rejecting the privacy-based 

challenge—that (1) even though prescription records for controlled substances are private, the 

government has a vital interest in obtaining them; (2) patients recognize that sensitive health 

records may be disclosed to the government; and (3) privacy concerns are diminished when there 

are protections against public disclosures—have been reaffirmed in later decisions from the 

Supreme Court or Tenth Circuit.   

First, for example, the Tenth Circuit has recognized that even if there is a privacy interest 

in prescription drug records for controlled substances, such records still can be collected by the 

government as part of its regulation of controlled substances.  See Pyle v. Woods, 874 F.3d 1257, 

1264 (10th Cir. 2017) (in rejecting a constitutional claim against a detective based on his access 

of a state prescription drug database, observing that “any right to privacy in prescription drug 

records ‘is not absolute … as it is well settled that the State has broad police powers in regulating 

the administration of drugs by the health professions’”) (quoting Douglas v. Dobbs, 419 F.3d 

1097, 1102 n.3 (10th Cir. 2005)); cf. Douglas, 419 F.3d at 1102 & n.3 (noting that there is some 

privacy interest in prescription drug records but that “state law can operate to diminish the 

privacy expectation” where state law permits disclosure of the records to law enforcement) 

Second, the Tenth Circuit has recognized that patients already expect that their medical 

information may, in some situations, be reported to the government.  See Kerns v. Bader, 663 
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F.3d 1173, 1185 (10th Cir. 2011) (in rejecting a constitutional claim against a sheriff who 

obtained an arrestee’s medical records, observing that the Supreme Court has acknowledged that 

in some situations “a patient might well ‘expect that members of the hospital staff might turn 

over evidence’ without his or her consent”) (quoting Ferguson v. City of Charleston, 532 U.S. 

67, 78 n.13 (2001)).   

Third, the Supreme Court has reaffirmed the principle that privacy concerns about the 

government’s collection of personal information are allayed where there are protections against 

the public disclosure of that information.  In NASA v. Nelson, 562 U.S. 134 (2011), the Court 

found that the federal government did not violate the privacy interests of contract employees by 

requiring them to answer a questionnaire that asked about illegal drug use.  In so ruling, the 

Court observed that even if “government accumulation of personal information for public 

purposes may pose a threat to privacy,” the Court had recognized in Whalen that “a statutory or 

regulatory duty to avoid unwarranted disclosures generally allays these privacy concerns.”  Id. at 

155 (internal quotation marks omitted); see id. at 156 (citing federal statutory protections for the 

information at issue).  The Court in Nelson explained that even if the government’s protections 

against public disclosure may be imperfect, it had not previously held in Whalen that “an 

ironclad disclosure bar is needed to satisfy privacy interests that may be ‘root[ed] in the 

Constitution.’”  Nelson, 562 U.S. at 157 (quoting Whalen, 429 U.S. at 605); see also Nelson, 562 

U.S. at 158 (“As the Court recognized in Whalen, the mere possibility that security measures will 

fail provides no ‘proper ground’ for a broad-based attack on government information-collection 

practices.”). 
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The Tenth Circuit, too, has recognized that privacy concerns about information collected 

by the government are diminished where the information the government obtains is protected 

against public disclosure.  For example, in Kerns, a case rejecting a constitutional claim against a 

law enforcement officer who sought an arrestee’s hospital records, the Tenth Circuit observed 

that the Supreme Court had held (1) in Whalen, that “access by the government without a 

concomitant public disclosure does not automatically amount to an impermissible invasion of 

privacy,” and (2) in Nelson, that the government’s collection of information “didn’t violate an 

assumed privacy interest when the information was sufficiently protected against public 

disclosure.”  663 F.3d at 1186 (internal quotation marks omitted). 

 3. Under the principles identified in Whalen, the subpoenas are proper.   

Each of these three principles show that constitutional privacy concerns do not prevent 

Respondents from producing the data sought by the DEA’s administrative subpoenas.   

a. The DEA has a vital interest in obtaining these controlled substances records.  

The DEA has a clear interest in obtaining records on controlled substance dispensing to aid it in 

carrying out its statutory mandate to monitor the closed system of controlled substances.  Indeed, 

in enacting the PDMP, the Colorado General Assembly recognized that one purpose of the 

PDMP was to “provide[] a mechanism for law enforcement officials and regulatory boards to 

efficiently investigate practitioner behavior that is potentially harmful to the public.”  Colo. Rev. 

Stat. § 12-280-401(d).   As explained in detail above, obtaining the controlled substances records 

at issue is critical to the DEA’s ability to investigate the dispensing of controlled substances by 

the two pharmacies under investigation.   
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b. Patients are advised that their controlled substances records may be disclosed.  

As a district court within the Tenth Circuit explained in upholding a DEA administrative 

subpoena for PDMP records in Utah, “the expectation created by the CSA is that the prescription 

and use of controlled substances will happen under the watchful eye of the federal government.”  

U.S. Dep’t of Justice v. Utah Dep’t of Commerce, Case No. 2:16-cv-611-DN-DBP, 2017 WL 

3189868, at *8 (D. Utah July 27, 2017).   

In addition, patients in Colorado are on notice that records on the controlled substances 

they receive from a pharmacy will be reported by the pharmacy to the PDMP and may then be 

further provided by the PDMP to law enforcement.  The statute creating the PDMP made clear 

that patient information would be provided to the PDMP and could be further disclosed.  The 

statute not only permits disclosure of PDMP records to law enforcement officials in response to a 

subpoena, but also directs the Pharmacy Board itself to analyze the data itself to identify 

potential abuse.  Colo. Rev. Stat. §§ 12-280-404(3)(g), (8).    

Moreover, Colorado law mandates that patients be warned—by both their prescribing 

practitioner and their pharmacy—that records of their prescriptions for controlled substances are 

being reported to the state and could be provided to other individuals.  Id. § 12-280-403(3).11   

c. There are protections against public disclosure of these records.  Concerns about 

the sensitivity of the information sought here are allayed because there are regulatory and 

                                                      
11  The privacy concerns here are further diminished because the DEA’s investigations are of 
the pharmacies.  In Tiffany Fine Arts, Inc. v. United States, 469 U.S. 310 (1985), the Supreme 
Court observed that if an IRS summons were issued to a company under investigation where the 
records sought could shed light on other taxpayers, “any incidental effect on the privacy rights of 
unnamed taxpayers is justified by the IRS’s interest in enforcing the tax laws.”  Id. at 321.  Here, 
similarly, disclosure of the patients to whom the pharmacies dispensed controlled substances is 
incidental to the DEA’s investigation of the two pharmacies’ dispensing practices.   
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statutory protections against public disclosure of the information the DEA gathers.  The DEA 

routinely obtains and protects sensitive information and takes data protection seriously.  As 

explained above, information the DEA obtains through administrative subpoenas can be released 

only under limited circumstances—“to Federal, State, and local officials engaged in the 

enforcement of laws related to controlled substances” and to prosecutors and state licensing 

boards.  28 C.F.R. § 0.103(a)(1), (2).  Various other federal statutes and policies also provide 

protections against release.  See Ex. A at ¶¶ 40-42.     

In sum, all three principles from Whalen support a ruling here that disclosure to the DEA 

of the information that the two pharmacies under investigation reported to the PDMP would not 

violate the Fourth Amendment.12 

III. The state statute provides for disclosure of the data. 

Another basis for ordering the disclosure of the data sought here is that the Colorado 

statute provides that the PDMP data “is available for query” by “Law enforcement officials” who 

are investigating a pharmacy and provide a subpoena seeking the PDMP data for that pharmacy.   

Colo. Rev. Stat. §§ 12-280-404(3)(g).  The Board seeks to redact any patient-identifying data.  

                                                      
12  There is another reason the Fourth Amendment does not prohibit Respondents from 
disclosing the information to the DEA:  the government—here the State—already has access to 
that information.  As explained above, the Pharmacy Board has access to the data, is itself 
directed by statute to analyze the data to identify diversion, and is permitted by statute to make 
disclosures to law enforcement.  Once the state lawfully obtained access to that information, the 
Fourth Amendment does not prevent further disclosure of that information to the federal 
government, because the Fourth Amendment does not prevent governmental review of evidence 
already disclosed to the government.  See United States v. Jacobsen, 466 U.S. 109, 117 (1984) 
(in a case holding that the Fourth Amendment was not violated when federal agents tested a 
package that employees of a private freight carrier had already examined, explaining that once 
information is lawfully obtained to the government, “the Fourth Amendment does not prohibit 
governmental use” of that information). 
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But the state statute does not provide for redaction in this context, as can be seen in multiple 

ways.   

First, the text of § 12-280-404(3) does not direct that the Board redact patient-identifying 

information in a disclosure to law enforcement.  That provision, in subsection (g), requires that 

the information to be disclosed must be “specific to an individual patient, pharmacy, or 

practitioner,” but this requirement just ensures that the information released has a direct nexus to 

an investigation of a patient, pharmacy, or medical practitioner.  This provision does not provide 

that when the data has a specific nexus to a pharmacy, the data then must be redacted to remove 

any identifying information for all the pharmacy’s patients.   

Second, if the General Assembly intended redaction in this context, the statute would 

have needed to make this clear because, as a practical matter, every dispensing transaction that a 

pharmacy submits to the PDMP relates to a specific patient.  The PDMP is a “program to track 

information regarding prescriptions for controlled substances dispensed in Colorado,” Colo. Rev. 

Stat. § 12-280-403(1).  The statute requires the pharmacy to report every time it dispenses a 

controlled substance to a patient, and expressly requires the reporting of patient-identifying 

information.  Id.  Put another way, the PDMP does not track pharmacy activities in general; it 

tracks the specific instances where a pharmacy dispenses controlled substances to specific 

patients.    

Third, the rest of § 12-280-404 shows that the General Assembly knew how to provide 

for redaction—and that it expressly did so in other contexts.  In a later subsection of § 12-280-

404(3), the General Assembly provided that patient-identifying information may be redacted 
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from disclosures to the Colorado Department of Public Health and Environment.  Subsection (k) 

provides that the Board may disclose PDMP data to  

[t]he department of public health and environment for purposes of 
population-level analysis, but any use of program data by the Department 
is subject to the federal ‘Health Insurance Portability and Accountability 
Act of 1996’, Pub. L. 104-191, as amended, and implementing federal 
regulations, including the requirement to remove any identifying data 
unless exempted from the requirement.   

 
Colo. Rev. Stat. § 12-280-404(3)(k) (emphasis added).  A later subsection—subsection (6)—

expressly provides for redaction in another context:  it permits the Board to “provide data to 

qualified personnel of a public or private entity for the purpose of bona fide research or 

education so long as the data does not identify a recipient of, a practitioner who prescribed, or a 

prescription drug outlet that dispensed, a prescription drug.”  Id. § 12-280-404(6).  Thus, in two 

specific contexts—providing data to the Colorado Department of Public Health and Environment 

for population-level analysis, or providing data to another entity for research or education—the 

General Assembly expressly provided for the redaction of patient-identifying information 

disclosed by the PDMP.  But the General Assembly included no similar limitation for the 

disclosures to law enforcement covered by subsection (3)(g). 

In sum, the state statute itself provides for the disclosure of the information the DEA 

seeks here.  Indeed, it provides another basis for ordering the disclosure.   

If the state statute did require redaction in response to a DEA subpoena issued under 21 

U.S.C. § 876, such a state restriction on disclosure would be preempted by § 876.  In cases where 

a state statute has set a limit on the disclosure of PDMP data that would limit the DEA’s ability 

to obtain information by subpoena under 21 U.S.C. § 876, courts have consistently held such 
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state limitations on disclosure are preempted by § 876 and have enforced the subpoenas.13  For 

example, in a case in 2010 involving a prior version of the Colorado PDMP statute, the district 

court in Colorado enforced the DEA’s administrative subpoena, ruling that the federal statute 

that gives the DEA administrative subpoena authority, 21 U.S.C. § 876, preempted a provision of 

the Colorado statute (since amended) that purported to limit what data could obtained by 

administrative subpoena.  See U.S. Department of Justice v. Colorado Bd. of Pharmacy, 2010 

WL 3547898 (D. Colo. Aug. 13, 2010), report and recommendation adopted by 2010 WL 

3547896 (D. Colo. Sept. 10, 2010). 

CONCLUSION 

Because the subpoenas are proper under the applicable standards and the information is 

needed promptly for the ongoing investigations, the DEA respectfully requests that the Court 

issue an order expediting these proceedings—giving Respondents an opportunity to be heard by 

filing a prompt response to the petition, and allowing a prompt reply by Petitioner to the 

objections raised by Respondents—and then issue an order directing compliance with the 

subpoenas.   

 

                                                      
13  See, e.g., Oregon Prescription Monitoring Program v. U.S. DEA, 860 F.3d 1228, 1236 
(9th Cir. 2017) (holding that a provision of Oregon state law that required a court order before 
the DEA could obtain PDMP data was preempted by § 876); U.S. Dep’t of Justice v. Ricco 
Jonas, No. 18-mc-56-LM, 2018 WL 6718579, at *5 (D.N.H. Nov. 1, 2018) (recommending that 
an § 876 subpoena be enforced notwithstanding a state rule requiring a showing of probable 
cause, and noting the “[c]onsistent weight of authority” that § 876 preempts state law that would 
prevent production of prescription drug records), report and recommendation adopted by 2019 
WL 251246  (D.N.H. Jan. 7, 2019), appeal docketed No. 19-1243 (1st Cir.); U.S. Dep’t of Justice 
v. Utah Dep’t of Commerce, No. 2:16-cv-611-DN-DBP, 2017 WL 3189868, at *6-7 (D. Utah 
July 27, 2017) (ruling that a Utah law requiring a warrant for law enforcement access to its 
PDMP conflicted with, and thus was preempted by, § 876). 
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Respectfully submitted this 5th day of November, 2019. 

JASON R. DUNN 
United States Attorney 
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Kevin Traskos 
David Moskowitz 
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1801 California Street, Suite 1600 
Denver, CO  80202 
Telephone:  303-454-0100 
Email:  kevin.traskos@usdoj.gov 
Email:  david.moskowitz@usdoj.gov 
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Drug Enforcement Administration 
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IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLORADO 

 
Miscellaneous Action No.  
 
UNITED STATES DEPARTMENT OF JUSTICE, DRUG ENFORCEMENT 
ADMINISTRATION, 
 
 Petitioner, 
 
v.  
 
STATE OF COLORADO BOARD OF PHARMACY, 
PATTY SALAZAR, EXECUTIVE DIRECTOR OF THE COLORADO DEPARTMENT OF 
REGULATORY AGENCIES, and 
APPRISS, INC., 
 
 Respondents. 
 
 

DECLARATION OF DIVERSION PROGRAM MANAGER  
KERRY R. HAMILTON 

 
 

I, Kerry R. Hamilton, declare as follows: 

1. I serve as a Diversion Program Manager with the Drug Enforcement 

Administration (“DEA”) of the United States Department of Justice.  I am currently 

assigned to the DEA’s Denver Field Division.  I have been employed by the DEA since 

March 2000.  I worked as a Diversion Investigator from March 2000 to January 2014, 

and then as a Supervisory Diversion Investigator from January 2014 to March 2018.  I 

then worked at DEA’s headquarters, within Diversion Operations, from March 2018 to 

August 2019, at which point I was named a Diversion Program Manager. 

2. In my role as a Diversion Program Manager, I am charged, in general, 

with the duty of assisting the DEA in enforcing the Comprehensive Drug Abuse 
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Prevention and Control Act of 1970 (known as the “Controlled Substances Act” or 

“CSA”).  My duties as a Diversion Program Manager include supervising various 

regulatory and investigative operations focused on preventing the diversion of legally 

manufactured but potentially dangerous controlled substances.  I have extensive 

experience in conducting and supervising investigations relating to detecting the 

diversion of controlled substances for improper purposes.  Some of my experience 

relates to investigations of pharmacies to determine whether they are complying with 

the CSA. 

A. The DEA’s activities in preventing pharmacy diversion  

3. The CSA creates a “closed” system for regulating and monitoring 

controlled substances.  Under that system, it is unlawful to distribute, dispense, or 

possess any controlled substance except in a manner authorized by the CSA.  The DEA 

regulates this closed system and tracks controlled substances all the way from the 

manufacturer to the end user.   

4. Any person or entity who seeks to manufacture, distribute, prescribe, 

dispense, or administer a controlled substance must maintain a federal registration.  A 

pharmacy thus must obtain a registration from the DEA before it may lawfully dispense 

controlled substances.   

5. The DEA seeks to make sure that pharmacies with DEA registrations do 

not engage in conduct that causes or contributes to the diversion of controlled 

substances.  For example, diversion can occur when a pharmacist dispenses a 
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controlled substance to a patient who lacks a valid prescription, or where the 

prescription is not for a legitimate medical purpose.   

6. The regulations that have been promulgated under the CSA impose duties 

on pharmacists that help prevent diversion.  Violations of these obligations can lead to 

criminal, civil, or administrative sanctions.  For example, under the CSA regulations, a 

pharmacist has a corresponding responsibility to ensure that he or she dispenses a 

controlled substance to a patient only when the prescription for the controlled substance 

was “issued for a legitimate medical purpose by an individual practitioner acting in the 

usual course of his professional practice.”  21 C.F.R. § 1306.04(a).  In addition, a 

pharmacist may violate the law by filling a prescription for a controlled substance in a 

manner outside “the usual course of his professional practice.”  21 C.F.R. § 1306.06.   

B. The two pharmacies at issue whose dispensing practices the DEA is 
investigating 

 
7. The DEA is working with the United States Attorney’s Office for the District 

of Colorado on investigations of certain pharmacies.  These investigations focus on 

whether the pharmacies have complied with the CSA and accompanying regulations.  

Of concern to the DEA is whether those pharmacies violated the law in their dispensing 

of controlled substances and whether those potential violations of law contributed to 

misuse or diversion of such controlled substances, including opioids, in Colorado.  Such 

violations of law could potentially contribute to significant public harm in Colorado, 

including the overdose or death of patients. 
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8. I make this declaration in connection with the ongoing CSA investigations 

of two pharmacies.  Each pharmacy under investigation is a DEA registrant.  I am 

familiar with these ongoing investigations.   

9. The pharmacies are not named in this declaration because they have not 

been informed by the DEA that they are under investigation.  Revealing their names 

would impact the ability of the DEA to perform its investigations of these pharmacies 

effectively.   

 10. The DEA has initiated an investigation of Registrant #1, a pharmacy 

located in Colorado, to determine whether its dispensing practices comply with its 

obligations under the CSA and accompanying regulations. The DEA has determined 

that a number of factors raise questions about whether Registrant #1 has dispensed, 

and may be continuing to dispense, controlled substances in ways that may violate the 

law.   

11. For example, the DEA has determined that Registrant #1 is a pharmacy 

that has been selected by a number of patients of medical practitioners whose own 

prescribing practices have raised significant concern with the DEA.  The DEA has also 

determined other factors of concern, such as that certain patients who obtain controlled 

substances from Registrant #1 reside at abnormal distances from the pharmacy.  The 

DEA has also determined that Registrant #1 appears to use a method of dispensing 

controlled substances to patients that raises questions regarding the relationship of the 

prescribing medical practitioners to the pharmacy, as well as regarding the ability of 
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Registrant #1 to conduct proper due diligence on those patients to whom it dispenses 

controlled substances. 

12. The DEA has also initiated an investigation of Registrant #2, another 

pharmacy located in Colorado, to determine whether its dispensing practices comply 

with its obligations under the CSA and accompanying regulations.  The DEA has 

determined that a number of factors raise questions about whether Registrant #2 has 

dispensed, and may be continuing to dispense, controlled substances in ways that may 

violate the law.   

13. For example, the DEA has determined that Registrant #2 ranked in the 

last two years as one of the top pharmacy purchasers in Colorado for three different 

types of opioids.  The DEA has also determined that Registrant #2 is a pharmacy that 

has been selected by a number of patients of medical practitioners whose own 

prescribing practices have raised concern with the DEA.   

14. In each of these two investigations, the DEA is seeking to assess whether 

these pharmacies and their pharmacists have dispensed controlled substances in 

compliance with their various obligations under the CSA.   

 C. The DEA’s need for PDMP information in its investigations 

15. The DEA uses various tools to determine whether pharmacies with DEA 

registrations are complying with their obligations under the CSA and whether they are 

engaged in conduct that may constitute or contribute to unlawful diversion.  Among 

other things, the DEA conducts periodic audits of pharmacies.  In addition, as it has 
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done here, the DEA also may initiate an investigation of a pharmacy to determine 

whether the pharmacy is complying with the CSA.   

16. One tool the DEA uses to aid in its investigations is the authority to issue 

subpoenas.  The DEA has the federal statutory authority to issue a subpoena to require 

the production of any records whenever the DEA determines that the records would be 

“relevant or material” to an investigation under the CSA.  21 U.S.C. § 876(a). 

17. In my experience with DEA investigations of pharmacies, it is common for 

the DEA to issue subpoenas under 21 U.S.C. § 876 to state Prescription Drug 

Monitoring Programs to obtain information about dispensing by those pharmacies of 

controlled substances.  Almost all states have created Prescription Drug Monitoring 

Programs (“PDMPs”) that require pharmacies within the state to submit data to the 

PDMP showing the controlled substances that the pharmacy has dispensed to patients.  

18. The DEA finds this data from state PDMPs highly useful in advancing its 

investigations of pharmacies, in several ways.  First, the PDMP data shows what the 

pharmacy itself has reported to the state, on an ongoing basis, about its dispensing of 

controlled substances.  The PDMP maintains data extending back for many years; in 

contrast, pharmacies are only required by federal regulation to maintain controlled 

substances records for two years. 

19. Second, this PDMP data is narrowly tailored to the potentially dangerous 

drugs the DEA regulates—controlled substances—and does not include all the other 

prescription and non-prescription medications the pharmacies may sell.   
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20. Third, the DEA can obtain a pharmacy’s dispensing information from the 

PDMP before the DEA alerts the pharmacy that it is under investigation. 

21. Fourth, the PDMP data for a pharmacy can show “red flags”—factors that 

could have been identified by the pharmacy at the time it dispensed the controlled 

substance to a patient and that may signal concerns about whether the pharmacy acted 

properly in dispensing the controlled substance.  Controlled substances include 

numerous medications subject to potential abuse.  The PDMP data can shed light on 

whether a pharmacist who filled a prescription for a controlled substance acted outside 

the usual course of his professional practice, or whether the pharmacist filled 

prescriptions for controlled substances where the prescriptions were not issued for a 

legitimate medical purpose.  

22. The PDMP data for a pharmacy can point to many different types of these 

red flags.  For example, the Colorado PDMP data includes not just the nature of the 

controlled substances dispensed to a patient, but also its quantity, volume, and 

strength, which allows the DEA to identify high-volume and high-strength prescribing to 

a patient.1 The PDMP data also shows whether a pharmacy has refilled a prescription 

for a patient with unusual frequency.  It shows how many prescriptions the pharmacies 

filled for particular practitioners.  It shows what a pharmacist likely would have seen, 

upon checking the PDMP, about that pharmacy’s prior dispensing history to a patient.  It 

                                                      
1  For example, all opioids have a conversion factor, which allows a comparison of, 
in essence, the drug’s total strength or opioid effect.     
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also shows payment information, such as whether the prescription was paid for by 

insurance, by the federal government, or in cash. 

23. In addition, the PDMP data shows whether the pharmacy dispensed 

notable combinations of controlled substances to a patient around the same time.  

There are multiple combinations of different types of controlled substances—not just 

opioids—that, if used by the same patient, are known to be particularly dangerous, or 

may suggest potential abuse.  In addition, prescriptions for certain combinations of 

controlled substances could raise a red flag because it might be unusual for 

prescriptions for those different types of controlled substances to be issued by the same 

medical practitioner. 

24. The DEA has repeatedly subpoenaed and obtained Colorado PDMP data 

in support of investigations of pharmacies and has relied on the PDMP information to 

advance those investigations.   

D. The DEA’s need for patient-identifying information 

25. Colorado’s PDMP captures data showing each time a pharmacy 

dispensed a controlled substance to a patient.  The PDMP data includes the patient’s 

name and other basic patient-identifying information, such as the patient’s address and 

birthdate.   

26. The DEA has routinely found that this patient-identifying information 

collected by the PDMP is highly useful in advancing the DEA’s investigations of a 

pharmacy, for several reasons.   
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27. First, the DEA can use this patient-specific information to “connect the 

dots” with other information or investigative leads already in the DEA’s possession.  For 

example, the DEA can examine the patient names to determine whether patients who 

obtained their controlled substances at the pharmacy are known to have suffered from 

or died from an overdose.  It can examine whether the patient is known to have 

engaged in criminal activity by unlawfully reselling the medications, or is under 

investigation.  The DEA can use the patient names to determine whether the patients 

who filled their prescriptions at that pharmacy are patients of a prescriber who the DEA 

is already investigating.   

28. Second, the DEA can use the patient names and other patient-identifying 

information in many ways to shed light on the effectiveness of the pharmacy’s overall 

controls on improper dispensing.  The patient names may reveal that the pharmacy 

dispensed controlled substances to a patient who may have been using a false identity 

or sharing controlled substances with other patients.  For example, the DEA can use the 

patient-specific information to determine whether the pharmacy dispensed to multiple 

patients who report living at the same address.  It can show whether a patient lived an 

unusual distance from a pharmacy or prescriber.  It may reveal patients who obtained 

similar prescriptions close in time and who have the same surname, or patients who 

used variations on the same name.  It may reveal patients who are employees of the 

pharmacy or of other organizations of concern.   

29. Third, the patient-identifying information is necessary for the DEA to 

investigate a pharmacy efficiently and follow up on leads quickly.  For example, 
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obtaining the names of the patients and their prescribers enables the DEA to determine 

which individuals it may wish to interview.  The DEA can use a patient interview to 

determine whether the patient actually received a prescription from a prescriber, or 

whether the patient did in fact visit the pharmacy and receive the medication shown in 

the PDMP data.   

30. Finally, the DEA, in an investigation of a pharmacy, seeks to obtain a full 

picture of a pharmacy’s overall dispensing practices, and the patient-specific information 

enables the DEA to obtain and then understand this full picture.  The patient-identifying 

data is very helpful in this overall assessment of the pharmacy’s dispensing practices.  

For example, DEA conducts automated analyses, and the PDMP’s patient-identifying 

information is necessary to make this automated analysis effective and comprehensive.  

This automated analysis is aided by the fact that the PDMP data is electronic, whereas 

a pharmacy may maintain its records in hard copy format.   

31. Until recently, the Colorado Pharmacy Board had not raised an objection 

about producing, in response to DEA subpoenas, PDMP pharmacy data that includes 

patient-identifying information.  In fact, earlier this year, in the investigation of Registrant 

#2, the DEA issued a subpoena seeking Colorado PDMP data relating to that pharmacy 

for two years of data.  At that time, the Pharmacy Board complied with that subpoena 

and supplied all of the pharmacy’s data, including patient-identifying information.  That 

information that the DEA obtained from the PDMP has been used to advance its 

investigation.    
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E. The subpoenas for the PDMP data 

32. The DEA has determined, in its investigations of Registrant #1 and 

Registrant #2, that their pharmacy dispensing data, as reported to the PDMP, was 

highly relevant and material to the advancement of the investigations of those 

registrants. 

33. In August 2019, the DEA issued administrative subpoenas, under the 

authority of 21 U.S.C. § 876(a), for the Colorado PDMP data on those two pharmacies.  

The DEA issued subpoena MK-19-823246 relating to the investigation of Registrant #1 

on August 2, 2019.  See Attachment 1.  The DEA issued subpoena MK-19-875540 

relating to the investigation of Registrant #2 on August 20, 2019.  See Attachment 2.  

(The information identifying those registrants is redacted from those two attachments.) 

34. In issuing the subpoenas to the Colorado PDMP, the DEA identified the 

data sought using the forms on the Colorado Department of Regulatory Agencies’ 

website.  See https://www.colorado.gov/pacific/dora-pdmp/forms-22.  With each 

subpoena, the DEA filled out the PDMP’s “Law Enforcement Form for PDMP Data.”  In 

the block marked Pharmacy Information, the DEA filled in the name of the pharmacy 

and its registration number and address.  The DEA provided the “Date range for the 

dispensing report”; for each investigation, the DEA sought the pharmacy’s PDMP 

information covering the scope of the investigation, which is from January 2014 to the 

present.  See Attachments 1, 2.  The DEA also followed the state’s preferred process in 

submitting its subpoenas and the forms, by sending the subpoena and form to the email 

address listed on the form.   
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35. It is the DEA’s understanding that the PDMP data collected by the 

Colorado Pharmacy Board resides in a database operated by a private company, 

Appriss, Inc., a Kentucky corporation that has been designated pursuant to Colorado 

statute.  Specifically, Appriss has been designated under the state’s PDMP program as 

a “private agency or organization” tasked with “carrying out the data collection and 

processing duties required by this part 4 [the statutory provisions implementing the 

PDMP].” See Colo. Rev. Stat. § 12-280-403(5).  The state’s website explains that 

“Appriss’s PMP Clearinghouse is a web-based program that facilitates the collection, 

analysis, and reporting of information on the prescribing, dispensing, and use of 

controlled substance prescription drugs.”  See Data Submission Dispenser Guide, 

Colorado Prescription Monitoring Program, at 4, found at 

https://drive.google.com/file/d/0B-K5DhxXxJZbVnAyMkgzSVBwWUk/view .   

36. It is the DEA’s understanding that the cost of processing these subpoenas 

is built into the contract with Appriss.  Based on the DEA’s past experience, processing 

a DEA subpoena for a pharmacy’s PMDP data typically takes no more than a week or 

two. 

F. The failure to comply with the subpoenas 

37. In September 2019, the Colorado Pharmacy Board indicated, through 

counsel for the Department of Regulatory Agencies, that it would not fully comply with 

the subpoenas.  The Board indicated through its counsel that it would produce the 

pharmacy data only if it could redact the patient-identifying data from the production.   
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38. The Board appeared to rely on concerns about the private nature of the 

information about controlled substances.   

G. Protections for data obtained by the DEA through subpoenas 

39. In response, the DEA, through counsel, explained that the patient-

identifying information gathered through its subpoenas would be protected from 

disclosure.  

40. When data is obtained by the DEA through administrative subpoenas, the 

data is protected against public disclosure.  By law, the DEA can release information it 

obtained under administrative subpoena only under limited circumstances—“to Federal, 

State, and local officials engaged in the enforcement of laws related to controlled 

substances” and to prosecutors and state licensing boards.  28 C.F.R. § 0.103(a)(1), 

(2).   

41. This information is handled securely and is protected from public 

disclosure.  Various statutes prohibit federal employees from the wrongful disclosure of 

information.  See, e.g., 18 U.S.C. §§ 1030, 1905.  In the event of public requests for 

such information, the Freedom of Information Act provides barriers to the release of 

personal information about individuals.  See 5 U.S.C. § 552(b)(6), (7)(D) (providing 

exemptions from disclosure for information that would involve an invasion of personal 

privacy).   

42. In addition, the Department of Justice’s Justice Manual establishes that 

unauthorized disclosures by Department of Justice personnel of sensitive personal or 
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Subpoena regarding 

Registrant #1 
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U.S. DEPARTMENT OF J USTICE/DRUG ENFORCEMENT ADMINISTRATION 
SUBPOENA 

TO: Colorado State Board of Phannacy PDMP 

In the matter of the investigation of 
Case No: MK- 15-0018 

Subpoena No. MK-19-823246 

AT: Dora 1560 Broadway Suite 1350 Denver, CO 80202 

PHONE: 3038945957 

FAX: 3038690 133 

GREETING: By the service of this subpoena upon you by Diversion Investigator Kathryn Kohman who is authorized to serve it, you are 
hereby commanded and required to appear before Diversion Investigator Kathryn Kohman, an officer of the Drug Enforcement 
Administration to give testimony and to bring with you and produce for examination the following books, records, and papers at the time 
and place hereinafter set forth: 

Pursuant to an investigation of violations of 21 U.S.C. 801 et se phannag summary of all filled controlled substances for: 
Drug Enforcement Administration Registration um r e time ame request 1s anuary 1, 14 t roug 

the present. This summary should include the prescribing practitioner and their DEA number, prescription number, drug(s), quantity, date 
prescribed, date dispensed, method of payment, MME, patient's name, date of birth, and address. Please also include a certificate of 
authenticity. 

Please do not disclose the existence of this request or investigation for an indefinite time period. Any such disclosure could impede the 
criminal investigation being conducted and interfere with the enforcement of the Controlled Substances Act. 

Please direct questions concerning this subpoena and/or responses to DI Kathryn Kohman, 571-387-2277. 

Place and time for appearance: At Kathryn.E.Kohman@usdoj.gov or 12154 E. Easter Ave., Centennial, CO 80112 on the 13th day of August, 

2019 at 09:00 AM. In lieu of personal appearance, please email records to Kathryn.e.kohman@usdoj .gov or fax to 720-895-4386. 

Failure to comply with this subpoena will render you liable to proceedings in the district court of the United States to enforce obedience to 
the requirements of this subpoena, and to punish default or disobedience. 

Issued this 2nd day of Aug 2019 

FORM DEA-79 

Issued under authority of Sec. 506 of the Comprehensive Drug 
Abuse Prevention and Control Act of 1970, Public Law No. 91-513 

(21 u.s.c. 876) 

ORIGINAL 
Signature: ffanik=lll ~ 

Daniel J. McConnick Ltf/J/l'J/1 
Acting Diversion Program Manager r/ II/I · ( 
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~ Department of Regulatory Agencies 

Colorado State Board of Pharmacy 
Prescription Drug Monitoring Program 

1560 Broadway, Suite 1350 
D enver, CO 80202 

(303) 894-5957 
(303) 869-0 133 - FAX 
711 -V/TDD 

Name: Kathryn Kohman 

LAW ENFORCEMENT FORM FOR PDMP PHARMACY DATA 

OFFICER INFORMATION: 

Division : _D_E_A _ ___ _ Badge Number: _N_A __ _ 

Agency Address: 12154 E. Easter Ave, Centennial, CO 80112 
Street City State 

[Report wi ll be mailed to this address] 

Email address: Kathryn.e.Kohman@usdoj.gov Phone number: 571-387-2277 

Address:---------------------------------
Street City State 

Other identifying information: ------------------ ------­

REQUEST INFORMATION: 

Zip 

Zip 

Date range for the dispensing report: 'h \ \ ~ - J?aM M 
Attach a copy of the subpoena or court order. 

Case Number: Jq~ -') "$--(X)J 8 

I acknowledge and verify the following : 
• The information I am accessing is for a case that I am currently investigating and 
• If I release, obtain, or attempt to obtain information from the program in v iolation of CRS 12-42.5-404, I may be 

fined for each violation and may be subject to other civil or criminal penalties or liabilities under the law. 

In the event the attached subpoena or court order was issued by a court in a jurisdiction outside of the State of 
Colorado, in addition to the above I further acknowledge and verify the following: 
• The release of information shall not constitute an acceptance of jurisdiction over the Colorado State Board of 

harmacy {Board) by the issuing court for any purpose beyond the release of the information that is specifically 

sted in ttached subpoena or official court order. ti 
3 

~/ "i 
ate: 

Mail to 1560 Broadway, Ste. 1350, Denver, CO 80202 
Fax to 303-869-0133 
E-Mail to pdm pinqr@scatc.co.us 
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Subpoena regarding 

Registrant #2 
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