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PROTECTION OF PERSONALLY IDENTIFIABLE INFORMATION 
 
Personally Identifiable Information (PII) being submitted to the Department must be protected. PII is any information 
about an individual which can be used to distinguish or trace an individual's identity (some examples are name, social 
security number, date and place of birth).  
 
PII being submitted electronically or on media (e.g., CD-ROM, floppy disk, DVD) must be encrypted. The data must be 
submitted in a .zip file encrypted with Advanced Encryption Standard (AES) encryption (256-bit is preferred). The 
Department uses WinZip.  However, files created with other encryption software are also acceptable, provided that they 
are compatible with WinZip (Version 9.0) and are encrypted with AES encryption.  Zipped files using WinZip must be 
saved as Legacy compression (Zip 2.0 compatible). 
 
The Department must receive an access password to view the encrypted information. The password must be e-mailed 
separately from the encrypted data. The password must be 12 characters in length and use three of the following: upper 
case letter, lower case letter, number, special character. A manifest must be included with the e-mail that lists the types of 
files being sent (a copy of the manifest must be retained by the sender).  
 
Hard copy files and media containing PII must be:  
 

- sent via a shipping method that can be tracked with signature required upon delivery  
- double packaged in packaging that is approved by the shipping agent (FedEx, DHL, UPS, USPS)  
- labeled with both the "To" and "From" addresses on both the inner and outer packages  
- identified by a manifest included in the inner package that lists the types of files in the shipment (a copy of 

the manifest must be retained by the sender).  
 
PII data cannot be sent via fax. 
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