CANADA: Arrested
Huawei CFO Meng
Wanzhou in December
at the request of the U.S.
The country is in a
diplomatic dispute with
China over the case.

B Banned
" De facto ban
B Reviewing laws

EUROPE: A range of European

governments, and the EU institutions, are
reviewing their security policies to check
vendors in the telecoms sector, following
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COUNTRIES BANNING OR CONSIDERING BANS ON HUAWEI

The U.S. has embarked on a global campaign to convince its partners in Europe, the Five Eyes intelligence
community and beyond to ban Chinese telecom equipment vendors, following criminal charges against Huawei
in the U.S. and amid a raging trade dispute between Beijing and Washington.

SOUTH KOREA: The
government is under

heavy pressure from the
U.S. to block Chinese

months.

U.S.: Banned
procurement of Huawei
and ZTE. Security
agencies have kept
Chinese vendors off the
market. The government is
expected to sign an
executive order banning
these vendors from
telecoms contracts.

increased pressure from the U.S. in the past

vendors from its market.

TAIWAN: The

government is

scrutinizing its security
checks on Chinese o>
vendors, potentially

. o g (ad
strengthening existing

restrictions. \(

AUSTRALIA: Put
security measures in
place allowing it to
block 5G contracts
with vendors, citing
security concerns, de
facto blocking Chinese
vendors from the
market.

SOURCES: POLITICO research based on data from Bloomberg, Eurasia Group, Korea Herald, Nikkei, POLITICO and Spark Telecom.
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JAPAN: Imposed
security restrictions
on government
contracts and
signaled to operators
to follow suit, de
facto blocking
Chinese vendors
from the market.

NEW ZEALAND:
Security agencies
blocked Huawei
involvement in a 5G
network in November.
The government is
reviewing its security
processes, including in
the blocked contract.
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EU COUNTRIES CONSIDERING MEASURES AGAINST HUAWEI

Europe's most cyber-mature countries have already imposed restrictions on Huawei and other foreign telecoms
equipment vendors. Many European governments, as well as the EU institutions, are reviewing their security

policies.

DENMARK: Parliamentarians
quizzed officials on the
country’s security checks.
Huawei sent letfters to
parliament countering the
move. It is also under
investigation for breaching
immigration law.

BELGIUM: The telecoms
ministry and cyber agency
are gathering information
to review the security
checks in place.

NETHERLANDS:
The government is
mulling restrictions
but hasn’t made a
decision yet. MPs
have called for a
review.

U.K.: It has a supply chain
security review ongoing,
and a report scrutinizing
Huawei products is coming
out soon. The cyber agency
played down the need for
more restrictions.

FRANCE: Placed restrictions on
procuring Chinese vendors in Paris
networks and “core” networks

nationwide. Its cyber agency is
involved in conducting security
checks on vendors.

B Restrictions in place '

W Investigating

B Reviewing laws
Reluctant to restrictions

ITALY: Officials are
looking at the issue,
but deny reports that
they are seriously
considering a ban.

AUSTRIA: The technology
ministry has called for a
“common European
approach.”

SOURCES: POLITICO research based on data from Bloomberg, De Tijd, National Cybersecurity Agency, NOS, POLITICO, Politiken and Reuters.
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GERMANY: lts cyber
agency already has a role
in scrutinizing telecoms
equipment, while ministries
have held policy
discussions. Chancellor
Angela Merkel is expected
to take a position soon.

POLAND: Pushing allies
to impose restrictions. A
Huawei executive has been
charged with espionage.

CZECH REPUBLIC:
Considering its next moves,
although it is traditionally
pro-China. The cyber
agency said using Huawei
and ZTE are “a threat to
cybersecurity,” in December.

SLOVAKIA: The prime
minister said there is a
lack of evidence of
security risks.
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HUAWEI CYBERSECURITY CENTER LOCATIONS IN EUROPE

Inspired by its cooperation with British intelligence, Huawei is pitching cybersecurity centers to European
governments to scrutinize its gear and build trust.

NORWAY: Huawei B Operating
BANBURY, offered to open a . Openlng soon
OXFORDSHIRE: The cybersecurity center in Proposed location
HCSEC center has been Norway, in response to
operating since 2010. y reports that the
lts staff are Huawei government would ban

employees, but the U.K.
National Cyber Security

Centre (NCSC) has
oversight.

the vendor.

BRUSSELS/EU:
Huawei will open a
cybersecurity cenfer in
March to work with EU
officials and industry
partners for “testing,

\ POLAND: Huawei has

proposed opening a
security center here in
the wake of the arrest of
one of its employees on

verification and BONN, GERMANY: charges of espionage.
engagement with The center was launched
stakeholders.” in 2018 with the support

of the German national
cyber agency, BSI.

SOURCES: POLITICO research based on data from E24, POLITICO, Reuters and U.K. government.
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