November 20, 2018

The Honorable James Inhofe The Honorable Mac Thornberry

Chair, Armed Services Chair, Armed Services

United States Senate United States House of Representatives
Washington DC 20510 Washington, DC 20515

The Honorable Jack Reed The Honorable Adam Smith

Ranking Member, Armed Services Ranking Member, Armed Services
United States Senate United States House of Representatives
Washington DC 20510 Washington, DC 20515

Dear Chairmen Inhofe and Thornberry, and Ranking Members Reed and Smith:

The undersigned military and veterans service organizations, representing millions of current and
former service members and their families and survivors, writes to bring to your attention the
websites Army.Com, Air-Force.com, ArmyEnlist.com, NavyEnlist.com, AirForceEnlist.com,
MarinesEnlist.com, NationalGuardEnlist.com, AirGuardEnlist.com, and CoastGuardEnlist.com.
The Federal Trade Commission recently shut down these websites, after finding they “targeted
military recruits and induced them to submit their information by disguising their websites and
advertisements as official [US military] recruiting channels and representing that the
information would be used solely for [US military] recruiting purposes.”

As you know, the U.S. Army failed to make its recruitment mission this year.” These pernicious
websites interfered with the Armed Forces’ capacity to recruit high-quality women and men to
our nation’s All-Volunteer Force, thereby undermining military personnel readiness and,
ultimately, the national security. They also denied potential enlistees the opportunity to proudly
wear their nation’s uniform.

Indeed, the Commission found that Army.com specifically told military recruits that the US
Army did not need volunteers: “Please be aware that our military is currently downsizing.
Army.com wants you to know that there are more ways for you to serve your country than just
military service. If you had a college education you could contribute through engineering,
science, law, health care, and more.” Because this is the exact opposite of the truth — given that
the US Army is currently facing a critical shortage of volunteers — the websites’ actions are
particularly damaging to military readiness.

The attached screenshots of the websites support the Commission’s findings. Patriotic young
Americans visited these websites, trying to enlist in the military to serve their country, but their
contact information never was given to the Armed Forces. Instead, their attempts to volunteer
with the Armed Forces were re-routed to bad actor colleges that bombarded them with sales
pitches to enroll in these “schools” rather than serve in the military. Moreover, potential military

! Complaint, United States v. Sunkey Publishing, available at
https://www.ftc.gov/system/files/documents/cases/sunkey filed complaint.pdf at 6-7.

% Russel Read, “Why the US military is on the brink of a recruitment crisis,” (Feb. 16, 2018),
https://wjla.com/news/nation-world/why-the-us-military-is-on-the-brink-of-a-recruitment-crisis.



recruits were “provided the false impression that the military endorsed those schools,” as the
Commission found.?

We respectfully urge you and the Members of the Armed Services Committees to direct the
Department of Defense, in coordination with the Federal Trade Commission and other federal
agencies, to ensure the Services’ military recruitment operations are protected from fraudulent
college lead generators.! We also suggest you include this matter in upcoming hearings when
the Service Secretaries and Service Chiefs present their FY 2020 Budget Request.

Sincerely,

Air ForCe Sergeants Association

s

=0, =T

Army Aviation Association of America

Q L\,

Association of the United States Army

— _—
-~ —
o

2 -/'

Association of the United States Navy
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Blue Star Families

Id. at 7.

* For background on lead generator websites and how they work, see “FTC Staff Perspective on Lead Generation:
Follow the Lead,” (Sept. 15, 2016), available at https://www.ftc.gov/news-events/blogs/business-blog/2016/09/ftc-
staff-perspective-lead-generation. As you may recall, www.GIBill.Com, another lead generator for bad actor
colleges, was shut down by law enforcement agencies in 2012. See US Department of Veterans Affairs press
release, “VA To Take GI Bill.Com Domain,” (2012), available at https://www.military.com/education/gi-bill/va-
given-rights-to-gibilldotcom.html.
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Military Officers Associat/ién of America
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Service Women's Action Network
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Student Veterans of America
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The Mission Continues
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The Retired Enlisted Association
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U.S. Coast Guard Chief Petty Officers Association & Enlisted Association
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Vietnam Veterans of America
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How To Join The U.S. Army

If you are interested in a career in the U.S. Army and becoming an important part of defending our
Nations security and interests abroad the Army offers a series of benefits ranging from competitive pay
and education assistance to insurance and retirement benefits. Learn the skills you need to succeed while

> Contact a Recruiter <

making a difference. Follow the steps below to learn more about enlisting in the U.S. Army! Search the she ..
y Active Duty Reserves Active Duty
e CanlJoin  Army Reserves ASVAB Basics
* 7 Steps to Join « Benefits Active Duty Requirements
« Active Duty Requirements « Requirements 7 Steps to Join the Army
 Active Duty vs. Reserve Duty « Basic Training Basic Training
Delayed Entry Program
s Prior Service Z ROTC Military Occupation Specialties (MOS)
* Blue to Green = e Army JROTC Reserve
Ml « Prior Service Enlistment Bonuses ¢ Army ROTC Army Reserves
* Prior Service FAQ  Scholarships Benefits
* ASVAB Reauirements
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ASun Key Publishing Company, A

How To Join The Navy

Joining the United States Navy is a great way to launch or advance your career. From the extensive job
opportunities and unrivaled experience, to the exceptional benefits and generous educational assistance
programs, America’s Navy can help you establish your future as a professional. And it's one place where you
can be assured that what you do makes a difference in the world. Every day. Home

> Contact a Recruiter <

Speak to a Recruiter
Below are the 5 steps to joining the Navy:

Talk With Family and Friends

Submit Your Application
Speak to a Recruiter

X Get Processed
When you are interested in more information in regards to
joining the Navy your local recruiter will be able to answer any Start Training
uestions you may have. Whether it is requirements to join, pa
g ¥ Y 9 . X join, pay Contact a Recruiter
scale, benefits, or education your local recruiter will be able

give you the answers.

Get Information About Joining

“READ MORE P> Careers In The Navy
Navies of the World

Talk With Family and Friends

With any big decision in life it is a good idea to lean on your
loved ones for advice and direction. Make sure to talk with 4 JumpStart your education!
them about the Navy, its advantages, and why joining the Navy - AR R e e
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A non-government, privately sponsored website N/ Navy

ASVAB Question of the Week: February 21, 2018
ASVAB

Here is our ASVAB pra or ti eek! Check the comments below for the answer!
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Can | join the US Air Force?

Stay Up with the US Air Force

First Name *

Last Name *
Age and Parental Permission

You must be at least 18 (17 with your parents permission) but have not reached your 28th

* birthday (with no prior service]
Email Address '’ Y no pri Tvice)
Citizenship
You must be a born, naturalized, or otherwise legal citizen of the United States.
Military Status * Education
A~ You must have either a high school diploma OR a GED plus 15 college credits.
v Disqualifiers
Drug use, alcohol abuse, other substance abuse, as well as la iolations or convictions will
What newsletters do you want? prevent your enlistment.
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