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Demographics - respondents
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…respondent country …respondent type …respondent job role

1,300 senior IT decision makers and IT security professionals were 
interviewed in April and May 2018 split in the following ways...

Figure D1: Analysis of respondents’ country. 
Asked to all respondents (1,300)

Figure D2: Analysis of respondent type. Asked to 
all respondents (1,300)

Figure D3: “Which of the following best describes 
your job role in your organization?” 
asked to all respondents (1,300)
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Demographics – respondents’ organizations
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…organization sector …organization size …organization’s total annual IT/cyber 
security spend

1,300 senior IT decision makers and IT security professionals were 
interviewed in April and May 2018 split in the following ways...

Figure D4: “Within which sector is your organization?” 
asked to all respondents (1,300)

Figure D5: “How many employees does your 
organization have globally?” asked to all 
respondents (1,300)

Figure D6: “What is your organization's total 
annual spend on IT/cyber security?” 
asked to all respondents (1,300)
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Four areas of interest:

1: The cyber security conundrum
2: The security disruptor – supply chain attacks
3: Eliminating the weakest link
4: When the chain breaks
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1: The cyber security conundrum
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Overall cyber security concerns
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Figure 1: “Thinking about your organization's IT security 
over the next 12 months, which of the following 
types of cyberattack are causing concern in your 
organization?” asked to all respondents (1,300)

Nearly all (97%) respondents 
recognize at least one type of 

cyberattack that causes 
concern for their organization 

for the next 12 months
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General malware

Phishing/spear phishing

Password attacks (brute force/dictionary etc.)
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Advanced targeted attacks

Denial of service

Supply chain attacks (such as NotPetya)

Fileless attacks on endpoints

No type of cyberattack concerns me regarding my
organization's IT security

3 different 
attacks causing 

concern, on 
average
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Different respondents with different concerns…
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Figure 2: “Thinking about your organization's IT security over the next 12 months, which of the following types of cyberattack are causing concern in your organization?” asked 
to all respondents, split by respondent type (1,300)
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Denial of service Supply chain attacks
(such as NotPetya)

Fileless attacks on
endpoints

Total Senior IT decision makers IT security professionals
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Risk posed by cyberattack

CrowdStrike - securing the supply chain8

Figure 3: “How would you define the level of 
risk that you feel that your 
organization is currently exposed to 
regarding the following cyberattacks?” 
asked to all respondents, but 
excluding ‘don’t know’ responses 
(1,300)

Only a minority (10-
6%) of respondents 
feel that they are at no 
risk from the listed 
cyberattacks
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Preparing to defend against attack
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Figure 4: “How much work does your organization still need to do in order to be fully prepared to defend against each of the following attacks?” asked to all respondents, but 
excluding ‘don’t know’ responses (1,300)
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Behind the cyberattack
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Figure 5: “Thinking of all of the different types of cyber attacker who may target your 
organization, which concerns your organization the most?” asked to all 
respondents (1,300)

Figure 6: “How important is the attribution of cyberattacks to your organization's 
security strategy?” asked to all respondents (1,300)

Cyberattacks from organized cyber criminals 
and eCrime groups worry approaching half of 

respondents the most (45%)

Regardless of who the attacker is, the vast 
majority (88%) see it as either crucial or important 
that they find out who is behind the attack
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13%
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Cyber criminals and eCrime groups (financially motivated)
Insider threats
Hacktivists

Nation-states
Don't know

41%
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11%

1% 1%

It is crucial that we find out who is behind the attack
It is important that we find out who is behind the attack

It is something that we would like to know, but not important
It is not important at all for us to know this
Don’t know
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Attacks by nation-states
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Figure 7: Analysis showing the percentage of 
respondents who are most concerned by 
nation-states targeting their organization 
for cyberattack. Asked to all respondents, 
split by respondent country (1,300)

No nation is particularly 
concerned by nation-state 

cyberattacks, but respondents 
in Mexico show the lowest 

levels (4%) of concern
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Attacks by nation-states
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Figure 8: Analysis showing the percentage of 
respondents who are most concerned by 
nation-states targeting their organization for 
cyberattack. Asked to all respondents, split by 
organization sector (1,300)

Some industries take the threat 
of nation-state attack more 
seriously than others
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Security spending
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Figure 9: Analysis showing the percentage of respondents that agree with the 
statement above. Asked to all respondents (1,300)

Figure 10: “How confident are you that your organization is spending in the 
correct areas of IT security?” asked to all respondents, showing the 
percentage of respondents that selected ‘complete confidence’ split 
by respondent type (1,300)

89% 
agree

That investing in security can 
help their organization gain a 

competitive advantage 

32%

64%

3%

1%

Complete confidence – our spend is 
covering all of the right areas

Some confidence – our spend is covering 
some of the right areas but some other 

key aspects may be being missed

No confidence – our spend is largely in 
the wrong areas

Our spend is inconsequential – attackers 
will find a way to succeed

36%
senior 
ITDMs

29%
security 

pros

Sheets 25a-e & 20



Putting security first
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Figure 11: Analysis showing the percentage of respondents that agree and disagree with the statement above. Asked to all respondents (1,300)

“Corporate security is more important than individual employee privacy”

78% 
of 

respondents 
agree

21% 
of 

respondents 
disagree



2: The security disruptor – supply chain attacks

CrowdStrike - securing the supply chain15



Supply chain attacks in respondents’ minds
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Figure 12: Analysis showing the percentage of respondents who see supply chain 
attacks (such as NotPetya) as a concern for their organization over the next 
12 months. Asked to all respondents, split by respondent type (1,300)

Figure 13: Analysis showing the percentage of respondents who think that their 
organization still has either a long way to go, or some way to go, before 
they are fully prepared to defend against supply chain attacks. Asked to all 
respondents, split by respondent type (1,300)
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37%

29%

Total Senior IT decision makers IT security professionals

Supply chain attacks are a concern

“We still have work to do before we are 
prepared to defend against supply chain 
attacks”

64% 
of 

ITDMs

68% of 
security 

pros

Sheets 1 & 6d



Top areas of IT security focus
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Figure 14: “In your opinion, what is your 
organization's focus when it comes to 
IT security?” asked to all respondents, 
showing a combination of the first, 
second, and third biggest IT security 
focuses, split by respondent type 
(1,300)

Protecting data and IP 
(59%) or early attack 

detection (59%) are among 
the top security focuses for 

nearly six in ten
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Sheet 16



Spending on software supply chain security
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Figure 15: “In your opinion, should your organization be spending more on software supply chain security?” asked to all respondents , split by respondent type (1,300)
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Total
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Thinking about supply chain security
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Figure 16: Analysis showing the percentage of respondents that agree with the statements listed above. Asked to all respondents (1,300)

79%

62%

62%

I believe that software supply chain attacks have the potential to become
one of the biggest cyber threats to organizations like mine within the next 3

years

My organization can sometimes overlook software supply chain security when
making IT spending decisions

My organization's executive leadership can lack awareness of the risk posed
by software supply chain attacks
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3: Eliminating the weakest link
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Responding to a software supply chain attack

CrowdStrike - securing the supply chain21

Figure 19: “Does your organization have a plan or strategy in place to coordinate your response should it be breached by software supply chain attack?” asked to all 
respondents, but not showing ‘don’t know’ responses, split by respondent country (1,300)
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Yes, we have a comprehensive strategy in place Yes, we have some level of response pre-planned No, we have no strategy in place
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Using new technology to fight supply chain attacks
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Figure 20: “Do you think that any of the following emerging technologies will be of particular benefit when trying to protect your organization against software supply chain 
attacks, and does your organization employ any already?” asked to all respondents, but not showing ‘don’t know’ responses (1,300)
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We already use this technology in our IT security We are planning to use this technology as part of our IT security in the next 12 months

We don’t use or plan to use this technology, but it could help our IT security in the future This technology cannot help us with IT security, and we don’t plan to use it
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Attitude to suppliers
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Figure 21: Analysis showing the percentage of respondents who agree with the statements shown above. Asked to all respondents (1,300)

80%
agree

72%
agree“My organization would avoid working with

emerging, or less established vendors due to a 
perceived weakness in security strategy”

“My organization does not always hold external 
suppliers to the same security standards as 

we hold ourselves”
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Vetting suppliers
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Figure 22: “How many of your organization's software suppliers have been vetted for 
security purposes in the past 12 months?” asked to all respondents (1,300)

Figure 23: “Has your organization's vetting process changed in the wake of recent high 
profile supply chain attacks such as NotPetya and WannaCry?” asked to 
respondents whose organization has vetted suppliers in the past 12 months 
(1,214)

59%

36%

4% 1%

The process has become more rigorous – more detailed checks are needed

The process has remained the same

The process has become less rigorous – more checks means that they have to be done quicker

Don’t know

32%

29%

14%

9%

2%

7%

5%

All suppliers, new or existing

All new suppliers, but only some of the
existing ones

All new suppliers, but none of the existing
ones

All existing suppliers, but only some of
the new ones

All existing suppliers, but none of the new
ones

Some suppliers, new or existing

We haven’t vetted any of our suppliers in 
the past 12 months

Sheets 35 & 36



The level of vetting in different countries
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Figure 24: Analysis showing the percentage of respondents 
whose organization has vetted all suppliers, new 
or existing, in the past 12 months. Asked to all 
respondents, split by respondent country (1,300)

In no country has the 
majority of respondents’ 
organizations vetted all 

suppliers, new or existing, 
over the past 12 months
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Total
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Mexico

Canada
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Japan
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Security and new suppliers
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Figure 25: Analysis showing the percentage of respondents who agree with the statement above. Asked to all respondents, split by respondent country (1,300)
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89%

87%

85%
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80%

Mexico

US

Canada

Japan
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Singapore

Germany

87%
agree

“Security is a critical factor when 
making purchasing decisions 
surrounding new suppliers”



What to look for when vetting a supplier
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Figure 26: “When vetting a supplier, new or existing, 
what does your organization check for?” asked 
to respondents whose organization has vetted 
suppliers in the past 12 months (1,214)

Just over half of respondents’ 
organizations look at a 
suppliers internal security 
standards (53%) or their 
security software in use 
(52%) when vetting a 
supplier, new or existing

53%

52%

46%

43%

41%

41%

38%

36%

33%

32%

28%

1%

Internal security standards

Security software in use

Compliance to regulation

Implementation of a security strategy

How the supplier stores data

Former breach history – whether the supplier has been 
attacked

Cyber security spending

Key processes for reacting to a breach

The supplier’s governance processes

The personal credentials of key employees (CIO, CISO etc.)

A supplier’s relationship with their suppliers

Don’t know
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Board involvement in supply chain security
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Figure 27: “Has the level of involvement/interest in 
software supply chain security from your 
organization's board changed in the wake 
of the high profile NotPetya and WannaCry
attacks in 2017?” asked to all respondents 
(1,300)

Only 5% have not seen a change 
in attitude toward software 

supply chain attacks from their 
board since the high profile 

NotPetya and WannaCry attacks

31%

49%

13%

5% 2%

The board is already much more involved in this

The board is planning on becoming more involved in 2018

The board is taking more interest, but have not become more involved

The board’s attitude toward this has not changed

Don’t know
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4: When the chain breaks
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Experiencing a software supply chain attack
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Figure 28: “Has your organization ever experienced 
a software supply chain attack?” asked 
to all respondents (1,300)

Two thirds (66%) or 
organizations have experienced 
a software supply chain attack 
at some point – 32% within the 
last 12 months

16%

22%

17%
12%

33%

1%

Yes, on several occasions, including within the last 12 months Yes, on several occasions, but not in the last 12 months

Yes, once, within the last 12 months Yes, once, but not in the last 12 months

No, we have never experienced this type of attack Don’t know
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Experiencing a software supply chain attack
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Figure 29: Analysis showing the percentage of respondents 
whose organization has experienced a software 
supply chain attack at any point, or within the last 
12 months. Asked to all respondents, split by 
organization sector (1,300)

Experienced a software supply 
chain attack 
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82%

74%

74%

73%

70%
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65%

65%

63%

63%

62%
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49%

43%

32%
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38%

36%

33%
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34%

27%

36%
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14%
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Total
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Retail

Government
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Other commercial sector

Has experienced a software supply chain attack

Has experienced a software supply chain attack in the last 12 months
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Response time
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Figure 30: Analysis showing the average number of hours respondents’ organizations would take to detect/react/respond/remediate a software supply chain attack. Asked to all 
respondents (1,300)

Average number of hours respondents’ organizations would take to…

…a software supply chain attack

10:00

Detect

13:00

React

15:00

Respond

25:00

Remediate
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Time to take action, by country
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Figure 31: Analysis showing the average time taken (in hours) to detect, react, respond, and remediate a software supply chain attack. Asked to all respondents, split by 
respondent country (1,300)
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Time to take action, by sector
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Figure 32: Analysis showing the average time taken (in hours) to detect, react, respond, and remediate a software supply chain attack. Asked to all respondents, split by 
organization sector (1,300)
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Financial cost of a software supply chain attack
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Figure 33: Analysis showing the percentage of respondents’ organizations that incurred 
a financial cost as a result of experiencing their last software supply chain 
attack. Asked to respondents whose organization has experienced a software 
supply chain attack (860)

Figure 34: Analysis showing the average cost of the last software supply chain attack 
experienced by respondents' organizations (USD $). Asked to respondents 
whose organization has experienced a software supply chain attack (860)

Average cost of the last software
supply chain attack experienced by
respondents' organizations (USD $)

$1,124,914

90%

incurred a financial cost as a 
result of experiencing their a 
software supply chain attack
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Losing more than just money
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Figure 37: “Excluding financial loss, has your organization experienced any of the following drawbacks as a result of suffering a software supply chain attack?” asked to 
respondents whose organization has experienced a software supply chain attack (860)

Nearly all (97%) of those organizations that suffered a supply chain attack, experienced 
drawbacks, excluding financial loss

36%

36%

34%

32%

28%

27%

23%

23%

22%

20%

20%

18%

3%

0%

IT systems needed a complete rebuild

Spend more on our own security

Service/operations disruption

Operational downtime

Customer trust was undermined

Lost customer data

Breach of compliance regulations

Lost customers to a competitor

Stop working with a supplier because of security concerns

Bad press/negative media coverage

Lost a contract because of one of our suppliers

Reluctant to invest in new suppliers/partners

My organization didn’t suffer any of the above as a result of a software supply chain attack

Don’t know
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Response strategy in place?
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Figure 38: “When your organization suffered its first 
software supply chain attack/s, did you have a 
plan or strategy in place to coordinate your 
response?” asked to respondents whose 
organization has experienced a software supply 
chain attack (860)

The vast majority (87%) of those 
that suffered a supply chain attack 
had either a full strategy in place, 

or some level of response pre-
planned at the time of their attack

34%

52%

10%

2%

1%

0%

Yes, we had a comprehensive strategy in place

Yes, we had some level of response pre-planned

No, we had no strategy in place, but employees were able to think on their feet

No, we had no strategy in place, and employees did not know how to react

No, but we have a strategy now

Don’t know
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Paying a ransom to recover data
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Figure 39: “Do you know of any organizations within your industry that has paid a ransom to cyber attackers in order to recover data encrypted in a software supply chain attack 
in the past 12 months?” asked to all respondents, split by respondent type (1,300)

7%

12%

3%

11%

12%

10%

25%

24%

26%

12%

13%

12%

26%

25%

26%

15%

11%

19%

3%

3%

4%

Total

Senior IT decision makers

IT security professionals

Yes, because my organization has done this Yes, my organization, among others, have done this

Yes, I know of several organizations in my industry that has done this Yes, I know of one organization in my industry that has done this

No, but I suspect that this happens with organizations covering it up No, I am sure that this has not happened in my industry

Don’t know
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Confidence in the supply chain
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Figure 40: Analysis showing the percentage of respondents who personally have total 
confidence in the IT security of their organization's supply chain. Asked to all 
respondents, split by respondent type (1,300)

Figure 41: Analysis showing the percentage of respondents who are totally certain that their 
organization's suppliers or partners will inform them if they are ever breached by a 
successful cyberattack. Asked to all respondents, split by respondent type (1,300)

Only three in ten (30%) respondents have 
total confidence in the IT security of their 

suppliers’ suppliers

And a similarly low (35%) proportion are 
totally certain that suppliers will inform 
them if they are breached

39%

30%

42%

30%

36%

30%

My organization's supply chain security My organization's suppliers' supply chain
security

Total Senior IT decision makers IT security professionals

35%

38%

31%

Total

Senior IT decision makers

IT security professionals

Yes, I am totally certain that they will inform us
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Trust in suppliers and security partners
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Figure 42: “Has your organization had any reason to lose trust in any of its key 
suppliers in the past 12 months?” asked to all respondents (1,300)

Figure 43: “In your opinion, is the EU’s General Data Protection Regulation (GDPR) 
impacting your evaluation of potential security partners?” asked to all 
respondents, split by respondent type (1,300)

Some have lost trust in new, or even key, 
suppliers in the past 12 months

GDPR will impact the evaluation of 
security partners

14%

24%

42%

18%
1%

Yes, we have lost trust in a previously key supplier
Yes, we have lost trust in a new supplier
No, we have not lost trust but are more cautious with suppliers
No, we still have complete trust in our suppliers
Don’t know

56%

58%

53%

26%

25%
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16%

15%

17%

3%

2%

3%

Total

Senior IT decision makers

IT security professionals

It will make us more rigorous when evaluating potential security partners

It will make us less rigorous when evaluating potential security partners

It will have no impact when evaluating potential security partners

Don’t know
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Desire to increase supply chain resilience
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Figure 44: “To what extent will your organization 
become more resilient to supply chain 
attacks over the next 12 months?” 
asked to all respondents (1,300)

Over a quarter (28%) of 
respondents see it as a certainty 
that they will become more 
resilient to supply chain attacks

28%

48%

20%

3%

1%

1%

It is an absolute certainty - we will do this It is a high probability

It is a moderate probability It is a low probability

There is no chance at all - we will not do this Don’t know
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Country splits
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Figure 17: Analysis showing the percentage of respondents who agree with the statements above. Asked to all respondents, split by respondent country (1,300)

The level of agreement with the previous three statements varies by country…
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I believe that software supply chain attacks have the potential to become one of the biggest cyber threats to organizations like mine within the next 3 years

My organization can sometimes overlook software supply chain security when making IT spending decisions

My organization's executive leadership can lack awareness of the risk posed by software supply chain attacks
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Sector splits
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Figure 18: Analysis showing the percentage of respondents who agree with the statements above. Asked to all respondents, split by organization sector, and excluding ‘other 
commercial sector’ (1,300)

…and by sector
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I believe that software supply chain attacks have the potential to become one of the biggest cyber threats to organizations like mine within the next 3 years

My organization can sometimes overlook software supply chain security when making IT spending decisions

My organization's executive leadership can lack awareness of the risk posed by software supply chain attacks
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Cost of a software supply chain attack
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Figure 35: Analysis showing the average cost of a software 
supply chain attack. Asked to respondents 
whose organization has experienced a software 
supply chain attack at some point in the past, 
split by organization sector, and not showing 
‘other commercial sector’ due to a low base 
(860)

The cost of suffering a supply 
chain attack can vary 

depending on the sector of 
the organization
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Cost of a software supply chain attack
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Figure 36: Analysis showing the average cost of a 
software supply chain attack. Asked to 
respondents whose organization has 
experienced a software supply chain attack at 
some point in the past, split by respondent 
country (860)

Upon suffering a software supply 
chain attack, organizations in 
Australia, the UK, the US, and 
Canada all incurred losses 
exceeding $1 million, on average
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