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Extreme Vetting of Immigrants

Estimating Terrorism Vetting Failures

By Davip J. Bier

EXECUTIVE SUMMARY

resident Donald Trump has promised to
implement “extreme vetting” of immigrants
and foreign travelers, asserting that wide-
spread vetting failures had allowed many ter-
rorists to enter the United States. This policy
analysis provides the first estimate of the number of ter-
rorism vetting failures, both before and after the vetting
enhancements implemented in response to the September
11, 2001, attacks. Vetting failures are rare and have become
much rarer since 9/11.
A terrorism vetting failure occurs when a foreigner
is granted entry to the United States who had terrorist
associations or sympathies and who later committed a
terrorism offense including support for terrorist groups
abroad. This analysis defines vetting failure broadly to
include individuals who had privately held extremist
views before entry. Moreover, unless evidence exists to
the contrary, it assumes that anyone who entered the
United States legally either as an adult or older teenager,
and who was charged with a terrorism offense within a
decade of entry, entered as a result of a vetting failure,
even without any evidence that he or she was radicalized
prior to entry.

By this definition, only 13 people—2 percent of the
531 individuals convicted of terrorism offenses or killed
while committing an offense since 9/11—entered due
to a vetting failure in the post-9/11 security system.
There were 52 vetting failures in the 15 years leading up
to 9/11, four times as many as in the 15 years since the
attacks. From 2002 to 2016, the vetting system failed
and permitted the entry of 1 radicalized terrorist for
every 29 million visa or status approvals. This rate was
84 percent lower than during the 15-year period leading
up to the 9/11 attacks. Only 1 of the 13 post-9/11 vet-
ting failures resulted in a deadly attack in the United
States. Thus, the rate for deadly terrorists was 1 for
every 379 million visa or status approvals from 2002
through 2016.

During this same period, the chance of an American
being killed in an attack committed by a terrorist who
entered as a result of a vetting failure was 1 in 328 million
per year. The risk from vetting failures was 99.5 percent
lower during this period than during the 15-year period
from 1987 to 2001. The evidence indicates that the U.S.
vetting system is already “extreme” enough to handle the
challenge of foreign terrorist infiltration.

David J. Bier is an immigration policy analyst at the Cato Institute’s Center for Global Liberty and Prosperity.
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INTRODUCTION

Soon after assuming office, President Don-
ald Trump signed an executive order that tem-
porarily suspended all refugee admissions as
well as immigration and travel of nationals
of several Middle Eastern and North African
countries. This order, and its two successors,
claimed to institute the ban to “ensure that
adequate standards are established to prevent
infiltration by foreign terrorists.” Yet it pro-
vided no evidence that the previous standards
were inadequate.

Since the September 11, 2001 terrorist
attacks, the federal government has poured
substantial resources into immigration secu-
rity to rectify the flaws that those attacks
revealed. Before 9/11,visa screening had almost
no relationship to counterterrorism efforts.
Because of U.S. officials’ near-exclusive focus
on illegal immigration, neither consular offi-
cers abroad nor immigration officers at ports
of entry received training to identify terror-
ists. The pre-9/11 vetting systems trusted unre-
liable and ineffective technological systems to
catch terrorists, and intelligence agencies had
virtually no engagement in disrupting terror-
ist travel. This allowed the 9/11 conspirators to
violate immigration laws, submit applications
lacking crucial information, use fraudulent or
manipulated documents, obtain visas without
consular interviews, and board U.S. airplanes
dozens of times.

After 9/11, the focus of vetting changed
immediately. The government created new
agencies and improved methods to identify
suspicioustravelers. It mandatedinterviews for
all visa applicants, created terrorist watch lists,
deployed new technologies, created programs
to train consular and customs officers to
identifyvisa fraud, and spent billions of dollars
on hiring additional immigration officers.

While the Trump administration released
a report on foreign-born terrorists in January
2018, this analysis contains far more informa-
tion about this phenomenon. It is the first
to estimate whether vetting failures have
increased or decreased since 9/11. It calculates
the terrorism vetting failure rate—the rate at

which immigration officials wrongly approve
people to travel to the United States—and the
risk of death to U.S. residents from terrorists
admitted by those failures before and after
g9/11. Lastly, it considers whether the vetting
process itself caused the rate and risk chang-
es that occurred since 9/11, and finds that the
screening process has excluded more terror-
ists recently than in prior years.

Section I describes the vetting process,
whatwentwrongon 9/11,and what government
reforms were implemented to reduce the
risk from foreign terrorists after that attack.
Section II provides a quantification of the
vetting failure rate before and after the 9/11
attacks. Section III considers the risk posed
by those failures to the lives of U.S. residents
by counting how many people were murdered
in US. attacks by individuals who were
radicalized prior to entry. Section I'V considers
whether the post-9/11 screening procedures
caused the decline in vetting failures, how
the post-9/11 failures occurred, and what the
policy implications of this research are.

SECTION I: THE
SCREENING PROCESS

Foreigners bear the burden to prove their
eligibility for a visa under U.S. law.* Any inabil-
ity to support their claims results in a denial.
Consular officers extensively vet the evidence
that applicants provide. All visa applicants
must submit a form with supporting docu-
ments to the US. Department of State’
Among other information, this application
must include any names by which the appli-
cant has been known, addresses where they
have lived, travel itinerary, means of financial
support, age, gender, nationality, marital sta-
tus, and date and place of birth.# In the paper
application portion of the process, they must
support their identity claims with a photo-
graph and other documentary evidence.

Congress has specified in statute that
the relevant foreign government must also
certify prison records, criminal background
checks, marriage licenses, birth certificates,



and military records.’ If certified copies of
these records are unavailable or unreliable
for any reason, consular officers may accept
other documents that establish the same
facts, but they are under no obligation to do
50. Applicants must also present documents,
such as bank statements and mortgages, to
prove their claims about other matters, such
as income sources or their likelihood to return
home after a temporary stay:

Most nontourist visa applicants, such as
guest workers, foreign students, and most
immigrants, also need to submit proof of
sponsorship. This proof consists of a notice
provided by the US. Citizenship and Immi-
gration Services (USCIS), an agency with-
in the Department of Homeland Security
(DHS). Schools, employers, and immigrants’
family members who meet various sponsor-
ship requirements petition USCIS for for-
eign students, workers, or family relations. In
these cases, USCIS checks both the sponsors
and applicants against law enforcement and
national security databases and records.” Indi-
vidual sponsors submit identity documents,
fingerprints, and—in some cases—DNA test
results to verify identities and relationships.®
Any concerns trigger a review under the Con-
trolled Application Review and Resolution
Program, which is an interagency review of
the application.” If the agency approves the
petition, it sends the visa applicant a notice to
apply for a visa from State.™

The Department of State consular officers
then review applications for visas. If applicants
appear to meet the requirements, a consular
officer schedules them for interviews at the
embassy or consulate. Interviews allow officers
to evaluate the credibility of applicants and
interrogate them regarding their reasons for
seeking admission to the United States. At the
embassy, all applicants between the ages of 14
and 79 submit 1o fingerprint scans.” Consular
officers check the application against the Con-
sular Consolidated Database (CCD), which
contains biometric and biographical informa-
tion on the applicant (e.g., fingerprints, pho-
tographs, names, addresses, phone numbers,

etc.).”” The database allows consular officers
to see if there are any prior visa applications
made by the individual and any comments by
the prior adjudicator in those cases.”

As of 2016, the CCD contained more than
181 million records of visa applications dating
back to 1998." It also links to DHS’s Automat-
ed Biometric Identification System known as
IDENT, and the Federal Bureau of Investiga-
tion’s (FBI) Next Generation Identification
system, each of which contain biometric and
biographic records of terrorists and other
criminals.” The Department of State uses
facial recognition software to search a gallery
of photos of known or suspected terrorists
from the FBI’s Terrorist Screening Center as
well as CCD’s prior visa applications.™ In addi-
tion, State also operates the Consular Lookout
and Support System (CLASS), an online data-
base that includes more than 35 million people
to whom it has denied visas or about whom
other derogatory information exists.”” Any
screener may also review the applicant’s public
social media information.™

At any time, if the consular officers find
grounds to believe that a person could be
ineligible for terrorism reasons, they suspend
the process and seek a Security Advisory
Opinion (SAO), which launches an in-depth,
multiagency review of the application by
intelligence specialists.”” Consular officers
may only approve an application subject to
a Security Advisory Opinion if the person
resolves all concerns to the satisfaction of the
intelligence agencies.”® Refugees undergo a
similar but more extensive vetting process.
DHS, however, has primary responsibility
for interviews and vetting abroad.” Refugees
must receive a referral, typically from the
United Nations High Commissioner for Refu-
gees or the US. embassy. They undergo mul-
tiple interrogations, and each factual claim is
checked by security experts for consistency
with prior statements and compatibility with
known facts.”

Individuals who enter the United States
from a Visa Waiver Program (VWP) country
undergo a shorter vetting process. The VWP
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allows nationals from 38 countries to enter as
temporary visitors without a visa or an inter-
view at a consulate.”? Instead, they use the
Electronic System for Travel Authorization
(ESTA) system to apply online for preapprov-
al.** ESTA approval occurs after the DHS
conducts a biographic background check that
includes checking relevant terrorism databas-
es. After they are approved by ESTA, individu-
als present their passports to board planes for
the United States.

After the applicant receives a visa, refugee
status, or ESTA approval and seeks to board
a plane for the United States, DHS checks all
flight manifests against terrorist watch lists.”
When foreigners arrive at a US. airport or
at a land port of entry, they must undergo a
primary inspection, which involves another
brief round of questions about the purpose
of the visits and a review of the identity docu-
ments.?® The officer at the port of entry again
collects the person’s fingerprints and takes a
digital photo of the person while rechecking
criminal and terrorist databases.”’ If anything
raises suspicions, officials refer the visa holder
to secondary screening. During secondary
screening, specially trained officers conduct
more thorough questioning and search the
personal effects of the person.?® They may
deny entry to any person that fails to coop-
erate or is suspected to have misrepresented
their reason for entering.*

Pre-9/11 Vetting Deficiencies

The 9/11 terrorist attacks demonstrated
major vulnerabilities in the visa screening
process. The attackers planned their attacks
prior to their arrival in the United States
and yet they received temporary visas and
admission to the country from April 1999
to August 2001.3° The security deficiencies
that the attacks revealed were detailed in a
devastating 241-page report on terrorist travel
from the 9/11 Commission staff. Nearly all
of the deficiencies that they identified were
obvious and correctable, and this led to major
revisions and improvements in the visa vetting
process that would have prevented the attacks.

Visa security had almost no connection
to stopping terrorism before 9/11 and
counterterrorism agencies had little con-
nection to visa security. Prior to the attacks,
“no agency of the US. government” saw visa
security “as a tool in the counterterrorism
arsenal,” according to the 9/11 Commission
staff3" Rather, a desire to facilitate lawful
travel almost exclusively guided immigration
policy throughout this time. Officers focused
primarily on preventing illegal immigration
by screening applicants to determine whether
they were intending to work or reside illegally
in the United States.?”

This overriding pre-9/11 concern for ille-
gal immigration prompted State to eliminate
the visa interview for most people from coun-
tries where few visa applicants overstayed
their visas. The 9/11 Commission staff found
that “it was State Department policy that
Saudi citizens, as @ group, had overcome” the
standard of proof for temporary visas regard-
ing intent to live permanently in the United
States.?3 Therefore, they saw no other reason
to interview Saudi applicants, including all of
the Saudi 9/11 conspirators and 75 percent of
all other visa applicants from that country’*
Staff at the U.S. embassy in Saudi Arabia justi-
fied the elimination of interviews and even the
requirement to turn in the application in per-
son as a security enhancement because it meant
fewer people entered the embassy® The U.S.
embassy in the United Arab Emirates (UAE),
where other hijackers applied for visas, adopt-
ed a similar policy3¢

Even when U.S. officers interviewed appli-
cants, State provided no training on tech-
niques to identify terrorists during those
interviews.” The U.S. consular officers in the
UAE actually told the 9/11 Commission staff
that they “were not familiar with al Qaeda.”®
Application and document review was no bet-
ter. Three of the 9/11 hijackers presented pass-
portswith an indicator of al Qaeda afhliation.’?
As many as seven manipulated their passports
to hide travel to Afghanistan.#° Consular
officers failed to require Saudi applicants to
resubmit incomplete applications—including



several hijackers—or submit any documents
to support claims about finances or addresses
because, again, the staff believed that there
was no reason to have them submit applica-
tions to begin with.#' Moreover, they had little
technology and no training to detect terror-
ists’ fraudulent or manipulated documents
during visa adjudications.*

The Department of State management
considered rigorous review of applicants who
presented no indications of an overstay risk
as a waste of resources, and in a time when
the visa workload grew more than one and a
half times without a corresponding increase
in funds, it had little choice in the matter.*?
The department requested less funding to
staff fewer positions, leading to a 20 percent
reduction in Foreign Service staff from 1993 to
1996, even as the visa workload grew rapidly.#*
This led to a chronic lack of oversight of
consular officers who ignored obvious flaws in
applications to expedite processing. Indeed,
they approved all of the 9/11 hijackers’ visa
applications with important information fields
left blank.® In the late 1990s, State flatly told
its consular staft to schedule fewer interviews.
Indeed, officers were even “discouraged from
using {the standard of proof provisions in the
law} to deny a visa to an applicant suspected of
being a terrorist,” being told to rely exclusively
on State’s terrorism database known as
TIPOFE#® For these reasons, only two
hijackers were interviewed when they applied
for visas.#’

In addition to no counterterrorism train-
ing, State had no uniform vetting procedures
of any kind before 9/11. Individual embassies
or consulates created procedures on their own
without access to training and intelligence
from around the world. Indeed, consular offi-
cers at many posts, including the German,
Saudi, and UAE posts through which the 9/11
conspirators applied for visas, never wrote
down critically important standards at all.#3

The Immigration and Naturalization Ser-
vice (INS), the predecessor agency to DHS’s
immigration agencies, had even more prob-
lems with its screening than State. Like State,

INS’s primary interest before 9/11 was facili-
tating lawful travel and its main concern was
preventing illegal immigration. Drug interdic-
tion was a distant secondary concern, and the
agency apparently did not consider the threat
of terrorism.*? As Congress poured money
into Border Patrol, INS inspectors often relied
upon temporary hires at ports of entry who
lacked any substantive training.’° Permanent
hires received no training at all about terrorist
travel, no training regarding approaches to use
for suspicious individuals referred to second-
ary screening, and only a half a day’s worth of
instruction on conducting interviews at ports
of entry’’

Even when INS officers
interviews, a congressional statute limited

conducted

them to an average of just 45 seconds to
eligibility  for
admission and to decide how long to authorize

determine each visitor’s
the interviewee to visit.’* This brevity led
many inspectors to reduce their burdens by
choosing to notlook at the applicant’s customs
form and instead leave this important task
to customs personnel. This choice allowed
one 9/11 hijacker to get away with using two
completely different names on his customs
form and his I-94 immigration entry form.>3

INS failed to give inspectors at ports of
entry any information about terrorist indica-
tors in documents that could have enabled
them to recognize anomalies that existed in
some of the 9/11 hijackers’ passports.>* At least
2, and possibly as many as 11, of the attackers
used manipulated or fraudulent documents to
obtain theirvisas.” INS also provided no train-
ing on how and when to use its law enforce-
ment databases.’® Only 1 of the 26 inspectors
who interviewed the 9/11 hijackers had even
heard of State’s TIPOFF terrorism database,
the only immigration-related database.’’

INS had no uniform vetting standards
and no oversight to enforce other standards
related to enforcement of immigration laws.
Essentially, inspectors made up the proce-
dures as they went along. Some inspectors saw
the visitor’s inability to support himself finan-
cially as a mandatory basis to send someone
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to secondary screening and ultimately remov-
al. Others did not. One primary inspector
referred a 9/11 hijacker to secondary screening
for this reason while the secondary screener
admitted him.’® The same pattern played out
again when ringleader Mohamed Atta told
a screener that he was entering to attend
flight school even though he lacked a student
visa. The secondary screener admitted him
despite a legal prohibition against doing so0.>
Some inspectors required a full destination
address, while hijacker Saeed al-Ghamdi sim-
ply wrote “Hotel Orlando FL” before being
allowed admission.®°

Before 9/11, INS and State assumed that
counterterrorism was a function of the intel-
ligence agencies and the FBI, yet no agency of
the US. government undertook a comprehen-
sive analysis of how terrorists exploit weak-
nesses in travel documents and international
travel channels to commit deadly attacks.®"
The Central Intelligence Agency (CIA) as a
whole simply did not engage in any ongoing
analysis of terrorist travel.® The FBI inves-
tigated specific acts of terrorism or leads
about terrorist suspects but never aggregated
its information to inform State or the INS
on what it learned about their movements
or methods.

Because counterterrorism was not a major
focusofoperationsat INSor State, INSinspec-
tors’ security clearances were insufficient to
handle classified material so the intelligence
agencies routinely ignored the few requests
that they made for information.® Two months
before the 9/11 attack, for example, INS met
with the National Security Council, CIA,
FBI, Secret Service, and Customs to discuss
a potential threat from “Mideastern” terror-
ists, yet when the INS manager attempted to
obtain security clearances to share the infor-
mation with inspectors at ports of entry, they
ignored her request.®* A similar problem exist-
ed for State, which since 1993 had attempted
to have intelligence agencies submit terrorist
information to it directly for its TIPOFF data-
base through its Visa Viper Program, but intel-
ligence agents believed that the program could

compromise their sources and methods, so it
was underutilized.®

Pre-9/11 Technological Deficiencies

America’s immigration officers labored
with primitive technology and lacked access
to integrated and automated systems prior
to 9/11. Since 1987, State operated a terrorism
watchlist system known as TIPOFF that it
began sharing with INS in 1991.°¢ Before 9/11,
consular officers relied almost exclusively
on this tool to identify terrorists who were
applying for visas. If the applicant’s name
failed to appear in the database, the officer
assumed that they were not a terrorist.

However, neither INS nor State had the
ability or expertise to gather intelligence on
terrorists. Furthermore, INS never aggregat-
ed its reports on deported or detained aliens
in a useable and accessible fashion.”” Both
agencies were almost wholly dependent on
submissions from the FBI, CIA, and National
Security Agency (NSA) to TIPOFF, none of
which were fully cooperative with the initia-
tive. Even as the CIA developed watchlists for
immigration agencies in several foreign coun-
tries from 1997 to 2001, it failed to collect the
information from these efforts or its investiga-
tions, nor did it engage with State in any other
way to improve TIPOFFE.%8 While some INS
officials never used the program, all of the 9/11
hijackers cleared TIPOFF during State visa
screening.®” The CIA had already identified
two of the hijackers as terrorism suspects in
1999, but failed to share their names with State
until it was too late.”® Another was identified,
but again was added after he had entered the
United States for the final time.”"

No one at the FBI or CIA was consciously
attempting to mine its investigation data to
identify the names of foreign persons affili-
ated with terrorism. The FBI and CIA only
searched this information pursuant to a spe-
cific investigation, and they never automated
the process of adding people charged with
terrorism offenses. The FBI, the 9/t Com-
mission staff found, “did not provide written
guidance to its employees on how to collect



and disseminate information on terrorists’
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identities for inclusion in watchlists.
2001, the FBI, the federal government’s main
law enforcement agency, provided the same
number of TIPOFF entries as the Australian
government.”?

reliance on CLASS—the
system containing TIPOFF terrorist names,

Despite its

entries of visa refusals, and other derogatory
information about applicants—State had
glaring inadequacies in its name-check
systems. CLASS and CCD would only
automatically notify the consular officer of a
past visa refusal. It failed to automatically give
them information about prior approvals and
provided them no access to actual immigration
records, including those from INS, about
the applicant.”* When multiple hijackers
reapplied for visas with new passports—to
hide their travel patterns on their old ones
from the INS inspectors—they claimed to
have never applied for US. visas before, yet
the system failed to alert consular officers to
the fact that they not only had applied but
currently possessed valid visas.”

As problematic was the total dependence
on biographic information such as names,
passport numbers, and birthdates. Without
collectingbiometricinformation (fingerprints)
from applicants, State had no way to know
whether they used aliases. Khalid Sheikh
Mohammed, the 9/11 mastermind, was able to
receive avisain Saudi Arabiaunder a false name
without even being in Saudi Arabia—and while
being listed in TIPOFE.”® Likewise, although
INS began to collect biometrics on people
denied entry at the border under its IDENT
system, it had no mandatory biometric entry
collection. Because State had the same policy
for visas, INS inspectors at ports of entry had
no way of verifying that the person standing
in front of them was the same person who
applied for a visa. Indeed, they could not even
access State’s visa photograph.”” IDENT
systems collected only two fingerprints from
individuals turned away at the port—such as
would-be hijacker Mohammed al Qahtani—so
even for several years after 9/11 it could not run

biometric entries against the FBI’s database
that used a 1o-fingerprint platform.”

Substantial investments in new technology
failed tointegrate terroristinformationinaway
such that INS officers could easily access it.”?
On numerous occasions during this time, INS
granted terrorists admission, status extensions,
and other benefits even as the FBI and CIA
suspected their involvement in terrorism and
conducted investigations or even prosecutions
of them.3° INS even approved two of the 9/i1
hijackers’ applications to attend flight school
in 2002 after the attacks.3” The focus during
the mid-1990s was moving border agents
away from manual typewriters and inspectors
from paper-based watchlists (which they had
45 seconds to consult).®* Other technology
to detect manipulation, such as black lights,
was often broken. One inspector told the 9/11
Commission staff that he actually had to buy
his own.3 While INSS inspectors accessed INS
databases and the IDENT biometric system,
none of the inspectors who admitted the
hijackers used them.#

Despite almost zero terrorism training or
focus, consular officers initially denied 488
people visas on “terrorism grounds” from 1992
to 2001.% Moreover, consular officers and
INS inspectors managed to refuse visas to five
coconspirators in the 9/1r1 attacks and denied
entry at a U.S. airport to another. The five visa
refusals all occurred because the terrorists
failed to meet their burden of proof and con-
sular officers deemed their travel illegitimate,
believing that they would likely overstay their
visa.3¢ An Orlando INS inspector referred 9/11
conspirator Mohammed al Qahtani to sec-
ondary screening because he made her feel
“uneasy” and was the first Saudi that she had
met who spoke no English.}” The secondary
inspector denied him entry because al Qahtani
became extremely irritated, refused to answer
questions under oath, had no return ticket, and
refused to explain where and for how long he
would stay in the United States.38 Saudi-based
consular officers might have noticed these
behaviors in him and other hijackers—had
they interviewed them.
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Post-9/11 Vetting Enhancements

After 911,
entire vetting system. It is impossible to

Congress overhauled the
detail all of the reforms, but Congress and
the administration replaced nearly the entire
pre-9/11securitysystemand methods. Consular
staft had to undergo retraining to focus on
security issues.? The State Department
created four mandatory training classes on
terrorism-related issues, including document
and visa fraud, handling counterterrorism
information, and interviewing visa applicants
run by the CIA.?° In the immediate aftermath
of 9/11, State established more uniform vetting
processes, issuing more than 8o security
standard operating procedures to guarantee
that officers review applications for signs of
fraud, deception, or terrorism connections.”

Before applying for visas, for example, most
of the 9/11 hijackers obtained new passports—
just days old when they applied—to hide their
travel patterns, yet the new passports triggered
no heightened scrutiny as they would today.”
State brought in counterterrorism experts to
evaluate visa interviews and reversed its policy
of discouraging visa interviews.”> By 2004,
consular officers interviewed nearly all new
applicants for visas.?* State instituted ongoing
retraining in light of new developments.” To
cope with the increased workload, State nearly
doubled the number of consular officers from
1,037 in 2002 to 1,883 in 2014.96

The intelligence community finally awoke
to the need to engage with the immigration
agencies and Congress improved interagency
communication, National
Counterterrorism Center (NCTC) under
the newly created Director of National

creating  the

Intelligence in 2004. As part of its new
Terrorist Screening Center, the FBI took
over the primary responsibility for the
terrorist watchlist from State, implementing
the Terrorist Screening Database (TSDB) in
2004.%7 All intelligence agencies must now
submit terrorism suspects to the list. As of
June 2016, it contained roughly a million.%
TIPOFF contained just 60,000 names on
the morning of September 11, 2001.9% State’s

CLASS now automatically incorporates
these data."°® CLASS itself contains 35
million records on visa refusals, criminals,
and others—up from 10 million in 2001.""
State also created secure channels to send
highly classified reports to consular officers
who need them."* In 2013, it partnered with
the National Counterterrorism Center on the
Kingfisher Expansion, which uses classified
information from all federal holdings to screen
for terrorism concerns."

The US. immigration system has far
more data from around the world fed into
it today than before 9/11. In 2007, DHS and
State began to incorporate fingerprints and
other data from the Department of Defense,
obtained during the occupations of Iraq
and Afghanistan, into their background
checks.”®* In 2010, DHS and State entered
into agreements to exchange biometric and
biographic data about visa applicants with
Australia, Canada, New Zealand, and the
United Kingdom."” Under the VWP, 38
countries must now promptly share data
on lost or stolen passports and exchange
intelligence regarding known or suspected
terrorists.”°® In 2011, the United States and
the European Union agreed to share extensive
passenger information, including contacts,
credit cards, and baggage information."”’

The State Department also began to cross-
check new watchlist entries against existing
visa holders to allow them to revoke a visa after
its issuance. If this had been in place before
9/11, it could have tipped off the department
to multiple hijackers.”® The agency also digi-
talized its photo database, which it had only
created in February 2001, to allow for facial
recognition searches.”®® Before 9/11, many
immigration records existed only on paper
and officers could not easily search them.
In 2004, State transformed the paper-based
security vetting into an electronic “interoper-
able network” to share information between
agencies."® In 2010, State created an online
nonimmigrant

visa application, allowing

easier pre-interview electronic vetting."™

At the same time, State fulfilled the 9/1x



Commission’s recommendation to introduce
biometric indicators—namely photographs
and fingerprints—into all new visas."*

In 2002, Congress created the Department
of Homeland Security in part to replace
INS and to facilitate better communication
between various aspects of the immigration
system and the intelligence agencies. The new
agencyimplemented another 9/11 Commission
recommendation with its US. Visitor and
Immigrant Status Indicator Technology
(US-VISIT) system, which collects biometrics
upon arrival in the United States and allows for
instantaneous comparison to the biometric
collected by State.'
Imposters posing as the correct recipient

visa information
carried out nearly 8o percent of visa fraud,
so these improvements were critical security
enhancements.'™#

The Department of Homeland Security
created Visa Security Units to support State
visa screening. It has deployed these units at 26
visa-issuing posts, and in 2010 they reviewed
815,000 visa applications, leading to 1,300
denials." Before 9/11, airlines could voluntarily
provide flight manifest information, but even
when they chose to, the information was
incomplete and inconsistent."® Now DHS
prescreens all passengers on all U.S. flights—
domestic andinternational—against watchlists
with its Secure Flight system, which would
have identified the three 9/11 hijackers who
were added to TIPOFF after their entries."”

The Department of Homeland Security
also created the Electronic System for Travel
Authorization to require preapproval for VWP
travelers who enter the United States without
visas. This system became operational for all
VWP countries in 2009.™ By 2006, all VWP
countries had to issue only machine-readable
passports that
identifier." By 2016, all visitors had to use

incorporate a biometric

e-Passports, which contain an electronic chip
with all biographic and biometric data as well
as their travel history.”*°

The most important change was that
immigration officials began to take terrorism
seriously. Before 9/11, immigration officials

considered security a minor aspect of their
jobs, primarily viewing visa issuance as a
customer service endeavor. In 2002, State
admitted that in reacting to increased demand
in the 1980s for temporary visas, “consular
managers, encouraged by Washington, have
addressed the lack of officers with a variety of
approaches, often referred to under the term
‘customer service.”"” More than anything,
9/11 changed visa security culture and made
every officer aware that security was the top
priority. These changes would have prevented
the 9/11 attack and likely did prevent potential
attacks after 9/11.

SECTION II: TERRORIST
INFILTRATIONS

Missing from all this is an estimate of the
rate at which consular officials still approve
terrorist visa applications after 9/11. Even so,
one of President Trump’s first actions was
to sign Executive Order 13769, titled in part,
“Protecting the Nation from Foreign Terrorist
Entry into the United States.”” When a
federal judge blocked this order, Trump signed
asuccessor of the same name, Executive Order
13780.”3 Both orders suspended all entries of
refugees for at least 120 days and nationals of
several Middle Eastern and North African
countries for at least 9o days.

The stated purpose of these suspensions
was to allow the DHS time to study the visa
vetting process.”* As evidence that the
screening process is inadequate, the order
claimed that some people “who have entered
the United States through our immigra-
tion system have proved to be threats to our
national security,” and specifically, “Since
2001, hundreds of persons born abroad have
been convicted of terrorism-related crimes
in the United States.” But simply because
someone was born abroad does not mean that
he or she entered the United States as a result
of a vetting failure.

Each order required DHS to issue a report
within 30 days to identify “whether, and if so
what, additional information will be needed

(44

The most
important
change
was that
immigration
officials
began to take
terrorism
seriously.

b



10

Government
reports on
terrorism
have provided
little new
useful
information
about the
adequacy of
terrorism

vetting. 99

from each foreign country to adjudicate an
application by a national of that country for
a visa, admission, or other benefit under the
[Immigration and Naturalization Act} (adju-
dications) in order to determine that the
individual is not a security or public-safety
threat.”® No official report was ever filed,
but a draft DHS intelligence assessment was
leaked roughly 30 days after the first order
was signed.” In the leaked report, DHS
reviewed 88 foreign-born, US.-based per-
sons who were “inspired by” a foreign ter-
rorist organization and who participated in
“terrorism-related activity” from March 2011
through December 2016.

The DHS draft intelligence assessment
concluded that “most foreign-born, US-based
violent extremists likely radicalized several
years after their entry into the United
States.”?® Tt based its conclusion on two
factors: half of the extremists in its dataset
were children when they entered the United
States, and the majority of the extremists
resided in the United States for a decade or
more before their indictment or death (though
these categories may overlap). Despite this
conclusion, the president replaced the second
order with yet another in September 2017,
banning immigration from Chad, Iran, Libya,
Syria, Somalia, Yemen, and North Korea,
while barring certain government officials
from Venezuela.””

In January 2018, the administration released
a joint report from the Department of Home-
land Security and the Department of Justice
(DHS-DQ)) about foreign-born terrorists.”°
It only reported the citizenship status—U.S.-
born, naturalized, or noncitizen—of “interna-
tional terrorism-related” convicts. It failed to
include domestic offenders or offenders who
were killed in terrorist attacks. Moreover, it
reported that “DHS and DOJ lack unclassified,
aggregated statistical information pertaining
to the timing of individual radicalization,” pro-
viding little new useful information about the
adequacy of terrorism vetting."”'

Sections II and III of this paper expand
upon the DHS intelligence assessment in six

significant respects. First, they enlarge the
period of analysis to October 1986 through
October 2017—the month after the president
signed the final executive order—evaluating
604 total offenders. Second, they estimate the
number of vetting failures. Third, they identify
the status orvisainvolved in each of the vetting
failure cases. Fourth, they calculate the vetting
failure rate for each admission category. Fifth,
they provide the risk of death from terrorism
as a result of vetting failures compared to the
risk of death from other causes of terrorism.
Sixth, for each of these results, they estimate
the changes over time, comparing the results
in the most recent 15-year period from 2002 to
2016 to the 15-year period from 1987 to 2001
leading up to 9/11.

Methodology and Sources

This analysis relies on publicly available
information in court documents, government
releases, and news reports to identify nation-
alities and years of entry.®* For sources for the
list of terrorism offenders, the 2017 draft DHS
intelligence assessment referenced above
relied on alist of unsealed international terror-
ismand terrorism-related convictions from the
National Security Division of DO]J as well as
unnamed “academic and government” sourc-
es.” In addition to the same DOJ conviction
list, this paper includes individuals whose ter-
rorism convictions DOJ has publicized on its
website from 2015 to October 2017—just after
the president’s most recent order.

As with the DHS analysis, this analysis
supplements the DOJ sources with several
leading academic sources, including George
Washington University’s Program on Extrem-
ism (GW), and the New America Foundation’s
International Security Program (NAF)."4 The
DOJ has not released a list of terrorism con-
victions prior to 9/11, and neither the NAF nor
GW data extend before 2001. However, a 2016
Cato Institute report provides an exhaustive
list of foreign-born terrorists who plotted or
conducted an attack in the United States, and
the 9/11 Commission’s staff report on terror-
ist travel provides several additional offenders



who did not plot an attack.” In addition,
the Global Terrorism Database (GTD) main-
tained by the National Consortium for the
Study of Terrorism and Responses to Terror-
ism at the University of Maryland, College
Park, provides a list of terrorist attacks by
both foreign and U.S.-born offenders.3®

The Global Terrorism Database also pro-
vides the total number of terrorism deaths each
year, and the number of deaths in each attack.
To identify the risk of death as a result of a
vetting failure, this analysis apportions deaths
from terrorist attacks based on whether the
attacker entered the United States as aresult of
avetting failure. It does not include the deaths
of the terrorists themselves. If an attacker had
coconspirators, each attacker is credited with
the same portion of the deaths from the attack
as their share in the conspiracy. For example,
the five 9/11 conspirators hijacked and crashed
a plane into the Pentagon, killing 189 people,
including themselves. This analysis counts
this attack as killing 184 people, crediting each
attacker with 36.8 deaths.

Following Cato’s 2016 report’s method-
ology, foreigners are credited with all deaths
in an attack in which a US.-born citizen
participated. For example, the two San Ber-
nardino shooters—Tashfeen Malik, a Pakistani
national, and Syed Rizwan Farook, a US.-
born citizen—killed 14 people. Malik received
credit for all 14 deaths for calculating the risk
of death, though Farook is still included as
a “lethal attacker” in statistics showing the
place of birth of such attackers. This decision
intentionally overstates the risk from foreign
attackers.

Identifying Terrorism Offenders

This analysis concentrates on foreign
entries of the United States primarily during
the period from October 1, 2001, to September
30, 2016, which corresponds with fiscal year
FY) 2002 to FY 2016. It includes terrorism
convictions or attacks up to October 2017, as
explained below, but all entries occurred in
the FY 2002 to FY 2016 period. These years
cover the time immediately following the 9/11

terrorist attacks as the federal government
moved to improve its immigration screening.
It compares this 15-year period to the 15-year
period leading up to the attacks, from October
1, 1986 to September 30, 2001 (FY 1987 to FY
2001). It counts terrorism offenders convicted
or killed, identifies their nationalities, and, if
born abroad, their ages at entry and their years
and modes of entry to the United States. It
also counts six offenders charged with killing
people in attacks in 2016 and 2017.
Nationalities were identified in all but one
case, and in that case the government and the
defendant herself appeared to assume the
United States as her birthplace, so this analysis
will also.”” In a few cases, a specific entry year
was unavailable, but a date by which the person
must have entered was available. Those who
naturalized, for example, must generally have
resided in the United States for at least five
years before receiving citizenship. Others had
business, employment, or school records that
provided the latest possible date for entry.?®
In lieu of a precise date, this analysis uses the
first year during which the person had to have
been in the country. Thus, if someone is known
to have been in the country in 2012, but it is
uncertain whether the person was in the coun-
try before then, this analysis assumes 2012 as
the entry date. Because this analysis assumes
anyone who committed an offense within 10
years of entry was a vetting failure, this dating
method biases the analysis in favor of finding
a vetting error. In two cases, the year of entry
and the category of entry were unknown. This
analysis assumes that these people entered
legally the year before their offense.
Altogether since 1987, 521 terrorism offend-
ers were convicted of a terrorism offense, 77
were killed while committing such an offense
in the United States or abroad, and 6 were
charged with killing someone in an attack
but have not yet been convicted. “Terrorism
offense” is defined as any DOJ Category I
terrorism conviction, meaning cases that are
“directly related to international terrorism.”"3?
To avoid missing any serious offenders whom
the government charged under nonterrorism
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statutes, this analysis broadens Category
I to include any DOJ Category II offense
that involved a conspiracy to commit a Cat-
egory I offense as well as any Category II
violent crime or conspiracy to commit a vio-
lent crime."*° Terrorism offenses prosecuted
under state law rely on the Global Terrorism
Center’s definition of terrorism: violent acts
“aimed at attaining a political, economic, reli-
gious, or social goal” through intimidation of a
“larger audience.”™#'

Appendix A provides a list of all federal ter-
rorism offenses included in this analysis. The
most common offenses were material support
to terrorists or material support to a designat-
ed foreign terrorist organization (FTO), with a
combined 249 convictions. There were anoth-
er 30 conspiracy offenses, primarily conspira-
cies to support terrorism or a foreign terrorist
organization. The only other offenses in dou-
ble digits were the use, or attempted use, of
weapons of mass destruction (37 convictions);
murder or attempted murder of government
employees (26 convictions); conspiracy to
murder, kidnap, maim, or damage property
overseas (23 convictions); and possession of a
missile designed to destroy aircraft (11 convic-
tions). Note that an offender may have been
convicted of multiple such offenses, so the
number of convictions is larger than the num-
ber of offenders. Another 77 people were killed
during the commission of a terrorism offense.
These deaths primarily include people who
allegedly went overseas to fight for terrorist
organizations.

Under its Category II designation, DOJ
counts a very large number of nonterrorism
offenses as “terrorism-related” convictions.
Of its 627 individuals, 45 percent (279) were
incarcerated solely for nonterrorism offenses.
DOJ labels them terrorism-related because
the conviction was the result of a terrorism
investigation. NAF and GW also include an
additional 14 convictions of persons whose
convictions were for nonterrorism offens-
es. Appendix A also provides a list of every
offense that the DOJ, GW, or NAF includes

that this report excludes, counting only those

convictions where the government did not
also convict the defendant of a terrorism
offense. These include 63 convictions for mak-
ing false statements to the government; 64 for
identification, visa, or passport fraud; 50 for
money laundering; 40 for immigration viola-
tions; 29 for various forms of financial fraud;
and 16 firearm offenses. Others include Social
Security fraud, drugs, and child pornography:.
Some of these nonterrorism offenders had mul-
tiple nonterrorism convictions.

Figure 1 categorizes the four broad types
of offenders convicted of terrorism-related
offenses, including all of DOJ’s Category I and
Category II offenses as well as all convicted
NAF and GW offenders. Terrorists who plot-
ted or carried out a U.S. attack made up only 22
percent of ‘terrorism-related’ offenders from
October 2001 to October 2017 (“U.S. plots”).
Nearly half of all cases involved nonterrorism
offenders (37 percent) or individuals extradited
or brought into the United States by the gov-
ernment during a sting operation (12 percent).
The US.-based terrorism offenders made up
barely half of all terrorism-related offenders
during this time.

Focusing only on those convicted of terrorism
offenses could exclude from the analysis some
undesirable people who may have radicalized
but who were never convicted of a terrorism
offense. For example, an analysis could include
immigrants who had their visas revoked on
terrorism grounds without a prosecution
for terrorism. Focusing solely on terrorism
convictions, however, allows for comparison
between U.S.-born and foreign-born offenders
and directs the attention to individuals whose
cases were serious enough to involve a terror-
ism prosecution, which are also the focus of
the president’s executive order.'#*

Defining Vetting Failures

A terrorism vetting failure occurs when a
foreigner is granted entry to the United States
who had, at the time of approval, terrorist
associations or sympathies and later went
on to commit any kind of terrorism offense,
including support for terrorist groups abroad.



Figure 1

Terrorism-related offenders by type of conviction, October 2001 to October 2017

Extradition
12%

U.S. plots
22%

Foreign terror
29%

Nonterrorism
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Source: Author’s calculations based on U.S. Department of Justice, George Washington University's Program on Extremism,
Global Terrorism Database, and New America Foundation'’s International Security Program.

Concerning the information unidentified in
a vetting error, “information” is defined as
broadly as possible to include private com-
munications or later-discovered private inten-
tions. This measure only captures the inability
of US. officials to identify this information
and not whether consular officers should have
been able to gather it. This analysis starts with
the assumption that unless other evidence
comes to light, anyone who commits a terror-
ist offense within 10 years of entry into the
United States initially entered the country
with the intention to commit such an act.

The vetting failure rate is defined as the
number of visa approvals and lawful entries
without visas per failure. This rate depends
on three factors: the number of nonterrorist
applicants, the number of terrorist applicants,
and the efficacy of the terrorist screening. The
visa vetting failure rate could decline if the
number of nonterrorist applicants increases,
the number of terrorist applicants decreases,
or the efficacy of the test increases. Section IV
addresses the number of terrorist applicants
and the efficacy of the terrorism test.

This analysis focuses only on the first visa
that successful applicants receive and their
subsequent admission. Although vetting
also occurs after foreigners have entered the
United States—such as when they apply for
citizenship or adjust their status to a different
classification—the initial failure is what puts
US. lives and property at danger. The initial
approval often allows for subsequent ones even
if they temporarily leave the United States.

If offenders did leave the United States and
received new visas overseas, this analysis only
counts their second approval if they had left
the country for at least five years and if they
concealed their earlier entries in some way (as
occurred twice). For example, although Khalid
Sheikh Mohammed lived in the United States
from 1983 to 1986 (a period outside the scope of
this study), he used an alias to receive a visa in
2001."8 Ali Saleh Kahlah al-Marri also lived in
the United States in the 1980s, but he lied about
it when he reapplied for avisa in 2000."#

Furthermore, this analysis treats visa issu-
ance and admission as two parts of a single
vetting process. A vetting failure occurs if an
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offender evaded either portion of the vet-
ting process. Thus, although Khalid Sheikh
Mohammed never used his visa, his approval
counts as a vetting failure.'"¥ Similarly, while
an airport inspector denied Mohammed al
Qahtani entry at an airport, the fact that he
received a visa and approval to travel to the
United States is a security failure."#% Richard
Reid is also included, although his attempted
attack occurred on a U.S.-bound airplane and
not after his entry to the United States.'#

Identifying Vetting Failures

Vetting failure cannot explain the presence
of terrorists in the United States in three
situations: individuals who were born in the
United States, those who entered illegally,
or those who received authorization to
travel to the United States on/y because U.S.
law enforcement wanted them to enter the
country in order to arrest or prosecute them.
These would include extradited offenders
or foreign suspects that the FBI enticed to
enter U.S. jurisdiction in order to make arrests
as part of a sting operation. Vetting failure is
also an unlikely explanation for people who
entered as juveniles. Consular officers did
not fail at vetting applicants when the young
children they approved for a visa grow up and
become terrorists.

To define “child,” there are plausible argu-
ments for using various ages younger than 18.
Consular officers generally only interview visa

48 However,

applicants if they are 14 or older.
the government has never charged an indi-
vidual under the age of 17 with terrorism."’
DHS’s 2017 intelligence assessment assumed
that there are no vetting failures for individuals
under the age of 16, and the State Department
appeared to adopt a similar view immediately
after 9/11 when it suspended visa issuances for
20 days for men in several countries between

5° For these last two rea-

the ages of 16 and 4s.
sons, this analysis will adopt the presumption
that if people entered when they were 15 years
old or younger, their eventual terrorist acts
resulted from failed assimilation and not from

avisa vetting failure.

For offenders who entered as adults, this
analysis reviews individuals’ case histories to
identify whether there were indications of
radicalization prior to their entry to the Unit-
ed States. If evidence is contradictory; it relies
on government sources. For example, Quazi
Nafis claimed that he did not intend to com-
mit an offense when he entered the United
States and that the FBI entrapped him, but the
government asserted that he entered with the
intention of committing a terrorist attack, so
this analysis counts him as a vetting failure.”’

Additionally, this analysis follows the DHS
assessment in considering a short residency
prior to indictment or death in a terrorist act
as an indication of radicalization prior to entry.
The longest period between entry and charge
in a case involving a post-9/11 entry, where the
government had any evidence of radicalization
prior to entry, was seven years. The Depart-
ment of Homeland Security considered more
than a r1o-year residency as an indication
that radicalization occurred after entry. This
analysis adopts that assumption, but further
assumes that /ess than a 10-year residency is an
indication of radicalization before entry.

Thus, if an offender’s indictment or death
occurred within a decade after his or her initial
arrival in the United States, this analysis adopts
the presumption that the person’s actions were
the result of a vetting failure, unless evidence
emerged to the contrary (see below). The goal
of this presumption is to count anyone who
plausibly could have intended to commit a ter-
rorism offense at the time of entry, even if the
government never found evidence of such an
intent. This presumption resulted in the inclu-
sion of an additional 14 offenders as vetting
failures who entered before 9/11, and one such
offender who entered after 9/11.

Identifying Non-Vetting Failures

Following DHS, this analysis does not
consider anyone who entered before the age
of 16 or who lived in the United States for at
least a decade before their charge to be a vet-
ting failure. This presumption resulted in the
exclusion of 75 offenders who entered before



9/11 and 2 offenders who entered after 9/11. A
longer residency presumption of, for example,
15 years could potentially increase the number
of vetting failures, but only for the pre-9/11
period. The evidence indicates that the two
post-9/11  entrants who committed their
offenses after 10 years of U.S. residency radi-
calized after their entry and would be excluded
regardless. Gufran Ahmed Kauser Moham-
med, who committed his offense in 2013, came
to the United States in 2003 at the age of 20
and radicalized after he moved to Saudi Arabia
in 2011.”? Tamerlan Tsarnaey, one of the 2013
Boston Marathon bombers who immigrated
to the United States as a 16-year-old in 2003,
radicalized around the time of his 2012 trip
to Russia.”s?

Since 9/11, only 25 people entered the Unit-
ed States for the first time after the age of 16
and went on to commit a terrorism offense
within 10 years of entry. Of these, evidence
indicates that 12 radicalized after their arrival.
Five post-entry radicalizations involved peo-
ple who entered as older teenagers. Yonathan
Melaku, who shot at the Pentagon in 2010,
converted to Islam after he immigrated to the
United States as a 16-year-old in 2005.%* The
FBI concluded that Omar Faraj Saeed Al Har-
dan, a Palestinian born in Iraq who lived in
Texas for seven years from the age of 17, “was
radicalized after he arrived in 2009.”5 Ulug-
bek Kodirov, according to the prosecutor,
became “radicalized by misinformation and
propaganda on the Internet” after his 2008
arrival as a 19-year-old.’s®

AbdulRazak Artan,aSomali child of an asylee
who entered as a 16-year-old, “self-radicalized”
online inside the United States, according to
Homeland Security Secretary Jeh C. Johnson,
House Homeland Security Committee Chair-
man Michael McCaul (RTX), and Rep. Adam
Schiff (D-CA), the ranking member of the
House Intelligence Committee—all of whom
received confidential FBI briefings on his case.””
According to court filings, Akhror Saidakhme-
tov; another child of an asylee who also entered
as a 16-year-old, radicalized online in response to

ISIS propaganda and sought to travel to Syria.®

Five offenders entered after 9/11 while in
their 20s, and then radicalized. Abror Habi-
bov, the Uzbek man who financed Saidakhme-
tov’s travel, entered as a 21-year-old in 2006
or possibly earlier on a temporary visa and
lived in the United States for nine or more
years before his offense.”® Habibov married
a non-Muslim wife in 2008 and, according to
her, he never practiced Islam. However, after
he abandoned her in 2010, he began to support
the Islamic State, and then divorced her in
2013.7%° Saidakhmetov’s Uzbek traveling com-
panion, Abdurasul Juraboey, entered in 2011 as
a 21-year-old after winning the green card lot-
tery, and then radicalized online in response
to ISIS propaganda.’® Another Uzbek man,
Sayfullo Saipov, who also won the green card
lottery in 2010 as a 22-year-old, lived in the
United States for seven years before killing
eight people with a truck in 2017. Investigators
concluded that he “radicalized online after he
came to the United States.”"®

According to prosecutors, Agron Hasbajra-
mi,a2o008green cardlottery winner from Alba-
nia, entered as a 24-year-old in order to “pursue
a career as an architect.” % At his sentencing, it
was “undisputed that when Hasbajrami immi-
grated to the United States he did not do so
with the intent of committing any crimes.” %4
Ahmed Mohamud, a Somali national who won
a greencard through the diversity visa lottery
in 2004 at the age of 28, ended up playing what
the government described as a “minimal role”
in a 2011 scheme to send money to Al-Shabaab,
the Somali terrorist organization." The fed-
eral judge described his history as “law-abiding
and productive” prior to meeting the conspir-
ators after he moved to St. Louis several years
after his arrival in the United States."*®

Two of these offenders entered the United
States while in their 30s. Amina Mohamud
Esse, a Somali refugee who entered in 2009,
does not appear to have ever truly radical-
ized. She contributed money to Somalia, but
upon discovering that the money went to
Al-Shabaab, she told the conspirators that she
wanted to stop."” They threatened her and
she briefly continued to send them money
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but then decided to stop, at which point her
husband expelled her from their house. She
ultimately pleaded guilty to material support
for a terrorist organization, and in an unprec-
edented decision, the judge—with the support
of the prosecutor—gave her probation. The
oldest entrant was Adnan Fazeli, an Iranian.
Fazeli converted from Shia to Wahhabi Islam
after his arrival and ultimately left the United
States to fight for the Islamic State, where he
died in 2016 —more than seven years after his
arrival in the United States."®® The other 13
offenders who entered after 9/11 are consid-
ered vetting failures.

This analysis excludes four offenders who
entered before 9/11 and committed offenses
within their first 10 years in the United States.
Khaleel Ahmed came to the United States
in 1998 as a 17-year-old who later, accord-
ing to prosecutors, radicalized in the United
States in response to the U.S. invasion of Iraq
in 2003, being arrested in 2007, nine years
after entry"® Similarly, Shahawar Matin Siraj
entered legally in 1999 from Pakistan as a
17-year-old and later applied for asylum. His
parents are moderate Ismailis, and an uncle in

Figure 2

the United States apparently converted him to
Sunni Islam after which he radicalized on his
own before his 2004 arrest. In a bizarre case,
Patrick Abraham, who entered the United
States from Haiti nine years before his charge,
was not Muslim, but according to the govern-
ment a friend whom he had met in the United
States recruited him into a plot to defraud a
federal informant by pretending to be part of
al Qaeda."”® The federal judge described him
at sentencing as easily manipulated into the
scheme.”" In an equally bizarre case, Ger-
man tourist Karen Paulson fell in love with a
member of the Republic of Texas, a U.S. militia
group purporting to establish an independent
country in Texas, and wound up participating
in a hostage-taking plot.”” Paulson was not
a Texas nationalist before her arrival in the
United States.

Vetting Failure Rates

Figure 2 groups vetting failures by the
period of entry of the offender. As it shows,
vetting failures have become much less fre-
quent since 9/11. Four times as many vetting
failures occurred in the 15 years leading up to

Terrorism vetting failures by period of entry, FY 1987 to FY 2016

60 -

52

Vetting failures

13

1987-2001

2002-2016

Period of entry

Source: Author’s calculations based on U.S. Department of Justice, George Washington University’s Program on Extremism,
Global Terrorism Database, and New America Foundation’s International Security Program.

Note: Convictions run through October 2017 (see methodology); all entries occurred before FY 2017.



the attacks than in the 15 years that followed.
Before the attacks, 52 offenders who radical-
ized prior to entry were convicted of terrorism
or killed during a terrorism offense, compared
to just 13 offenders after 9/11. Appendix B lists
each vetting failure with their biographical
details—for example, dates of arrival, age at
arrival, and nationality—as well as all terrorism
offenders along with their details.

From FY 2002 to FY 2016, consular officers
issued 115 million visas at foreign posts abroad,
and DHS authorized status for 1.2 million ref-
ugees and asylees and permitted 262 million
entries for people from VWP countries with-
out visas.'” Of these 373 million total approv-
als, there were 13 terrorism offenders (Table 1).
During the 15-year period from FY 1987 to FY
2001, there were 103 million visa approvals
and 1.7 million refugees and asylees, as well as
142 million VWP approvals. Among these 247
million total approvals, there were 52 terror-
ism offenders. Thus, the terrorism vetting fail-
ure rate has fallen 84 percent since 9/11—from
1 failure in 4.8 million vetting approvals prior
to 9/11 to 1 failure in 29.1 million after 9/11.

To put this rate in context, the US. gov-
ernment granted vetting approvals for a non-
terrorist population roughly equal to the

Figure 3

combined populations of America’s 14 largest
cities for each terrorism offender it wrongful-
ly approved over the last 15 years."”* It is also
important to note that these figures exclude
hundreds of millions of entries by Canadian
and Mexican legal border crossers, which the
government does not systematically track.'”

As seen in Figure 3, about half of the 52 vet-
ting errors from FY 1987 to FY 2016 occurred
during the three years before 9/11. Of those
errors, 21 involved conspirators in the 9/11
attacks. Even excluding the 9/11 conspirators,
however, both the number and rate of failures
have declined significantly since 2002. After
9/11, a majority of the 15 years saw no vetting
failures at all, while only 2 of the 15 years before
9/11 saw no failures. Almost three-quarters of
the post-9/11 failures were clustered in the
years 2007 through 2009. In only one year
after 9/11 were vetting failures more frequent
than 1 failure in 10 million approvals, while
the error rate rose above that level 11 times
before 9/11.

As Table 2 shows, the vetting failure rate
decreased for most admission categories as
well. The most dramatic decrease occurred for
tourist (B) visas and the VWP, where the failure
rates dropped 93 and 89 percent, respectively.

Terrorism vetting failure rates by year of entry for all terrorism offenders, FY 1987 to

FY 2016
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Table 1
Visa vetting failure rates by period, FY 1987 to FY 2016

Failures Visa approvals Vetting failure rate
1987-2001 52 246,950,307 1in 4.8 million
2002-2016 13 378,743,057 1in 29.1 million

Source: Author’s calculations based on U.S. Department of Homeland Security, U.S. Department of State, U.S. Department
of Justice, George Washington University's Program on Extremism, Global Terrorism Database, and New America
Foundation’s International Security Program.

Note: Convictions run through October 2017 (see methodology); all entries occurred before FY 2017.

Table 2
Vetting failure rates by admission category, FY 1987 to FY 2016

Before 9/11 After 9/11

Admission category Approvals Fail rate Fails  Approvals Fail rate
Tourist (B) visa 27 81,680,540 1in 3 million 2 84,339,751 1in 42 million
Student (F/M) visa 7 3,759,009 1in 537,000 3 6,234,822 1in 2.1 million
Visa Waiver Program 5 142,339,778  1in 29 million 1 262,263,763 1in 262 million
Immigrant visa 5 6,476,463  1in 1.3 million 2 6,888,257 1in 3.4 million
H .t . .

dimanitanan visas 4 262,169 1in 66,000 0 391,263 0in 391,000
(T/U) and asylum
lllegal entry 3 7,300,000  1in 2.4 million 0 4,230,000 0 in 4.2 million
Refugee 2 1,400,999 1in 701,000 4 869,383 1in 217,000
Apprehensions 1 19,112,964 1in 19 million 0 10,310,774 0 in 10 million
Family- -
AR Uy 0 212534  0in 212,000 1 770,354 1in 770,000
immigrant (K/V)
Empl t-based 0in4.5

mployment-base 0 4,508,240 n 0 10,171,351 0 in 10 million
nonimmigrant million
Cultural exchange . T : -

0 3,071,455 0 in 3 million 0 5,021,592 0 in 5 million

J/)
Diplomat visas (A/G
NXTO(r)n)a visass (AG] 1545124  0in 1.6 million 0 2178986  0in 2.2 million

Source: Author’s calculations based on U.S. Department of Homeland Security, U.S. Department of State, U.S. Department
of Justice, George Washington University's Program on Extremism, New America Foundation’s International Security
Program, U.S. Border Patrol; Robert Warren and Donald Kerwin, “Beyond DAPA and DACA.: Revisiting Legislative Reform
in Light of Long-Term Trends in Unauthorized Immigration to the United States,” Journal on Migration and Hurman Security
3, no. 1 (2015): 90.

*Note: employment-based nonimmigrants include E, H, I, L, O, PR, and TN visas.



Table 3
Vetting failure rates by nationality and period, FY 1987 to FY 2016

Before 9/11 After 9/11

Country Approvals Fail rate Approvals Fail rate

Saudi Arabia 16 704,916 1in 44,000 970,739 1in 971,000
Pakistan 7 885,776 1in 127,000 781,590 1in 391,000
Lebanon 5 354,510 1in 71,000 316,741 0in 317,000
Egypt 3 582,723 1in 194,000 664,579 1in 665,000
Palestine-Israel™ 3 1,822,754 1in 607,000 2,123,652  0in 2.1 million
United Kingdom 3 38,351,329 13 miillion 67,491,589  1in 68 million
Bahamas 2 288,231 1in 144,000 205,125 0 in 205 million
Jordan 2 342,629 1in 171,000 360,315 1in 360,000
Somalia 2 72,945 1in 36,000 115,278 1in 115,000
United Arab Emirates 2 127,801 1in 64,000 151,864 0in 153,000
Canada™ 1 1in unknown unknown 0 in unknown unknown
France 1 11,663,158 1in 11 million 22,760,706 0 in 23 million
Iraq 1 95,292 1in 95,000 282,403 1in 141,000
Japan 1 53,501,146  1in 54 million 56,970,766 0 in 57 million
Qatar 1 36,251 1in 36,000 71,931 0 in 73,000
Sudan 1 82,654 1in 83,000 85,656 1in 86,000
Sweden 1 3,161,654 1in 4 million 6,114,523  1in 6.1 million
Bangladesh 0 248,089 0in 248,000 378,741 1in 379,000
Nigeria 0 415,685 0 in 416,000 116,320 1in 116,000
Uzbekistan 0 37187 0in 37,000 130,534 1in 131,000
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Source: Author’s calculations based on U.S. Department of Homeland Security, U.S. Department of State, U.S. Department
of Justice, George Washington University’s Program on Extremism, and New America Foundation’s International Security
Program.

*Palestinians receive travel documents for temporary admissions, but immigrate as stateless persons or as citizens of other
countries.

**No agency systematically tracks Canadian VWP entries.
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The student (F) visa failure rate fell 74 per
cent. The immigrant visa vetting failure rate
for people coming to live permanently in the
United States declined 62 percent, from1in1.3
million to 1 in 3.4 million. Before 9/11, asylum
claims allowed two terrorists to enter, while
none did so after 9/11. Only two categories saw
vetting failure rate increases since 9/11: refu-
gees and family-based nonimmigrants.

While not included in the “vetting fail-
ures” in Table 1, Table 2 includes two cat-
egories of illegal border crossers: those who
made it across the border and those whom
Border Patrol apprehended. Before 9/11, Bor-
der Patrol caught and released one terrorism
offender who radicalized prior to entry (as was
a common practice for non—asylum seekers at
the time), and it failed to apprehend three oth-

ers.'7°

Neither situation has happened since
9/11. Several categories have not had a single
visa vetting failure at any time in the past three
decades: temporary workers of all skill levels,
cultural exchange visitors, and diplomats from
all countries.

Table 3 provides the vetting failure rates
for the 20 nationalities that had at least one
vetting failure since 1987. Each represents
the nationality under which the person first
entered the United States, not necessarily
the person’s place of birth (although place of
birth is relevant for all immigrant visa appli-
cants). Vetting failure rates declined for each
nationality that had a failure before 9/11. Prior
to 2002, 10 nationalities had multiple failures,
including 6 with three or more failures. After
9/11, there were only two nationalities with
multiple failures and none with three. Only
one of the eight nationalities singled out by
the president’s travel ban—Chad, Iran, Lib-
ya, North Korea, Syria, Somalia, Venezuela,
and Yemen—had any failures in either period
(Somalia). During this time, the other travel
ban countries saw 5.5 million visa issuances and
refugee admissions.

Ten of the 17 nationalities that saw at least
one vetting failure before 9/11 saw none at all
after 9/11, and 3 others had a vetting failure
for the first time (Table 3). Moreover, the four

nationalities with the most failures before
9/11 produced a combined 31 vetting failures.
After 9/11, those four countries produced only
a combined four failures. Most dramatically,
Saudi Arabia had just 1 after the attacks, while
it had 16 before them. These facts highlight
the difficulty of predicting future terrorist
infiltrations and the futility of designing a ban
to stop them. They also highlight the capabil-
ity of the U.S. government to suppress failures
without nationality bans.

The president’s order specifically singles
out immigrants (that is, foreigners entering
from abroad to obtain legal permanent resi-
dency). It bars all immigrant visas to seven of
the eight targeted nationalities, while allowing
at least some temporary entries from most of
those nationalities. For this reason, it is worth
separately considering the vetting failure rates
for immigrant visas by nationality. Immigrant
visa vetting failures comprised only 11 percent
of vetting failures from 1987 to 2016. As Table
4 shows, four nationalities had immigrant visa
vetting failures in the 15 years leading up to
9o/11, and two did after the attacks. Not shown
in Table 4, nationals of the eight travel ban
countries separately received 348,740 immi-
grant visas during this time, yet none of the
immigrant vetting failures occurred among
these nationals.

These declines are even more remark-
able because the two most common terrorism
offenses in the post-9/11 era—material support
for terrorism and material support for a foreign
terrorist organization—did not exist before
1994 and 1996, respectively.”” Moreover, DOJ
rarely prosecuted individuals for offenses under
these statutes until after 9/11, convicting just
three individuals of such offenses from 1996 to
2001."78 They also rarely conducted FBI sting
operations that targeted terrorism offenders, as
they have routinely since 9/11."79

SECTION IlI: THE RISK FROM
VETTING FAILURES

This analysis shows that vetting failures
do happen, even if they are less frequent than



Table 4
Immigrant visa vetting failure rates by nationality and period, FY 1987 to FY 2016

Before 9/11 After 9/11
Countries Fails  Approvals Fail rate Fails  Approvals Fail rate
Lebanon 2 40,456 1in 22,000 0 30,179 0in 30,000
Egypt 1 43,744 1in 16,000 0 81,878 0in 82,000
Pakistan 1 122,289 1in 135,000 1 152,568 1in 152,000
Jordan 1 9,296 1in 9,000 0 47,852 0in 50,000
Sudan 0 8,032 0in 8,000 1 16,528 1in 17,000

Source: Author’s calculations based on US. Department

of State, US. Department of Justice, George Washington

University's Program on Extremism, and New America Foundation’s International Security Program.

they have been in the past. The president’s
proclamation treats these failures as a very
high risk to Americans, worthy of significantly
more attention and government resources.
But vetting failures represent only a very small
portion of total terrorism offenders since 9/11;
few of the terrorists have engaged in plots
against Americans in the United States and
these plots have resulted in an infinitesimally
small share of homicides in the United States.
The risk from these failures is not only small,
but is growing smaller over time.

To consider post-9/11 vetting failures in
context, Figure 4 includes offenders if their
date of conviction or death occurred after
9/11, regardless of their date of entry. Of the
5§31 post-9/11 terrorism offenders, 94 percent
did not enter the United States as a result of
avetting failure. As Figure 4 shows, more than
43 percent of terrorism offenders were born in
the United States, 20 percent were extradited
or intentionally lured into the country by a
U.S. law enforcement sting, 14 percent entered
when they were 15 years old or younger, and 15
percent entered as adults but radicalized after
entry. Two terrorists (0.4 percent) entered ille-
gally™® Only 6 percent entered as a result of
vetting failures, and two-thirds of those were
prior to 9/11.

Setting aside individuals extradited or
lured into the country by an FBI sting, only 35

offenders who were convicted or killed after
9/11 actually entered the United States after
the September 11 attacks. Only 27 entered
as adults (5 percent of all terrorism offend-
ers) and only 13 of those were vetting failures.
Thus, post-9/11 vetting failures account for
just 2.45 percent of the 531 terrorism offenders
convicted or killed after 9/11 (Table 5).

Terrorist Attacks as a Result
of Vetting Failures

Even few vetting failures could carry serious
risks for Americans. It is possible that despite
the small numbers, the 13 post-9/11 failures
created a risk equal to the 52 pre-9/11 failures.
For this reason, it is important to analyze vet-
ting failures based on whether the individuals
who evaded vetting went on to plan to kill U.S.
residents and whether those plans succeeded.

Such serious failures have also become
even rarer than failures in general. Table 6 pro-
vides vetting failure rates based on the type
of offense that the offender committed both
before and after 9/11. It shows three offense
types: “All Offenders” refers to vetting failures
that resulted in any terrorism offense included
in this analysis. “All Plotters” refers to a sub-
set of all offenders: any vetting failures that
allowed offenders to plot a terrorist attack in
the United States regardless of whether they
were able to carry it out. “Lethal Attackers”
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Figure 4
Terrorism offenders convicted or killed, by type of legal entry, FY 2002 to FY 2017
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Source: Author’s calculations based on U.S. Department of Justice, George Washington University’s Program on Extremism,
Global Terrorism Database, and New America Foundation'’s International Security Program.

Note: Convictions go through October 2017 (see methodology); all entries occurred before FY 2017.

Table 5

Convicted or killed terrorism offenders by type of entry, FY 2002 to FY 2016

Method or type of arrival

Percent of total

Post-9/11 vetting failures
Other foreign-born entries (before and after 9/11)

U.S.-born offenders

13 2.45%
289 54.42%
229 43.12%

Source: Author’s calculations based on U.S. Department of Justice, George Washington University’s Program on Extremism,
Global Terrorism Database, and New America Foundation’s International Security Program.

refers to a subset of all US. plotters: any plot
that killed at least one resident in the United
States who is not the attacker.

As Table 6 shows, vetting failure rates
declined substantially for all three types of
offenders. Vetting failures generally declined
84 percent after 9/11, but failures that permit-
ted the entry of terrorists who plotted attacks
targeting people in the United States declined
87 percent. Not only were fewer such terror-
ists admitted after 9/11, each individual was

less dangerous than each one admitted before
g/11. Failures resulting in at least one death
declined even further—98 percent from 1 in
9.2 million before 9/11 to 1 in 379 million after
the attacks.

Even excluding the 9/11 hijackers, however,
the rate of deadly vetting failures would still
have declined over the 15-year period. Since
9/11, the US. government has granted entry
to a population greater than that of the entire
country for each deadly attacker it admitted.



Table 6

Vetting failure rates by type of offense and period, FY 1987 to FY 2016

Before 9/11

Offense type  Fails  Approvals

All offenders 52
All plotters 39

Lethal attackers 27

Fail rate
246,950,307 1in 4.7 million 13
246,950,307 1in 6.3 million 8

246,950,307 1in 9.2 million 1

After 9/11

Fail rate
Fail rate change

Fails  Approvals
378,743,057 1in 29 million -84%
378,743,057  1in 47 million -87%

378,743,057 1in 379 million  -98%

Source: Author’s calculations based on U.S. Department of Justice, George Washington University's Program on Extremism,
Global Terrorism Database, and New America Foundation'’s International Security Program.

The difference in threat level becomes even
more dramatic after factoring in the number
of deaths that these attackers caused. Table 7
categorizes deaths based on the dates when
their attackers entered the United States, not
the dates of the attacks themselves, which is
the date of interest because their entry created
the risk for deaths later. After 9/11, vetting fail-
ures caused 9 percent of all terrorism deaths,
killing 14 victims. Previously, vetting failures
had accounted for a majority of lethal attack
ers and 94 percent of all terrorism deaths, kill-
ing 2,986 victims. This reduction accounts for
almost all of the reduction in terrorism deaths
since 9/11. From 1987 to 2001, the risk of death

from vetting failures was 1 in 1.5 million per
year. This means that terrorists killed 1 person
in 1.5 million in the United States each year.
Since 9/11, that risk has been reduced 99.5 per-
cent—to I in 328 million annually. For compari-
son, the risk of death from a regular homicide
during this period was 1 in 20,000 per year.'"
The 2002 to 2016 vetting failure rate results
could increase in the next couple of years
because it is possible that some individuals
who entered during those years will commit
terrorist attacks after that period, just as some
individuals who entered from 1987 to 2001 did
after that period. However, from 2002 to 2016,
one vetting failure was arrested about every 15

Lethal terrorists by period of entry and type and number of victims, FY 1987 to

Table 7
FY 2016
Before 9/11
Vetting Other Us.-
failures foreign born
Lethal attackers 27 7% 17
Share in period 53% 14% 33%
Deaths 2,986 1 186
Share in period 94% 0.3% 6%

After 9/11
Vetting Other U.S.-
failures foreign born
51 1 3 34 38
100% 3% 8% 90% 100%
3,183 14 13 124 151
100% 9% 9% 82% 100%

Source: Author’s calculations based on U.S. Department of Justice, George Washington University’s Program on Extremism,
Global Terrorism Database, and New America Foundation'’s International Security Program.
Note: Deaths are current through November 2017; all entries are before FY 2017.
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months, and the average time between entry
and offense was about two and a half years.
Therefore, based on current trends, two
additional vetting failures are likely to reveal
themselves during that period who had not yet
carried out their offense as of October 2017.
Given that there were 39 more vetting failures
prior to 9/11, this possibility does not signifi-
cantly affect the overall trends in this analysis.

SECTION IV: TERRORIST
SCREENING AND INFILTRATION

Visa vetting failures have become rarer
since 9/11. Possible explanations for this are
that fewer terrorists attempted to enter during
this time or that vetting procedures screen out
more terrorists, or both. The former explana-
tion is implausible. By nearly every possible
measure, the number of foreign terrorists
has grown dramatically. From 2000 to 2015,
the number of foreign terrorist organizations
doubled and their membership tripled.’* The
number of foreign terrorism attacks and the
number of deaths from terrorism outside the
United States from 2001 to 2015 each doubled
their totals from 1988 to 2000."

Nor has immigration policy itself shifted
away from areas that had visa vetting failures
before 9/11. In fact, the number of visas or
entries without visas for nationals of the 17
countries that had at least one vetting failure
prior to 9/11 increased by 47 million. Indeed,
only three such countries saw total flows
decrease (see Table 3 above). Saudi Arabia
had, by far, the most failures before 9/11 and it
saw a 38 percent increase in visa issuances and

Table 8

refugee admissions since 9/11. Broader immi-
gration policy simply cannot explain the drop
in vetting failures.

Tougher immigration vetting likely played
at least some role in preventing terrorist
entries. As explained in Section I, the vetting
improvements were specifically targeted at
preventing a 9/11 style attack by a foreign
terrorist group. The improvements appear
to have specifically reduced failures for these
types of terrorists.

Table 8 categorizes the 50 vetting failures
for which we have some evidence regard-
ing their pre-entry activities, statements, or
beliefs. “Terrorist organization connections”
refer to individuals for whom we have evidence
that they contacted terrorist groups overseas
before they entered the United States. “Other
extremist associations” refer to those who had
contact with other extremist individuals, and
“personal statements” refer to individuals who
claimed to have radicalized prior to entry or
made private comments, but did not associ-
ate with other extremists prior to entry. The
number of failures involving people with con-
nections to foreign terrorist organizations has
declined dramatically, while failures involving
the other last categories has hardly changed.

This provides further evidence that the
changes to the vetting system has driven some
of the improvements in the drop in vetting
failures. It makes sense that any enhance-
ments in intelligence gathering would primar-
ily affect those connected to known terrorist
groups. Additionally, the government has actu-
ally denied visas to far more people based
on concerns about terrorism. Congress first

Vetting failures by type of information missed, FY 1987 to FY 2016

Terrorist organization

connections
FY 1987-2001 32

FY 2002-2016 6

Other extremist

associations Personal statements

Source: Author’s calculations.



introduced a specific terrorism bar to entry
in 1992; before that, terrorists were barred
under general security grounds. From 1992
to 2001, State Department consular officers
denied visas to 488 applicants on terrorism
grounds—49 per year (Figure 5). After 9/11 they
denied visas to 3,596 applicants on the same
grounds—240 per year.'®#

The Department of Homeland Security
screens VWP entrants, refugees, and asylees,
but fails to report the number of denials as a
result of terrorism concerns. Setting those
categories aside, there were 32 State Depart-
ment vetting failures from 1992 to 2001, and
8 failures from 2002 to 2016. Thus, terrorism
screening excluded 15 applicants on terrorism
grounds for each person it permitted to enter
before 9/11, and excluded 450 for each per-
son that it permitted to enter after 9/11. Had
the screening continued at its pre-9/1r effec-
tiveness, 29 times as many terrorists would
have entered the United States after 9/11 as
actually did.

While the government has not made pre-
cise statistics on refugee denials publicly avail-
able, it has stated that the security screening
process has revealed that “hundreds of

individuals from different countries, includ-
ing hundreds of individuals from Syria, have
had their admissions to the United States
denied because of information that was found
in these [national security] databases.”™
Refugees present unique vetting challenges.
Because they are displaced from their homes
and countries, they have difficulty obtaining
original identification and documentation.
Instability in their home countries can also
obstruct access to their government’s criminal
records, and official persecution can also make
such records unreliable in any case.

However, many refugee applicants will
have previously had contact with the US.
government directly through visa screening
or employment or indirectly through family
members in the United States, and biological
relationships are documented through DNA
testing.®® Several factors also mitigate the
difficulty of obtaining records. First, unlike
other immigrants, refugees generally cannot
select their destination country in advance.
The United Nations High Commissioner for
Refugees (UNHCR) generally begins the pro-
cess by referring less than 1 percent of all refu-
gees to the United States (the others remain

240

Figure 5
Annual average visa refusals for terrorism by period of denial, FY 1992 to FY 2016
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in UNHCR camps or elsewhere).”s By itself,
this makes it statistically unlikely that a ter-
rorist operation working through the refugee
program would succeed.

Second, resettlement decisions are based
on humanitarian concerns—situations in the
country to which the refugee has fled that give
rise toareason for resettlement, such asunique
medical needs or persistent persecution even
in the country to which they have fled.s®
These criteria further weed out would-be infil-
trators without legitimate claims. Third, the
U.SS. resettlement refugee security screening
process generally takes more than two years,
with no guarantee of resettlement, creating a
natural incentive for terrorists to seek other
routes to attack the West.”® These factors
could explain the few refugee screening errors
before and after 9/11.

Policy Responses to the
Visa Vetting Failures

US. policymakers have not ignored the
post-9/11 vetting failures. In response to the
vetting failure cases where the U.S. government
found evidence of radicalization prior to
entry, it further tightened its procedures.
While technically a post-9/11 failure, the first
vetting error occurred just three months after
the September attack when Richard Reid, a
British national who boarded a U.S.-bound
flight under the VWP, attempted to detonate
a bomb in his shoe during the flight."° As
previously mentioned, VWP travelers had
little vetting prior to entry in 2001.

Reid also used multiple passports to
cover his travel to terrorist training camps in
Afghanistan and Pakistan."”" Today, all VWP
passports must create electronic travel records,
which would have alerted authorities to his
movements."” All airlines must now supply
passenger-manifest information to DHS prior
to flying, which allows DHS to check the
new watchlists.”” As an operative in a larger
network, Reid would have had a much greater
chance of being watchlisted after 9/11 than
before because the U.S. intelligence agencies

shifted their attention toward terrorist
travel and because VWP countries now must
share intelligence with the United States on
terrorists within their borders. VWP travelers
now cannot board a plane without first
receiving prior approval to travel under the
Electronic System for Travel Authorization,
which checks biographic information against
law enforcement databases.

Umar Farouk Abdulmutallab’s Christmas
Day attempt to detonate a bomb hidden in
his underwear on a U.S.-bound flight in 2009
triggered the most comprehensive scrutiny of
the vetting process since 9/11. His case is com-
plex. Consular officers denied Abdulmutallab
a tourist visa twice in 2004—first for applying
too far from his place of residence, and then
later for failing to disclose the denial when he
reapplied.””* A supervisor reversed the second
denial, a decision that initially had no nega-
tive repercussions for security. In 2008, when
Abdulmutallab applied again for a tourist visa,
however, he again incorrectly claimed to have
never received a visa denial, yet the depart-
ment’s system failed to notify the adjudicating
officer to the earlier denials, which it consid-
ered “resolved” because of the supervisor’s
override."” Today, the vetting system provides
consular officers the full case history of an
applicant, including initial determinations.’®

In 2008, the US. embassy in London grant-
ed Abdulmutallab a two-year, multiple-entry
tourist visa."”” He flew to Houston to attend an
Islamic seminar and left without incident.™
In October 2009, he traveled to Yemen to
meet with Anwar al-Awlaki, a major al Qaeda
leader, who encouraged him to carry out a
US. attack.”? After Abdulmutallab’s father
told U.S. embassy officials in Nigeria that he
suspected his son may have radicalized, State
notified the Terrorist Screening Center, and
after some initial confusion over his name, a
consular official classified Abdulmutallab as
a “possible terrorist,” the broadest classifica-
tion in its CLASS watchlist and a designation
that, at the time, would not have prevented
him from boarding a plane.”*° After this



incident, however, DHS updated its Secure
Flight airline manifest screening to create an
expanded watchlist that would have included
Abdulmutallab.***

In December 2009, State sought to revoke
the visa, but a U.S. intelligence agency told it
not to because it did not believe that Abdul-
mutallab was an immediate threat and did not
want to tip him off to its surveillance, believ-
ing that he would help them unravel a larger
conspiracy.’°* In that way, the government
directly attempted to allow him to enter the
United States for the purpose of its investiga-
tion, which means this case is debatably not a
vetting failure since procedures identified him
before he traveled. State officials have admit-
ted, however, that they possessed the indepen-
dent authority to revoke his visa and updated
the agency’s visa revocation policy in response
to the attack.”> The new policy automatically
revokes any visa to a person classified as a “pos-
sible terrorist.”*°4 State also greatly expanded
its law enforcement investigator positions to
investigate similar cases of reported radical-
ization of current visa holders.>*

DHS responded to the attack by increas-
ing the number of Visa Security Units at visa
posts, a policy that Senate Judiciary Commit-
tee Chairman Charles Grassley (R-IA) has said
would also have prevented it.>°® It expanded
the use of full-body scanners to detect hid-
den explosives and swabbing people’s hands
to detect explosive residue.**” The National
Counterterrorism Center created specific
teams designed to follow-up on tips, such as the
one submitted by Abdulmutullab’s father.2°3
Perhaps most importantly, the United States
began to share its visa application information
with the United Kingdom, Canada, Australia,
and New Zealand.**? Because Abdulmutallab
attempted to obtain a British visa by fraud in
May 2009, this measure could have also trig-
gered a revocation of his visa.*"°

After the 2009 admission of Iraqi insur-
gents Waad Ramadan Alwan and Mohanad
Shareef Hammadi as refugees, the FBI found
Alwan’s fingerprints on a detonator for an

improvised explosive device 1ED) used to kill
Americans in Iraq." This discovery enabled it
to carry out a sting operation and arrest him
and his friend for attempting to supply weap-
ons to Iraqi insurgents in 2011."* In response,
the FBI created a new database of fingerprints
drawn from its IED repository from Iraq and
Afghanistan, a move that would have prevent-
ed Alwan’s admission.*"

After Abdinasir Mohamud Ibrahim’s 2007
entry as a Somali refugee, the FBI discovered
that he had lied on this refugee application
about his clan affiliation; he was actually part
of the Somali clan responsible for persecution
of other clans, and was related to and friends
with members of Al-Shabaab, the Somali ter-
rorist group.”* While in the United States
from 2007 to 2014, Ibrahim sent $100 to his
friend, who was an Al-Shabaab member. He
also lied about his age and other biographical
details. Such fraud can be difficult to detect,
but since 2007 the State Department, Depart-
ment of Homeland Security, and United
Nations High Commissioner for Refugees
have each instituted numerous new measures
to combat refugee fraud.”” In particular, the
State Department has started to implement
multiple prescreening interviews for refugees
because “conducting more than one interview
serves as a fraud deterrent because it allows
the staff to check for consistency across inter-

views and identify false information.”*

The Difficulty with Further

Vetting Improvements

Given these changes, the government has
very little opportunity to improve visa vetting
in a meaningful way. The other eight vetting
failure cases highlight the difficulty of going
further. Jubair Ahmad, for example, did briefly
train when he was 16 years old with Lashkar-e-
Taiba (LeT), a foreign terrorist organization
in Pakistan.”"” The terrorists refused to train
him until he was older. The problem is that
Ahmad never applied for a visa for himself
and appears to have never wanted to leave
Pakistan. Instead, he received legal permanent
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residency as a derivative of his parents, who
had applied for immigrant visas when he was 3
years old. After waiting 16 years, they received
their approvals in 2006, and he also received a
visa as a derivative applicant as a child under
the age of 21. Rather than planning an attack
upon his arrival, however, Ahmad repeatedly
sought to return to Pakistan to join LeT. The
FBI ultimately arrested him for posting a You-
Tube propaganda video for LeT.

San Bernardino shooter Tashfeen Malik’s
husband sponsored her for a green card, and
the administration determined that Malik
met all the requirements to receive a visa—
she was, in fact, a fiancée of a U.S. citizen—
and “background checks did not reveal any
derogatory information.”*® At this point, she
had not engaged in any illegal activity. Malik
sent Facebook messages to agroup of Pakistani
friends expressing support for ISIS.*"” While
in Saudi Arabia, she also exchanged messages
with Syed Rizwan Farook, her future husband
and fellow attacker, about their mutual support
for terrorism.””® After the San Bernardino
attacks, the State Department began a pilot
program of mandatory social-media screening
at 17 foreign visa posts.**’ (It expanded
that effort in 2017) But according to law
enforcement officials, social-media screening
would not have identified these messages
because she had strict privacy settings
and she used a pseudonym online to hide
her identity.**

Several other vetting failures had even
less information to go on. Quazi Mohammad
Rezwanul Ahsan Nafis and Mahmoud Amin
Mohamed Elhassan had researched extremist
teachers Sami Osmakac and Anwar al-Awlaki
prior to immigrating, but neither revealed
their intentions publicly until after their
arrival.”? Similarly, Khalid Ali-M Aldawsari
blogged about his reasons for coming to the
United States, but only after he entered—and
then only under a pseudonym.*** Fazliddin
Kurbanov claimed to have radicalized in
response to the rape of a Muslim girl by U.S.
soldiers in 2009.”” This statement is the

only publicly known indication of pre-entry
radicalization. For Hosam Maher Husein
Smadi, no public information exists showing
pre-entry radicalization. He entered as
a 16-year-old and is classified as a vetting
failure because he purportedly “indicated” to
undercover agents that he had come to commit
acts of terrorism, but there are several reasons
to believe that this was untrue, and that he was
only attempting to impress them.

Of those cases lacking a documented con-
nection to terrorist organizations overseas,
only Ahmed Abdellatif Sherif Mohamed,
who was born in Kuwait but possessed Egyp-
tian citizenship, entered in January 2007 on a
student visa and appears to have had a docu-
mented pre-entry terrorist history. Egyptian
authorities detained him for four months on
“terrorism-related charges” in 2003.**’ He
admitted on his visa application that he had
been arrested, but he was issued a visa any-
way?28 Immediately after his arrival in the
United States he started to plan a terrorist
attack, began to build a bomb, and attempted
to purchase a rifle. He claimed to have previ-
ously trained with weapons overseas, but it is
unknown if he had any foreign terrorist group
affiliations.**?

The Costs of Restrictions

The reality is that no vetting regime will
ever catch every bad actor. The goal should
be to identify the most dangerous, and the
post-9/11 vetting system has proven especially
capable of doing so. Because 9/11-style attacks
are complex conspiracies, identifying even
a single member as a conspirator in the plot
would unravel it, making 100 percent accu-
racy unnecessary. The government has already
responded to 9/11 and the visa vetting failures
over the last 15 years in targeted ways, address-
ing the specific shortcoming that those failures
revealed. Blindly enacting new requirements
without any evidence that these standards are
capable of protecting the country will only
create unnecessary costs. The United States
benefits greatly from immigrants and other



foreign travelers, and further restrictions will
simply harm Americans without any benefit.
The potential losses are substantial. Immi-
gration produces an economic boon to U.S.
natives of between $35 billion and $230 bil-
lion annually, and tourism adds another almost
$200 billion.”°

efits to the immigrants themselves. Accord-

These figures exclude ben-

ing to the National Academy of Science’s
2016 report on the fiscal effects of immigra-
tion, immigrants, on average, pay between
$92,000 and $173,000 more in taxes than
they receive in benefits in net present value
over their lifetime.”?" The fiscal and economic
gains pay, in part, for infrastructure, health
care, and policing that improve—and even
save—lives elsewhere.

Shutting off or greatly restricting immi-
gration in response to terrorism simply
cannot be justified. Using the highest
estimate of the cost of a terrorism death, the
Cato Institute’s 2016 report on the risk of
foreign-born terrorism generally concluded
that a moratorium on all immigration and
tourism would have been justified over the last
41 years only if terrorism had killed more than
200 times as many people as it did.*** This
estimate included 9/11, but as this analysis has
already documented, another 9/11 style attack
has become far less likely.

Even modest restrictions will impose costs
that fail to equal the benefits. That is partly
because the possible benefits—a reduction of
less than one death per year—are so miniscule,
but also because, as research from other
risk-reduction domains has shown, attempts
to reduce risk below already negligible levels
becomes exponentially more expensive
since all the easiest fixes have already been
completed.” The risk of vetting failures is
already approaching zero. Further investments
will yield few benefits.

CONCLUSION
The United States
“extreme vetting.” While people of all

already practices

types—foreign-born or U.S.-born—will always
pose certain risks to the country, the country
has maxed out its capacity to improve immi-
gration vetting. Fortunately, vetting failures
are very rare and pose a small risk to the Unit-
ed States. The United States can continue to
accept immigrants from around the world
with the knowledge that vetting has improved
tremendously since the catastrophic failure on
9/11. The government needs to remain on the
lookout for potential threats, but the evidence
indicates that its existing processes are already
succeeding in weeding out terrorists. This con-
clusion suggests that if the government insists
on additional security spending, it should pri-
oritize domestic counterterrorism efforts over
visa vetting.

This analysis also demonstrates that nei-
ther terrorism as a result of vetting failures nor
terrorism as a result of failed assimilation pres-
ents significant threats to Americans. About
230,000 more Americans were murdered
in nonterrorism homicides than were killed
by terrorists of all kinds in the United States
from 2002 to 2016.73* Of course, another 9/11
style terrorist attack should concern US. law
enforcement, but the post-9/11 reforms to visa
vetting, in conjunction with improved airline
security, make such a complex conspiracy
vastly more difficult to accomplish. For these
reasons, terrorism should play only a minor
role in debates over immigration going for-
ward. The government should continue its
pre-Irump administration policies to prevent
such attacks and not erect new unnecessary
barriers to legal immigration.

APPENDIX A

Terrorism-related offenses

TERRORISM OFFENSES

M 18 US.C. 32 (aircraft sabotage, I conviction)

B 18 US.C. 43 (animal enterprise terrorism, 2
convictions)

W 18 US.C. 175, 175b, 229, 831, 2332a: (Use
of biological, nuclear, chemical or
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other weapons of mass destruction, 37
convictions)

B 18 US.C. 956 (conspiracy within the United
States to murder, kidnap, or maim persons
or to damage verified property overseas, 23
convictions)

B 18US.C.1203(hostage taking, 5 convictions)

W 18 US.C. 1993 (terrorist attacks against
mass transportation systems, I conviction)

M 18 US.C. 2332 (terrorist acts abroad against
United States nationals, 2 convictions)

B 18 US.C. 2332b (terrorism transcending
national boundaries, 3 convictions)

W 18 US.C. 2332f (bombings of places of public
use, government facilities, public transpor-
tation systems and infrastructure facilities,
2 convictions)

B 18 US.C. 2332g (missile systems designed to
destroy aircraft, 12 convictions)

B 18 US.C. 2339A (providing material support
to terrorists, 113 convictions)

W 18 US.C. 2339B (providing material support
to designated terrorist organizations, 136
convictions)

B 18 US.C. 2339C (prohibition against financ-
ing of terrorism, 2 convictions)

B 18 US.C. 2339D (receiving military-type
training from an FTO, 4 convictions)

M 21 USC. 1010A (narcoterrorism, I
conviction)

B 49 USC. 46502 (aircraft piracy, 3
convictions)

B 18 US.C. 14, 117 (attempted murder,
murder of government employees, 26
convictions)*

B 18 US.C. 371-73 (conspiracy, 30 offenses)*

W 22 US.C. 2778 (arms export controls, 3
convictions)*

B Killed during terrorism offense, 31 cases™

*Not included by the U.S. Department of Jus-
tice as a Category I terrorism offense

NONTERRORISM OFFENSES

B 8 US.C. 1001, 1542, 1014, 1015(2)
(false statements to investigators, 63
convictions)

W 18 US.C. 1028, 154346 (IDAisa/passport
fraud, 64 convictions)

B 18 USC. 1956 (money laundering, 50
convictions)

B 8 US.C. mor-1778; 18 US.C. 1425, 1015
(immigration, 40 convictions)

B 18 US.C. 1029, 1331-34,513,157 15 US.C. 78j;
and 31 US.C. 5324 (credit card, bank, bank-
ruptcy, wire, securities fraud; structuring
financial payments to avoid reporting, 29
convictions)

B 18US.C. 922,26 US.C. 5861 (firearms, 16
convictions)

W 18 US.C. 1962 (racketeering, 15 convictions)

B 18 US.C. 1519, 1505, 1512, 1503 (Obstruction
of investigations/witness tampering/juror
threats, 12 convictions)

B 26 US.C. 7212 (taxes, 7 convictions)

W 18 US.C. 2320, 2314, 2315 (transportation
or sale of stolen or counterfeit goods, 10
convictions)

W 21 US.C. 844, 952, 959, 963 (drugs, 6
convictions)

B 50 US.C. 1701-6 (violating sanctions, 6
convictions)**

B 18 US.C. 1621-23, 26 US.C. 7206, 28 US.C.
1746 (perjury; 6 convictions)

W 22 US.C. 612 (failure to register as foreign
agent, 4 convictions)

W 18 US.C. 2342 (contraband cigarettes, 2
convictions)

W 42 USC. 408 (Social Security fraud, 5
convictions)

M 31US.C.5332(cashsmuggling, 2 convictions)

B 18US.C.3147 (paroleviolation, 1 conviction)

B 18 US.C. 35, 844 (bomb hoax threats, 3
convictions)

B 18 US.C. go1 (contempt of court, I

conviction)

18 US.C. 545 (smuggling, 1 conviction)

10 US.C. 92 (robbery; 1 conviction)

18 US.C. 371-73 (conspiracy, 56 offenses)

18 US.C. 2252 (child pornography, 1

conviction)

**Included by U.S. Department of Justice as a
Category I terrorism offense
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APPENDIXB

Terrorism offenders

Sources for names for all tables: U.S. Department of Homeland Security, U.S. Department of
State, U.S. Department of Justice, George Washington University’s Program on Extremism, and
New America Foundation’s International Security Program.

Key: U.S. Plot=planned attack in the United States; Status =visa or status at first entry; B = tour-
ist; F = student; LPR = legal permanent resident; VWP = Visa Waiver Program; R = refugee; K =
fiancé/fiancée; U = unknown; Info = type of information missed in vetting; NA = none available;
TC = terrorist group connections; TA = terrorism associations; PS = personal statements.

* = Illegally entered or arrested at a border.

Table B.1
Pre-9/11 Vetting Failures

Charge  Entry Entry Yearsin Deaths

Offense Nationality year year age us. caused  Status
1 Abdelghani, Fadil US. plot  Sudan 1993 1987 25 6 0 B NA
2 gz:zh Matarawy Mohammed )5 it Eqypt 1993 1987 31 6 0 LPR NA
3 Salameh, Mohammed US. plot Palestine 1993 1988 21 5 1 B NA
4 Kikumura, Ya US. plot  Japan 1988 1988 36 0 0 B TC
5 Ismoil, Eyad Mahmoud US. plot Jordan 1993 1989 25 5 1 F NA
6 Alexander, Billy US. plot Bahamas 1991 1990 21 1 15 U NA
7 Joseph, Glossy Bruce US. plot Bahamas 1991 1990 19 1 0.5 U NA
g i Mir(aka Mir Aimal US. plot  Pakistan 1993 1991 27 2 2 B TA
Kansi)
9 Hanjour, Hani US. plot  Saudi Arabia 2001 1992 20 9 36.8 F TC
10 Bary, Adel Abdel Other Egypt 2000 1991 31 0 0 B TA
11 Yousef, Ramzi US. plot  Pakistan 1993 1992 24 1 1 A TC
12 Ajaj, Ahmad US. plot  Palestine 1993 1992 26 1 1 A TC
13 Hammoud, Mohamad Other Lebanon 2001 1992 18 9 0 A TC
14 al Saoub, Habis Abdulla Other Jordan 2002 1993 28 9 0 LPR TC
15 Faris, lyman US. plot  Pakistan 2003 1994 25 9 0 F TC
1 ‘ersame, Mohammed Other ~ Canada 2004 1995 2 9 0 VWP NA
Abdullah
17 Abu Kamal, Ali Hassan US. plot Israel 1997 1996 69 1 1 B NA
18 Aatique, Muhammed Other Pakistan 2003 1996 23 7 0 F NA
19  Abdi, Nuradin M. Other Somalia 2003 1995 25 8 0 A PS
20  Maatouk, Fadl Mohammed Other Lebanon 2004 1999 33 5 0 B NA
21 Aref, Yassin Muhiddin US. plot Iraq 2004 1999 29 5 0 R NA
22 Kassir, Oussama Other Sweden 2006 1999 33 0 0 VWP TA
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Charge  Entry Entry Yearsin Deaths

Offense Nationality year year age Us. caused  Status Info.
23 Hamdan, Moussa Ali Other Lebanon 2009 2000 28 9 0 LPR NA
24  Samana, Hammad Riaz US. plot  Pakistan 2005 2000 16 5 0 LPR NA
25  Mazloum, Wassim |. Other Lebanon 2006 2000 19 6 0 LPR PS
26  Atta, Mohamed US. plot Egypt 2001 2000 32 1 362 B TC
27  al-Hazmi, Nawaf US. plot  Saudi Arabia 2001 2000 24 1 36.8 B TC
28  Jarrah, Ziad Samir US. plot Lebanon 2001 2000 25 1 10 B TC
29  al-Mihdhar, Khalid US. plot  Saudi Arabia 2001 2000 25 0 36.8 B TC
30  al-Shehhi, Marwan U.S. plot E::;fe/jrab 2001 2000 2 0 188 B TC
31 al-Marri, Ali Saleh Kahlah US. plot Qatar 2001 2000 34 1 0 F TC
32 i:;‘))t Dhiren (aka al-Britani, ) LKJir:;ei)m 2004 2000 29 1 0 F TC
33 Tarmohamed, Nadeem U.S. plot U.nited 2005 2000 21 1 0 VWP TC

Kingdom

34 Shaffi, Qaisar U.S. plot Ei:i;im 2005 2001 21 0 0 VWP TC
35  Mirza, Adnan Other Pakistan 2006 2001 24 5 0 F NA
36  Yusuf Mohamud Abdi Other Somalia 2010 2001 21 9 0 R TA
37  Moussaoui, Zacarias US. plot France 2001 2001 32 0 0 VWP TC
38 Mohammed, Khalid Sheikh US. plot  Pakistan 2003 2001 37 0 0 B TC
39  al-Qahtani, Mohamed US. plot  Saudi Arabia 2002 2001 26 0 0 B TC
40  al-Omari, Abdul Aziz US. plot  Saudi Arabia 2001 2001 22 0 362 B TC
41 al-Shehri, Wail US. plot  Saudi Arabia 2001 2001 27 0 362 B TC
42 al-Shehri, Waleed US. plot  Saudi Arabia 2001 2001 25 0 362 B TC
43 al-Sugami, Satam US. plot  Saudi Arabia 2001 2001 23 0 362 B TC
44 al-Hazmi, Salem US. plot = Saudi Arabia 2001 2001 20 0 36.8 B TC
45  Moged, Majed US. plot  Saudi Arabia 2001 2001 24 0 36.8 B TC
46  al-Ghamdi, Ahmed US. plot  Saudi Arabia 2001 2001 22 0 188 B TC
47  al-Shehri, Mohand US. plot  Saudi Arabia 2001 2001 22 0 188 B TC
48 Banihammad, Fayez U.S. plot E::;fe/jrab 2001 2001 24 0 188 B TC
49  al-Ghamdi, Hamza US. plot  Saudi Arabia 2001 2001 21 0 188 B TC
50  al-Nami, Ahmed US. plot  Saudi Arabia 2001 2001 24 0 10 B TC
51  al-Ghamdi, Saeed US. plot  Saudi Arabia 2001 2001 21 1 10 B TC
52  al-Haznawi, Ahmad US. plot  Saudi Arabia 2001 2001 21 0 10 B TC
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Table B.2
Post-9/11 Vetting failures

Entry Entry Yearsin Deaths

Nationality year age UsS. caused  Status
1 Reid, Richard US e o= 2002 2002 28 0 0 VWP TC
Kingdom
2 Smadi, Hosam Maher Husein US. plot  Jordan 2009 2007 16 2 0 B NA
Abmad, Jubair Other  Pakistan 2011 2007 19 4 0 LPR TC
4 Ibrahim, Abdinasir Mohamud Other Somalia 2014 2007 33 6 0 R TC
s Mohamed, Ahmed Abdellatit )¢ 1 Egypt 2007 2007 24 0 0 F TA
Sherif
. AL Saudi
6 Aldawsari, Khalid Ali-M U.S. plot , 2011 2008 18 3 0 F PS
Arabia
7 Abdulmatallab, Umar Farouk US. plot Nigeria 2010 2008 23 2 0 B TC
Alwan, Waad Ramadan Other Iraq 2011 2009 30 2 0 R TC
9 Hammadi, Mohanad Shareef Other Iraq 201 2009 20 2 0 R TC
10 Kurbanov, Fazliddin US. plot  Uzbekistan 2013 2009 27 4 0 R PS
Nafis, Quazi Mohammad
T Reswanul Ahsan US. plot Bangladesh 2012 2012 20 0 0 E PS
1 Elhassan, Mahmoud Amin Other  Sudan 2016 2012 22 4 0 LPR PS
Mohamed
13 Malik, Tashfeen US. plot  Pakistan 2015 2014 28 1 14 K TA
Table B.3

Pre-9/11 terrorism offenders Entered not due to post-1987 vetting failures

Country of Charge  Arrest Entry Entry Yearsin Deaths

Offense  birth year age year age U.S. caused
1 Meskini, Abdelghani* US. plot  Algeria 1999 31 1999 31 0 0
2 Ressam, Ahmed* US.plot  Algeria 1999 31 1999 31 0 0
3 El-Hage, Wadi Other Lebanon 1998 38 1979 19 19 0
4 Mohamed, Ali A. Other Egypt 1998 46 1985 33 13 0
5 Abu Mezer, Gazi Ibrahim™ US. plot  Palestine 1997 24 1996 23 1 0
6  Elhassan, Tarig US.plot  Sudan 1993 38 1986 31 7 0
7 Abdelghani, Amir US. plot  Sudan 1993 33 1985 25 8 0
8  Khallafalla, Fares US.plot  Sudan 1993 31 1986 24 7 0
9  Nosair, El Sayyid A. US. plot  Egypt 1990 35 1981 26 9 1
10 Rahman, Sheik Omar Abdel US.plot  Egypt 1993 55 1986 48 6 0
1 a%tz:g&:sigif (e US.plot  Egypt 1993 43 1984 34 9 0
12 Haggag, Abdo Mohammed US.plot  Egypt 1993 34 1985 26 8 0
13 Saleh, Mohammed US. plot  Jordan 1993 37 1977 21 16 0
14 Siddig Ali, Ibrahim Siddig US.plot  Sudan 1993 32 1986 25 7 0
15  Baz, Rashid US. plot  Lebanon 1994 28 1984 18 10 1
16  Abouhalima, Mahmud US.plot  Egypt 1993 34 1986 27 7 1
17 Ayyad, Nidal Abderrahman US. plot  Kuwait 1993 26 1985 18 8 1
18 al-Dahab, Khalid Abu Other Egypt 1998 34 1986 22 12 0
19  Paulson, Karen (Karen Sperling) U.S.plot ~ Germany 1997 34 19967 33 1 0
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Table B.4
Post-9/11 terrorism offenders Entered after 9/11 not due to vetting failures

Charge Ageatist Yearsin Deaths
Offense  Nationality year Entry year  entry us. caused
1 Tsarnaev, Dzhokhar US.Plot  Kyrgyzstan 2013 2002 9 1 2.5 A
2 Suarez, Harlem US.Plot  Cuba 2015 2002 1 13 0 A
3 Tsarnaev, Tamerlan US.Plot  Kyrgyzstan 2013 2003 16 10 2.5 A
4 Lﬁ;z:nmed’ Gufran Ahmed 5oy India 2013 2003 20 10 0 LPR
5 Deleon, Ralph Kenneth Other Philippines 2012 2003 14 9 0 LPR
6 Daud, Abdirahman Yasin Other Kenya 2015 2003 9 12 0 R
7 Mohamud, Ahmed Nasir Taalil  Other Somalia 2011 2004 28 7 0 F
8 Melaku, Yonathan U.S. Plot Ethiopia 201 2005 16 6 0 LPR
9 ;/;dn;jrlzs Miguel Alejandro Other Mexico 2012 2006 15 6 0 LPR
10  Badawi, Muhanad Other Sudan 2015 2006 15 9 0 LPR
11 Habibov, Abror Other Uzbekistan 2015 2006 21 9 0 B
12 Kodirov, Ulugbek US.Plot  Uzbekistan 2011 2008 19 3 0 F
13 Khalid, Mohammad Hassan Other Pakistan 2011 2008 14 3 0 LPR
14 Hasbajrami, Agron Other Albania 2011 2008 24 3 0 LPR
15 Esse, Amina Mohamud Other Somalia 2014 2009 35 5 0 R
16 Fazeli, Adnan Other Iran 2016 2009 31 7 0 R
17 Garcia, Sixto Ramiro Other Mexico 2014 2009 14 6 0 LPR
18 Al Hardan, Omar Faraj Saeed Other Palestine 2016 2009 17 7 0 R
19 Juraboev, Abdurasul Hasanovich Other Uzbekistan 2015 2011 21 4 0 LPR
20  Saidakhmetov, Akhror Other Kazakhstan 2015 2012 16 3 0 A
21 Artan, Abdul Razak Ali US.Plot  Somalia 2016 2014 16 2 0 R
22 Saipoy, Sayfullo Habibullaevic US.Plot  Uzbekistan 2017 2010 22 7 8 LPR
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Table B.5

Post-9/11 terrorism offenders Entered before 9/11 not due to vetting failures

Age at 1st Years in Deaths
Offense Nationality ~Charge year Entry year entry uUs. caused
1 Francis, Glen* U.S. plot Trinidad 1990 1989 29 1 1
2 Al-Marri, Ali Saleh Kahlah Other Qatar 2001 1983 18 18 0
3 Harb, Said Other Lebanon 2001 1989 18 12 0
4 Elashi, Basman Other Palestine 2002 1978 22 24 0
5 Elashi, Bayan Other Palestine 2002 1978 23 24 0
6 Elashi, Ghassan Other Palestine 2002 1978 25 24 0
7 Elashi, Hazim Other Palestine 2002 1978 16 24 0
8 Ali, llyas Other India 2002 1980 34 22 0
9 Sattar, Ahmed Abdel Other Eqgypt 2002 1980 21 22 0
10 Yousry, Mohammed Other Eqgypt 2002 1980 26 22 0
11 Jensen, Uwe Other Denmark 2002 1982 46 20 0
12 Kim, Steve U.S. plot South Korea 2002 1983 38 19 0
13 Elashyi, Ihsan Other Palestine 2002 1992 25 10 0
14 Hadayet, Hesham Mohamed U.S. plot Egypt 2002 1992 31 10 2
15 Arnaout, Enaam M. Other Syria 2002 1992 30 10 0
16 Jokhan, Shueyb Mossa U.S. plot Trinidad 2002 1994 15 8 0
17 Mandhai, Imran U.S. plot Pakistan 2002 1998 15 4 0
18 Sarsour, Jamil Salem Other Palestine 2003 1970 19 33 0
19 Al-Arian, Sami Amin Other Kuwait 2003 1975 17 28 0
20  Paracha, Uzair Other Pakistan 2003 1981 1 22 0
21 Hawash, Maher Mofeid Other Palestine 2003 1984 20 19 0
22 Biheiri, Soliman S. Other Egypt 2003 1985 33 18 0
23 Kwon, Yong Ki Other South Korea 2003 1988 12 15 0
24 Makki, Hassan Moussa Other Lebanon 2003 1989 28 14 0
25  Al-Hamdi, Ibrahim Ahmed Other Yemen 2003 1992 15 1 0
26  Hasan, Khwaja Mahmood Other Pakistan 2003 1992 16 1 0
27 Varela, Carlos Ali Romero Other Colombia 2003 1993 33 10 0




Age at 1st Years in Deaths

Offense Nationality ~Charge year Entry year entry U.S. caused
28  Khan, Majid Shoukat U.S. plot Pakistan 2003 1996 15 7 0
29  Kourani, Mahmoud Youssef* Other Lebanon 2003 2001 30 2 0
30 Babar, Mohammed Junaid Other Pakistan 2004 1977 2 27 0
31 Abdulgader, Mufid Other Palestine 2004 1980 21 24 0
32 Baker, Shukri Abu Other Brazil 2004 1980 21 24 0
33 Jayyousi, Kifah Wael Other Jordan 2004 1982 20 22 0
34  Odeh, Abdulraham Other Palestine 2004 1982 23 22 0
35  El-Mezain, Mohammed Other Palestine 2004 1983 30 21 0
36  Hossain, Mohammed Mosharref U.S. plot Bangladesh 2004 1985 30 19 0
37 Hassoun, Adham Amin Other Lebanon 2004 1989 27 15 0
38  Siraj, Shahawar Matin U.S. plot Pakistan 2004 1999 17 5 0
39  Chhun, Yasith Other Cambodia 2005 1982 25 23 0
40  Chandia, Ali Asad Other Pakistan 2005 1993 17 12 0
41 Chen, YiQing Other China 2005 1995 34 10 0
42 Socrates, Nachimuthu Other India 2006 1976 24 30 0
43 Taleb-Jedi, Zeinab Other Iran 2006 1979 23 27 0
44  Elahwal, Saleh Other Egypt 2006 1980 27 26 0
45  Hashmi, Syed Other Pakistan 2006 1983 3 23 0
46  Igbal, Javed Other Pakistan 2006 1983 20 23 0
47  Nguyen, Vinh Tan Other Vietnam 2006 1984 31 22 0
48  El-Hindi, Marwan Othman Other Jordan 2006 1984 21 22 0
49  Taheri-Azar, Mohammed U.S. plot Iran 2006 1985 2 21 0
50 Farhane, Abdulrahman Other Morocco 2006 1987 33 19 0
51 Ea}:sjzf:ha”' VIFRETLETES g Sri Lanka 2006 1991 29 15 0
52  Shorbagi, Mohamed Other Palestine 2006 1995 31 1 0
53  Awan, Khalid Other Pakistan 2006 1995 33 1 0
54  Ahmed, Syed Haris U.S. plot Pakistan 2006 1996 12 10 0
55  Abraham, Patrick U.S. plot Haiti 2006 1997 17 9 0
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Age at 1st Years in Deaths
Offense Nationality Charge year Entry year entry U.S. caused
56  Defreitas, Russell U.S. plot Guyana 2007 1974 28 33 0
57  Kandasamy, Karunakaran Other Sri Lanka 2007 1980 23 27 0
58  Duka, Dritan U.S. plot Macedonia 2007 1984 6 23 0
59  Duka, Eljvir U.S. plot Macedonia 2007 1984 1 23 0
60  Duka, Shain US. plot Macedonia 2007 1984 3 23 0
61  Shnewer, Mohamad |brahim U.S. plot Jordan 2007 1987 2 20 0
62 Abdhir, Rahmat Other Malaysia 2007 1987 23 20 0
63  Faarax, Cabdullaahi Ahmed Other Somalia 2007 1989 12 18 0
64  Tatar, Serdar U.S. plot Turkey 2007 1992 9 15 0
65 Ranjha, Saifullah Anjum Other Pakistan 2007 1997 34 10 0
66  Ahmed, Khaleel Other India 2007 1998 17 9 0
67  Siddiqui, Aafia U.S. plot Pakistan 2008 1990 18 18 0
68  Ahmed, Shirwa Other Somalia 2008 1994 12 14 0
69  Nayyar, Patrick Other India 2009 1979 15 30 0
70  lsse, Abdifatah Yusuf Other Somalia 2009 1993 8 16 0
71 Abousamra, Ahmad Other France 2009 1993 12 16 0
72 Omar, Mahamud Said Other Somalia 2009 1993 27 16 0
73 Hassan, Burhan Other Somalia 2009 1994 3 15 0
74  Hassan, Mohamoud Other Somalia 2009 1994 8 15 0
75  Ahmed, Salah Osman Other Somalia 2009 1995 15 14 0
76  Bana, Jamal Sheikh Other Somalia 2009 1996 7 13 0
77 Hassan, Kamal Said Other Somalia 2009 1996 1 13 0
78  Mohamed, Omer Abdi Other Somalia 2009 1996 11 13 0
79  Payen, Laguerre U.S. plot Haiti 2009 1997 16 12 0
80 Rana, Tahawwur Hussain Other Pakistan 2009 1997 36 12 0
81  Zazi, Najibullah U.S. plot Afghanistan 2009 1999 14 10 0
82  Sherifi, Hysen U.S. plot Kosovo 2009 1999 15 10 0
83 Subasic, Anes Other Bosnia 2009 1999 23 10 0




Age at 1st Years in Deaths

Offense Nationality ~Charge year Entry year entry U.S. caused
84  Yaghi, Ziyad Other Jordan 2009 2001 13 8 0
85  Khan, Raja Lahrasib Other Pakistan 2010 1978 24 32 0
86 el Shukrijumah, Adnan Gulshair ~ U.S. plot Guyana 2010 1985 10 25 0
87  Almonte, Carlos Other Dorninican 2010 1988 5 22 0
Republic
88  Hasanoff, Sabirhan US. plot China 2010 1989 14 21 0
89  Doreh, Issa Other Somalia 2010 1990 33 20 0
90  Maruf, Zakaria Other Somalia 2010 1993 14 17 0
91  Mohamud, Mohamed Osman ~ U.S. plot Somalia 2010 1993 2 17 0
92 Ahmed, Farooque U.S. plot Pakistan 2010 1993 17 17 0
93 Akl, Hor Other Lebanon 2010 1993 20 17 0
94  Medunjanin, Adis U.S. plot Bosnia 2010 1994 10 16 0
95  Moalin, Basaaly Saeed Other Somalia 2010 1996 19 14 0
96  Zazi, Amanullah Other Afghanistan 2010 1997 10 13 0
97  Ahmedzay, Zarein U.S. plot Afghanistan 2010 1999 14 1 0
98  Ouazzani, Khalid Other Morocco 2010 1999 21 1 0
99  Shahzad, Faisal U.S. plot Pakistan 2010 1999 19 11 0
100 Ali, Amina Farah Other Somalia 2010 1999 22 1 0
101  Ali, Abdisalan Other Somalia 2010 2000 1 10 0
102 Hassoun, Sami Samir U.S. plot Lebanon 2010 2000 12 10 0
103 Hassan, Hawo Other Somalia 2010 2000 53 10 0
jo4 Mohamud, Mohamed Other Somalia 2010 2000 27 10 0
Mohamed
105 Yusuf, Nima Ali Other Somalia 2010 2001 15 9 0
106  Arbabsiar, Manssor US. plot Iran 2011 1978 24 33 0
107 Orbach, Oded Other Israel 201 1988 29 23 0
108 Pimental, Jose US.plot  Dominican 2011 1989 5 2 0
Republic
109 Samir Khan Other Saudi Arabia 201 1992 7 19 0
110  Khan, Hafiz Muhammad Sher Ali  Other Pakistan 2011 1994 58 17 0




39

Age at 1st Years in Deaths
Offense Nationality Charge year Entry year entry U.S. caused
111 Mihalik, Oytun Ayse Other Turkey 2011 1997 25 14 0
112 Pouryan, Alwar Other Iran 2011 1997 23 14 0
113  Mamdouh, Mohamed U.S. plot Morocco 201 1999 8 12 0
114  Mahamud, Ahmed Hussein Other Somalia 2011 2000 15 1 0
115 Ferhani, Ahmed U.S. plot Algeria 2011 2000 15 11 0
116  Kabir, Sohiel Other Afghanistan 2012 1979 2 33 0
117 Khan, Reaz Qadir Other Pakistan 2012 1988 24 24 0
118 Aldosary, Abdullatif U.S. plot Iraq 2012 1997 31 15 0
119 ElKhalifi, Amine U.S. plot Morocco 2012 1999 16 13 0
120  Osmakac, Sami U.S. plot Albania 2012 2000 13 12 0
121 Qazi, Raees Alam U.S. plot Pakistan 2012 2000 8 12 0
122 Qazi, Sheheryer Alam U.S. plot Pakistan 2012 2000 18 12 0
123 Singh, Balwinder Other India 2013 1997 23 16 0
124 Bhuiya, Mohimanul Alam Other Bangladesh 2014 1990 1 24 0
125 Elfgeeh, Mufid Other Yemen 2014 1996 13 18 0
126  Khan, Rahatul Ashikim Other Bangladesh 2014 1997 7 17 0
127 Jama, Muna Osman Other Somalia 2014 1997 17 17 0
128  Yusuf, Abdullahi Mohamed Other Kenya 2014 1998 3 16 0
129  Dhirane, Hinda Osman Other Somalia 2014 1998 37 16 0
130 Aden, Abdifatah Other Somalia 2014 2000 13 14 0
131 Warsame, Abdirizak Other Somalia 2015 1995 1 20 0
132 é:i‘:ffzeez’ Mohammad US.plot  Kuwait 2015 1996 5 19 5
133 Omar, Guled Ali Other Kenya 2015 1997 2 18 0
134 Amin, Ali Shukri Other Sudan 2015 1999 2 16 0
135 Mohammad, Yahya Farooq U.S. plot India 2015 1999 24 16 0
136  Ramic, Jasminka Other Bosnia 2015 2000 28 15 0
137 Eizr:r"naelrhmed Other Egypt 2015 2001 28 14 0




Age at 1st Years in Deaths

Offense Nationality ~Charge year Entry year entry U.S. caused
138 Jalloh, Mohamed Bailor Other Sierra Leon 2016 1997 8 19 0
139 Adan, Dahir Ahmed U.S. plot Kenya 2016 1998 2 18 0
140  Rouf, Shazad Other Bangladesh 2016 1999 7 17 0
141 Abdulkader, Munir U.S. plot Eritrea 2016 2000 4 16 0
142 Barry, Mohamed U.S. plot Guinea 2016 2000 14 16 0
143 Rahimi, Ahmad Khan US. plot Afghanistan 2017 1995 7 22 0
Table B.6
U.S.-born terrorism offenders convicted or killed after 9/11, October 2001 to
October 2017
Name Offense Charge year Deaths caused
1 Cleaver, James U.S. plot 1997 0.0
2 Dowell, Jack U.S. plot 1997 0.0
3 Kopp, James Charles U.S. plot 1998 1.0
4 Williams, Benjamin Matthew U.S. plot 1999 1.0
5 Williams, James Tyler U.S. plot 1999 1.0
6 Al-Bakri, Mukhtar Other 2002 0.0
7 Alwan, Sahim Other 2002 0.0
8 Battle, Jeffrey Leon Other 2002 0.0
9 Bilal, Ahmed Ibrahim Other 2002 0.0
10 Bilal, Muhammad Ibrahim Other 2002 0.0
11 Bishop, Charles U.S. plot 2002 2.0
12 Derwish, Kamal Other 2002 0.0
13 Ford, Patrice Lumumba Other 2002 0.0
14 Galab, Faysal Other 2002 0.0
15  Goba, Yahya Other 2002 0.0
16  Helder, Luke U.S. plot 2002 0.0
17 Lewis, October Martinique Other 2002 0.0
18 Lindh, John Walker Other 2002 0.0




19

20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

35

36

37

38

39

40

41

42

43

44

45

46

47

Name

Mosed, Shafal

Stewart, Lynne

Taher, Yasein

Ujaama, Earnest James
Abdur-Raheem, Hammad
Akbar, Hasan Karim
Chapman, Seifullah
Fariz, Hatim Naji
Khan, Masoud Ahmad
Mora, Adriana Gladys
Royer, Randall Todd
Al-Timimi, Ali
Anderson, Ryan
Carpenter, Cedric
Elshafay, James
Ranson, Lamont
Walker, Mark Robert
Ali, Ahmed Omar Abu
Brent, Mahmud Faruq
Grecula, Ronald
Hayat, Hamid

James, Kevin

Padilla, Jose

Patterson, Gregory
Phanor, Stanley Grant
Sabir, Rafiq Abdus
Shah, Tarik

Shumpert, Ruben

Washington, Levar

Offense
Other
Other
Other
Other
Other
Other
Other
Other
U.S. plot
Other
Other
Other
Other
Other
U.S. plot
Other
Other
U.S. plot
Other
U.S. plot
Other
U.S. plot
Other
U.S. plot
U.S. plot
Other
Other
Other

U.S. plot

Charge year
2002
2002
2002
2002
2003
2003
2003
2003
2003
2003
2003
2004
2004
2004
2004
2004
2004
2005
2005
2005
2005
2005
2005
2005
2005
2005
2005
2005

2005

Deaths caused
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0

0.0
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48

49

50

51

52

53

54

55

56

57

58

5

O

60

61

62

63

64

65

66

67

68

69

70

71

72

73

74

75

76

Name

Amawi, Mohammad Zaki
Augustin, Burson
Augustine, Rothschild
Batiste, Narseal

Gadahn, Adam

Hag, Naveed

Reynolds, Michael Curtis
Sadequee, Ehsanul Islam
Williams, Kobie Diallo
Abu-Jihaad, Hassan
Ahmed, Zubair A.

Alishtari, Abdul Tawala Ibn Ali
(aka Michael Mixon)

Hammami, Omar Shafik
Maldonado, Daniel Joseph
Paul, Christopher
Shareef, Derrick
Adkisson, Jim David
Brooks, Erin

Gleason, Thomas
Hanson, Brian

Haskell, Benjamin
Hayes, Justin Tyme
Hicks, Bret

Hupper, Richard David
Jacques, Michael
McCann, Crystal
O'Brien, Derek

Powell, Michael

Thibault, Darrin Peter

Offense
Other
U.S. plot
U.S. plot
U.S. plot
Other
U.S. plot
U.S. plot
U.S. plot
Other
Other

Other
Other

Other

Other

U.S. plot
U.S. plot
U.S. plot
U.S. plot
U.S. plot
U.S. plot
U.S. plot
U.S. plot
U.S. plot
Other

U.S. plot
U.S. plot
U.S. plot
U.S. plot

U.S. plot

Charge year
2006
2006
2006
2006
2006
2006
2006
2006
2006
2007

2007
2007

2007
2007
2007
2007
2008
2008
2008
2008
2008
2008
2008
2008
2008
2008
2008
2008

2008

Deaths caused
0.0
0.0
0.0
0.0
0.0
1.0
0.0
0.0
0.0
0.0

0.0

0.0

0.0
0.0
0.0
0.0
2.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0

0.0




Name
77 Boyd, Daniel
78  Boyd, Dylan
79  Boyd, Zakariya
80  Bush, Jason Eugene
81  Cromitie, James
82  Finton, Michael C.
83  Forde, Shawna
84  Gaxiola, Albert
85  Hadzovic, Sulejmah
86  Hasan, Nidal Malik
87  Hassan, Mohammed Omar Aly

Headley, David Coleman (aka

8 Daood Gilani)

©

89  Kastigar, Troy Matthew

90  Kaziu, Betim

91 Mehanna, Tarek
Muhammad, Abdulhakim

92 Mujahid born Carlos Leon
Bledsoe

93 Roeder, Scott

94  Vinas, Bryant Neal

95  von Brunn, James W.

96  Williams, David

97  Williams, Onta

98  Akl, Amera

99  Alessa, Mohamed

100 Bedell, John Patrick

101 Buijol, Jr., Barry Walter

102 Chesser, Zachary Adam

103  El-Hanafi, Wesam

Offense
Other
Other
Other
U.S. plot
U.S. plot
U.S. plot
U.S. plot
U.S. plot
Other
U.S. plot
Other

Other

Other
Other

Other

U.S. plot

U.S. plot
U.S. plot
U.S. plot
U.S. plot
U.S. plot
Other
Other
U.S. plot
Other
Other

U.S. plot

Charge year
2009
2009
2009
2009
2009
2009
2009
2009
2009
2009

2009
2009

2009
2009

2009

2009

2009
2009
2009
2009
2009
2010
2010
2010
2010
2010

2010

Deaths caused
0.0
0.0
0.0
0.7
0.0
0.0
0.7
0.7
0.0
13.0

0.0

0.0

0.0
0.0

0.0

0.0
0.0
0.0
0.0
0.0
0.0
0.0

0.0
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104

105

106

107

108

109

10

m

12

13

14

115

16

17

18

19

120

12

—_

122

123

124

125

126

127

128

129

130

131

132

Name

Larose, Colleen

Lee, James

Martinez, Antonio

Masri, Shaker
Mohammad, Jude Kenan
Ramirez, Jamie Paulin
Stack, Joseph

Abdo, Naser Jason
Abdul-Latif, Abu Khalid

al-Awlaki, Anwar

Begolly, Emerson Winfield
Berry, Reed Stanley

Brice, Joseph Jeffrey
Dalal, Aakash

Ferdaus, Rezwan
Graziano, Anthony
Morton, Jesse Curtis
Muijahidh, Walli

Wilson Jr., Randy Lamar

Abukhdair, Mohammad Abdul

Rahman
Chi, Anson

Corkins, Floyd

Gojali, Arifeen David
Page, Wade Michael
Bell, Shelton Thomas
Ciancia, Paul Anthony
Dorner, Christopher
Feight, Eric

Harroun, Eric

Offense
Other
U.S. plot
U.S. plot
Other
Other
Other
U.S. plot

U.S. plot
U.S. plot

Other

U.S. plot
U.S. plot
U.S. plot
U.S. plot
U.S. plot
U.S. plot
US. plot
U.S. plot

Other
Other

U.S. plot
U.S. plot
Other

U.S. plot
Other

U.S. plot
U.S. plot
U.S. plot

Other

Charge year
2010
2010
2010
2010
2010
2010
2010
201

20M

20M
20M
20M
20M
201
20M
20M
20M
20M

20M
2012

2012
2012
2012
2012
2013
2013
2013
2013

2013

Deaths caused
0.0
0.0
0.0
0.0
0.0
0.0
1.0

0.0

0.0

0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0

0.0

0.0

0.0
0.0
0.0
6.0

0.0

0.0

0.0




133

134

135

136

137

138

139

140

141

142

143

144

145

146

147

148

149

150

151

152

153

154

155

156

157

158

159

160

161

Name

Kaliebe, Justin

Llaneza, Matthew Aaron
Loewen, Terry

Nguyen, Sinh Vinh Ngo
Tounisi, Abdella Ahmad
Zea, Marcos Alonso
Brinsley, Ismaaiyl

Brown, Ali Muhammad
Brown, Avin Marsalis
Conley, Shannon Maureen
Crawford, Glendon Scott
Dandach, Adam

Frein, Eric

Jordan, Akba Jihad

Khan, Mohammed Hamzah
Marx, Dennis

McCain, Douglas McAuthur
McQuilliams, Larry

Miller, Amanda

Miller, Frazier Glenn

Miller, Jerad

Morgan, Donald Ray

Salha, Moner Abu
Thompson, Zale

Wolfe, Michael Todd aka Faruq
Abdurahman, Zacharia Yusuf
Ahmed, Hamza Naj

Aziz, Jalil Ibn Ameer

Blair, Alexander

Offense
Other
U.S. plot
U.S. plot
Other
Other
Other
U.S. plot
U.S. plot
Other
Other
U.S. plot
Other
U.S. plot
Other
Other
U.S. plot
Other
U.S. plot
U.S. plot
U.S. plot
U.S. plot
Other
Other
U.S. plot
Other
Other
Other
Other

U.S. plot

Charge year
2013
2013
2013
2013
2013
2013
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2015
2015
2015

2015

Deaths caused
0.0
0.0
0.0
0.0
0.0
0.0
2.0
4.0
0.0
0.0
0.0
0.0
1.0
0.0
0.0
0.0
0.0
0.0
1.5
3.0
1.5
0.0
0.0
0.0
0.0
0.0
0.0
0.0

0.0
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162

163

164

165

166

167

168

169

170

171

172

173

174

175

176

177

178

179

180

181

18

N

183

184

185

186

187

188

189

Name
Booker, John

Buddenberg, Joseph

Cornell, Christopher Lee
Dakhlalla, Muhammad Oda
Davis, Leon Nathan

Dear, Robert Lewis

Edmonds, Hasan

Edmonds, Jonas

El-Goarany, Samy Mohammed
Elhuzayel, Nader

Elshinawy, Mohamed

Farah, Abdihamid Adnan
Farah, Mohamed Abdihamid
Farook, Syed Rizwan

Houser, John Russell

Kareem, Abdul Malik Abdul
Khan, Mohammed Hamzah
Kissane, Nicole

Lutchman, Emanuel

Marquez Jr., Enrique

McCollum, Robert aka Amir
Said Abdul Rahman Al-Ghazi

McNeil, Terrence
Mohammad, Faisal
Mumuni, Fareed
Musse, Hanad Mustafe
Rabbani, Imran

Rahim, Usaamah

Roof, Dylann

Offense
U.S. plot
Other
U.S. plot
Other
Other
U.S. plot
U.S. plot
U.S. plot
Other
Other
Other
Other
Other
U.S. plot
U.S. plot
U.S. plot
Other
Other
U.S. plot

U.S. plot
U.S. plot

U.S. plot
U.S. plot
U.S. plot
Other

U.S. plot
U.S. plot

U.S. plot

Charge year
2015
2015
2015
2015
2015
2015
2015
2015
2015
2015
2015
2015
2015
2015
2015
2015
2015
2015
2015

2015
2015

2015
2015
2015
2015
2015
2015

2015

Deaths caused
0.0
0.0
0.0
0.0
0.0
3.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
>0™*
2.0
0.0
0.0
0.0
0.0

0.0

0.0

0.0
0.0
0.0
0.0
0.0
0.0

9.0




190

191

192

193

194

195

196

197

198

199

200

201

202

203

204

205

206

207

208

209

210

21

212

213

214

215

216

217

Name Offense
Rovi.nstki, Nicholas aka NUh. US. plot
Amriki aka Nuh al Andalusi

Saadeh, Alaa Other
Saadeh, Nader Other
Saleh, Munther Omar U.S. plot
Scarsella, Allen U.S. plot
Simpson, Elton U.S. plot
Soofi, Nadir Hamid US. plot
Sullivan, Justin Nolan U.S. plot
Teausant, Nicholas Other
Thomas, Keonna Other
Topaz, Samuel Rahamin Other
Van Haften, Joshua Ray Other
White, Richard U.S. plot
Young, Jaelyn Delshaun Other
AIi-SkeIton, Abdul Raheem US. plot
Habil

Bastian, Michelle U.S. plot
Christian, Dayne Antani Other
Daniels, Aaron Other
Farrokh, Joseph Hassan Other
Glenn, Nicholas U.S. plot
Hicks, Marlonn U.S. plot
Jackson, Darren Arness Other
Johnson, Micah Xavier U.S. plot
Jones, Maalik Alim Other
Khweis, Mohamad Jamal Other
Long, Gavin U.S. plot
Mateen, Omar Saddiqui U.S. plot

Morel, Oscar U.S. plot

Charge year
2015

2015
2015
2015
2015
2015
2015
2015
2015
2015
2015
2015
2015

2015
2016

2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016

2016

Deaths caused

0.0

0.0
0.0
0.0
0.0
0.0
0.0
1.0
0.0
0.0
0.0
0.0
0.0

0.0

0.0

0.0
0.0
0.0
0.0
1.0
0.0
0.0
5.0
0.0
0.0
3.0
49.0

2.0

47



Name Offense Charge year Deaths caused

218  Pugh, Tairod Nathan Webster Other 2016 0.0
219 Qamar, Haris Other 2016 0.0
220 Scott, Lakeem Keon U.S. plot 2016 1.0
221 Williams, Lionel Other 2016 0.0
222 Al Farekh, Muhanad Mahmoud  Other 2017 0.0
223 Colon, Santos U.S. plot 2017 0.0
224  Cummings, Joshua U.S. plot 2017 1.0
225 Field, James U.S. plot 2017 1.0
226 Hodgkinson, James T. U.S. plot 2017 0.0
227 Keogan, Patrick U.S. plot 2017 0.0
228  Purinton, Adam U.S. plot 2017 1.0
229  Wright, David Other 2017 0.0

** Deaths caused by Farook were credited to Tashfeen Malik per methodology.

Table B.7
U.S.-born offenders convicted or killed before 9/11
Name Conviction year Charge Deaths

1 Yasin, Abdul Rahman 1993 U.S. plot >0**
2 Smith, Benjamin Nathaniel 1999 U.S. plot 2
3 Weston Jr., Russell Eugene 1998 U.S. plot 2
4 Rudolph, Eric Robert 1998 U.S. plot 2
5 White, Richard 1998 U.S. plot 1
6 Kaczynski, Theodore John 1996 U.S. plot 3
7 Furrow Jr., Buford O'Neal 1999 U.S. plot 1
8 Paulson, Gregg 1997 U.S. plot 0
9 Keyes, Richard 1997 U.S. plot 0
10 Matson, Michael John 1997 U.S. plot 0
1 Barr, Geoffrey 1997 U.S. plot 0
12 Priestley, Paul James 1995 U.S. plot 0

13 Tortorici, Ralph 1994 U.S. plot 0




14

15

16

17

18

19

20

21

22

23

Name Conviction year
Mungia, Eli Trevino 1994
Mungia, Ricky Rivera 1994
Martin, Roy 1994
Bess, James Edward 1994
Shannon, Rachelle Ranae 1993
McVeigh, Timothy James 1995
Salvi lll, John C. 1994
Hill, Paul Jennings 1994
Corder, Frank Eugene 1994
Moody, Walter Leroy 1989

Charge
U.S. plot
U.S. plot
U.S. plot
U.S. plot
U.S. plot
U.S. plot
U.S. plot
US. plot
U.S. plot

U.S. plot

Deaths

03

0.3

0.3

** Deaths caused by Yasin were credited to foreign coconspirators per methodology.

Table B.8

U.S. post-9/11 terrorism offenders extradited or otherwise brought into the United
States by law enforcement, October 2001 to October 2017

Name Conviction year

1

2

10

1

12

13

Jabarah, Mohammed Mansour

al Nalfi, Mohamed Suleiman

Ruiz, Elkin Alberto Arroyave
Tchibassa, Artur

Afridi, Muhammed Abid
Hameed, Moinuddeen Ahmed
Panchano, Carlos Adolfo-Romero
Blanco-Puerta, Edgar Fernando (aka Commandant Emilio)
Gamarra-Murillo, Carlos
Barrera-De Amaris, Fanny Cecilia
Lakhani, Hemant

Khalil, Naji Antoine Abi

Shah, Syed Mustajab

2002

2003

2003

2004

2004

2004

2004

2004

2005

2005

2005

2005

2006
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Name Conviction year

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

35

36

37

38

39

40

41

42

43

Wotulo, Erick

Subandi, Haiji

Rodriguez-Acevedo, Hector

Osman, Haniffa bin

Varatharasa, Thirunavukarasu

Pineda , Juvenal Ovidio Ricardo Palmera (aka Simén Trinidad)
Lopez, Julio Cesar

Morales, Luis Alfredo Daza (aka Fernando)
Londono, Bernardo Valdes

Ulloa Melo, Jose Tito Libio

Bautista Martinez, Jorge De Los Reyes
Sadat Moheisen, Jalal

Ponton Caro, Carmen Maria
Salamanca, Victor Daniel

Gamboa, Edizon Ramirez

Smulian, Andrew

Arroyave, Diego Alberto Ruiz
al-Kassar, Monzer

Godoy, Luis Felipe Moreno

Sandhu, Parvez Mehmood
Sarachandran, Sathajhan

Yograrasa, Nadarasa

Sabaratnam, Sahilal

Thanigasalam, Thiruthanikan
al-Delaema, Wesam

al-Ghazi, Tareq Mousa

Thavaraja, Pratheepan
Vinayagamoorthy, Murugesu

Corredor-Ibague, Jose Maria

al-Moayad, Mohammed Ali Hassan

2007

2007

2007

2007

2007

2007

2007

2007

2007

2007

2007

2007

2007

2007

2007

2008

2008

2008

2008

2009

2009

2009

2009

2009

2009

2009

2009

2009

2009

2009




Name Conviction year

44 Zayed, Mohammed Mohsen Yahya 2009
45  Rubio, Nancy Conde 2010
46  Arevalo, Ana Isabel Pena 2010
47  Gutierrez Vergara, Luz Mery 2010
48  Tobias-Rodriguez, Osman Jose 2010
49 Nur, Abdel 2010
50  Kadir, Abdul 2010
51 Cordoba-Bermudez, Juanito 2010
52  Arteaga-Tapia, Carlos Alberto 2010
53 Naidu, Balraj 2010
54 Ghailani, Ahmed Khalfan 2010
55 Lobon, Roque Orobio 2011
56  l|barguen-Palacio, Jorge Abel 2011
57  Banol-Ramos, Yarlei 2011
58  Ibrahim, Kareem 2011
59  Dogirama, Anderson Chamapuro 2011
60  Ortiz, Edilberto Berrio 2011
61 Rengifo, Alejandro Palacios 2011
62 Ul Haq, Irfan 2011
63 Ali, Qasim 201
64  Yousaf, Zahid 2011
65  Bout, Viktor 2011
66  Wehbe, Bachar 2011
67 Issa, Oumar 2011
68  Warsame, Ahmed Abdulkadir 201
69  Mylvaganam, Ramanan 2012
70  Abdelrahman, Idriss 2012
71 Touré, Harouna 2012
72 Yousef, Jamal 2012
73 Ahmed, Mohamed Ibrahim 2012




52

Name Conviction year

74 Velasco, Mauricio Santoyo

75 Aksu, Cetin

76 Sriskandarajah, Suresh

77 Nadarajah, Piratheepan

78  Ahmad, Babar

79 Ahsan, Syed Talha

80  Viglakis, loannis

81 Herrera, Alexander Beltran

82 Ghaith, Sulaiman Abu

83  Babafemi, Lawal Olaniyi

84  Mustafa, Mustafa Kamel (aka Abu Hamza)
85 Bouterse, Dino

86 al-Fawwaz, Khalid

87  Naseer, Abid

88  Aswat, Haroon Rashid

89  Ahmed, Ali Yasin

90  Yusuf, Mohammed

91  al-Abbadi, Saddiq

92 Said, Mohamed Hussain

93 Hamidullin, Irek lrgiz

94  Navarrete Beltran, Diego Alfonzo
95  Pham, Minh Quang

96  Mohamed, Alhassane Ould

97 Cardona, Ericson Vargas

98 Hashi, Mahdi Mohamed

99  Georgescu, Virgil Flaviu

100  Ferizi, Ardit

101 Demirtas, Irfan

102 Harun, Ibrahim Suleiman Adnan Adam

103 Yassine, Fadi

2012

2012

2013

2013

2013

2013

2013

2014

2014

2014

2014

2014

2015

2015

2015

2015

2015

2015

2015

2015

2015

2016

2016

2016

2016

2016

2016

2016

2017

2017
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