FEDERAL COMMUNICATIONS COMMISSION
WASHINGTON
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The Honorable Ron Wyden

United States Senate

221 Dirksen Senate Office Building
Washington, D.C. 20510

Dear Senator Wyden:

Thank you for your letter regarding the precautions that the Federal Communications
Commission is taking to protect the FCC’s comment filing process in advance of the expected
activity on July 12 described in your letter. As I indicated in my June 15 letter to you, the cyber-
based attack against the Commission’s Electronic Comment Filing System (ECFS) on May 7-8
was a very serious matter. And in response to this incident, my office directed our Chief
[nformation Officer to take measures to secure the integrity of the comment filing system and
report back to us routinely on this work.

Over the course of the last two months, the Commission has taken a series of steps to
mitigate the chances of a disruption similar to the one that took place on May 7-8 from occurring
again. And during the comment period following the adoption of the Restoring Internet Freedom
Notice of Proposed Rulemaking. our comment filing system has performed well to date. Indeed,
the Commission has received over 600.000 comments in the last thirty days, and the docket now
contains more than six million comments overall, demonstrating that the Commission’s
processes are facilitating widespread public participation in this proceeding.

In preparation for July 12, the Commission’s IT professionals have taken additional
measures (o safeguard our comment filing system. Moreover, they will be on high alert over the
next 48 hours and ready to respond as quickly as possible to any attacks. Given the nature of this
situation, however, I believe that publicly disclosing the specific steps that we are taking could
undermine their efficacy.

Of course, it is important to recognize that malicious actors seeking to cause disruptions
have many tools at their disposal, as well. The Commission therefore cannot guarantee that any
attacks launched against us will not have an impact.

Filers wishing to submit comments to the FCC have four alternatives. They can file
using the normal web interface. They can file through the API. They can submit comments
using the electronic inbox and the Restoring Internet ECFS Bulk Upload Template. And they
can submit a written comment. Should any of these methods be temporarily disrupted or
unavailable, members of the public can use an alternative method or wait until the incident has
ended. Given the length of time that the Commission has provided for public comment (90 days)
as well as the multiple avenues available for submitting such comments, everyone seeking to
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participate in this proceeding will have a chance to make his or her voice heard on this important
subject.

I appreciate your interest in this matter.

Sincerely,

I iy V-

[\ Ajit V. Pa0i
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THE CHAIRMAN

The Honorable Brian Schatz
United States Senate

722 Hart Senate Office Building
Washington, D.C. 20510

Dear Senator Schatz:

Thank you for your letter regarding the precautions that the Federal Communications
Commission is taking to protect the FCC’s comment filing process in advance of the expected
activity on July 12 described in your letter. As I indicated in my June 15 letter to you, the cyber-
based attack against the Commission’s Electronic Comment Filing System (ECFS) on May 7-8
was a very serious matter. And in response to this incident, my office directed our Chief
Information Officer to take measures to secure the integrity of the comment filing system and
report back to us routinely on this work.

Over the course of the last two months, the Commission has taken a series of steps to
mitigate the chances of a disruption similar to the one that took place on May 7-8 from occurring
again. And during the comment period following the adoption of the Restoring Internet Freedom
Notice of Proposed Rulemaking, our comment filing system has performed well to date. Indeed,
the Commission has received over 600,000 comments in the last thirty days, and the docket now
contains more than six million comments overall, demonstrating that the Commission’s
processes are facilitating widespread public participation in this proceeding.

In preparation for July 12, the Commission’s IT professionals have taken additional
measures to safeguard our comment filing system. Moreover, they will be on high alert over the
next 48 hours and ready to respond as quickly as possible to any attacks. Given the nature of this
situation. however, I believe that publicly disclosing the specific steps that we are taking could
undermine their efficacy.

Of course, it is important to recognize that malicious actors seeking to cause disruptions
have many tools at their disposal, as well. The Commission therefore cannot guarantee that any
attacks launched against us will not have an impact.

Filers wishing to submit comments to the FCC have four alternatives. They can file
using the normal web interface. They can file through the API. They can submit comments
using the electronic inbox and the Restoring Internet ECFS Bulk Upload Template. And they
can submit a written comment. Should any of these methods be temporarily disrupted or
unavailable, members of the public can use an alternative method or wait until the incident has
ended. Given the length of time that the Commission has provided for public comment (90 days)
as well as the multiple avenues available for submitting such comments, everyone seeking to
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participate in this proceeding will have a chance to make his or her voice heard on this important
subject.

[ appreciate your interest in this matter.

Sincerely,

& x V

Ajit V. Pai




